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NOTE: This document is for StrongKey customers, employees, suppliers and partners who will
interact with the StrongKey Production SB2 cluster (“SB2PROD”) for business operations.

COPYRIGHT & NOTICES

Copyright 2001-2026 StrongAuth, Inc. (d/b/a StrongKey), 21060 Homestead Rd Suite 222 Cupertino CA
95014, U.S.A. All rights reserved.

StrongAuth, Inc. has intellectual property rights relating to technology embodied in the product that is
described in this document. In particular, and without limitation, these intellectual property rights may
include one or more U.S. patents or pending patent applications in the U.S. and in other countries. U.S.
Government Rights—Commercial software. Government users are subject to the StrongAuth, Inc. standard
license agreement and applicable provisions of the Federal Acquisition Regulations and its supplements.
This distribution may include materials developed by third parties. StrongAuth, StrongKey, StrongKey Lite,
StrongKey CryptoCabinet, StrongKey CryptoEngine, StrongKey FIDO Server, StrongKey Tellaro, StrongKey
Tellaro Small Business Security Bundle (SB2), the StrongAuth logo, the StrongKey logo, the StrongKey Lite
logo, the StrongKey CryptoCabinet logo and the StrongKey CryptoEngine logo are trademarks or registered
trademarks of StrongAuth, Inc. or its subsidiaries in the U.S. and other countries.

Products covered by and information contained in this publication are controlled by U.S. Export Control
laws and may be subject to the export or import laws in other countries. Nuclear, missile, chemical or
biological weapons or nuclear maritime end uses or end users, whether direct or indirect, are strictly
prohibited. Export or reexport to countries subject to U.S. embargo or to entities identified on U.S. export
exclusion lists, including, but not limited to, the denied persons and specially designated nationals lists is
strictly prohibited.

DOCUMENTATION IS PROVIDED “AS IS" AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS
AND WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE OR NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH
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This guide will help you set up your Swissbit iShield Key 2 Pro ("iShield2") by
installing the necessary software and drivers. It also covers how to configure your
PC to access the StrongKey Production SB2 cluster ("SB2PROD").

The SB2PROD platform allows you to:
« Securely share information with StrongKey using the SKCC app.
» Download Tellaro software releases via the SKCD app.

* Access new secure services as StrongKey expands its customer support
tools.

The StrongKey Support Team

PREREQUISITES

*  Windows 10

* Microsoft (MS) Edge Browser, version 146.0.3856.109
* Swissbit iShield Key 2 Pro

* Internet connection

 USB-C port or USB-C-to-USB-A adapter
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MANAGER

: TI INSTALLING THE SWISSBIT iSHIELD KEY

The The Swissbit iShield Key Manager is necessary to use the iShield2 Security
Key.
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M DOWNLOAD SWISSBIT iSHIELD KEY
MANAGEMENT KIT (WINDOWS)

To download the iShield Key Management Kit for Windows 11, go to
https://www.swissbit.com/en/my-swissbit/download-center. Next, follow these
steps:

1. Scroll down to Authentication Products and expand by clicking the plus

2. Select iShield Key 2 (USB-C / NFC)

3. Download iShield Key Management Kit (Windows)

Products Industries Technology Support Company News

Authentication Products

iShield Key 2

Downloads with a & symbaol are only available after login

Products Industries

Flyer: Supply Chain Security

General Documents Flash Storage Authentication Cybersecurity

¢ ll Business Brief: More Security,
Clear ROI

gield Key 2

iShield Key 2 (USB-C / NFC) \V4

iShield Key Management Kit l
(Windows)
Bl

SB2-HowTo-SB2PROD-Swissbit-iShield-Key2-Pro-User-Guide-Windows-10-v8.odt, May 11,2026 Page 5



https://www.swissbit.com/en/my-swissbit/download-center

A@ OPENING THE iSHIELD KEY
MANAGEMENT KIT (WINDOWS) FILE

After clicking the download link, MS Edge will display a pop-up confirming the
iShield Key Management Kit file has been successfully downloaded and ready
for access. Click the open file link.

T chat

a*
-

+
P [ T
Technology  Support  Company Downloads 0 Q

c . : ishisld Kay Mansgemant Kit Windows.zip
Jocuments Flash Storage Authenticatior ybersecurity o f Sales
- e

@ Flyer: Supply Chain Security

@ Business Brief: More Security,
Clear ROI

ishield Key Management Kit
IWindews) J

ishield Key Management Kit
{Linux xB6_64: Ubuntu, Debian}

ishield Key Management Kit
{mac0s)
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NO POP-UP WINDOW? NO
PROBLEM.

Al

If the pop-up does not appear, or is inadvertently closed, access the
downloaded file by clicking the 3-dot menu on the right side of the MS Edge
tool bar. Next, click on Downloads in the drop-down menu.
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A@ CLICK EXTRACT ALL

After selecting Downloads, extract the Swissbit files from the ZIP folder. Click
Extract all.

¥ Extract iShield_Key_Management_Kit_Windows

Home Share View Compressed Folder Tools

Estract To

4 % » ThisPC » Downloads » iShield_Key_Management Kit Windows

~
5 Documents # * [ Name L

ype
Pictures Shield_Key_Management_Kit W... Filei
Programs

p1_40204035_ #

Camera Roll

Images

Monsters (Image

Stonegate Cross

@ OneDrive - Persor

= i b A ZIPPED FOLDER ICON
3 30 Objects INDICATES THE FILES

B Oeskicp peme—|  ARE COMPRESSED AND
2 Documents J| MUST BE EXTRACTED

0 Do e TO ACCESS.

B Music
& Pictures
B Videos

e Local Disk (C:)

== Local Disk (Dx)
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A@ SELECT DESTINATION FOLDER

After choosing the destination folder, ensure the ‘Show extracted files when
complete’ option is selected. Click Extract.

- Estract

Home Share Wiew Compressed Folder Tools

5| Documents = Pictures Programs ;
p1_40204035 202 Images Swssbit
= e Extract
Stonegate Crassing NPCs Maonsters (Images, takens and info) Camera Roll all

4+ § » ThisPC @
¢ Extract Compressed (Zipped) Folders
5 Documents # * []

=| Pictures - =

= i Select a Destination and Extract Files
rograms

p1_40204035_ # Files will be extracted to this folden

Images ersivraula\DownlaadshiShield Key Management Kit Wi

Monsters (image
Stonegate Cross EA] Show extracted files when complete

Swisshit
@ OneDrve - Persor
B8 This PC
B 3D Objects
[l Desktop

%t Decurmnents
& Downloads

J‘ Music

=] Pictures

. Videos

e Local Disk (C)
wm Local Disk (D)

¥ Metwork v
litem 1 itern selected
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Y A\/A OPEN FILE

Double-click or Right-click the file to open.

O swissbit - Search 5 | iShield_Key_Management_Kit_Windows

Home Share Vigw
) httpsy/www.swi o = [
o ol b Cut [ x _I. T Hew item = 7 Open = [ Select an

b g | . o hdl
=l % Copy path # | Easy acoess v - Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename  New Propertses

acoess ol b tax o~ falder

Bpboard Cwganize Mew Open Select

&) History Irvert selection

General Documents L * This PC + Downloads » iShield Key Management Kit_Windows »

-

-r’[ 2| Documents o Marme Trpe

)
Open -, FId_Kq‘_Mlnaq:rn:m_Kil_Wmdm A716/2026 10 File folder

Opeen i Tu
Pin to Cuick
& Adadir a la lista¥e VL
] Open with Visual Studic
Git GUI Here
Git Bash Here
Bl Open Folder as Intelll) IDEA Cormmunizy Editien Project
& Reproducir con VLC
& Move to OneDrive
G] Scan with Microsalt Defender...
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A. OPEN THE iKM (iSHIELD KEY
MANAGER) FOLDER

Next, open the iKM folder.

+ | iShield_Key_Management_Kit_Windows

Home Share View

d cut 0 Mew item = L 0 | Select all
+ . : x | i /] ; &

= | Easy access ~ Select none

Pin to Quick Copy Faste Moy Copy Delete Rename Nws Properties

access [#] Paste shortcut tc to - falder & History = Invent selection

Clipboard Organize New Open Select

s <« iShield_Key_Menagement_Kit_Windows » iShield_Key_Management_Kit_Windows »
5| Documents & * [ Mame Date modifisd Type
\ VI

—

= Pictures * ¥ Y]

File folder
Programs o+ KM= 162006 10018 PR
pl_40204035_# minidriver 16/2026 10:16 AM File falder

Images ¥ CHANGELO! 62026 10 1 Markdown Source...
| LICENSE

=| wersion

Monsters (Image
Stonegate Cross

Swisshit
@& Onelirive - Persor

B This PC
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m OPEN iSHIELD_KEY_MANAGER

Double-click or right-click the “ishield_key_manager” file and follow the
prompts.

I b item = Ipen HH setect atl
X v

T | Easy access ~ = Edit Select none
Fin to Quick Copy Paste 5 Copy Delete Rename Hew Properties

AO0RES L ste shorlc t t - folder &) History Inwert selection

Clipboard Organize Hew Open Select

i i <« iShield_Key Management Kit Windows » iShield Key_Management_Kit Windows » KM »

&l Documents # ~ [ Name Date modified

&= Pictures al opensource-icenses 41652026 10:16 AM

Programs o ' [ ishield_key_manager) / 11672026 10:18 AM

p1.40204035_ # o
Images

Monsters (Imags

Stonegate Cross

Swisshit
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Y AN[@] CLICK INSTALL

Click Install.

Install iIShield Key Manager?

Publisher: Swissbit Germany AG

Version: 1.13.1.0

Source: C\Users\Cypher\Downloads\iShield_Key_Management_Kit_Windows
(2)\iShield_Key_Management_Kit_Windows\iKM\ishield_key_manager.msix

Capabilities:

» Uses all system resources

» Access your Internet connection
* Run as administrator

Launch when ready Install

@ I Internet applications can potentially harm your computer. If you do not trust the
~®~ source, do not install this software. Learn more
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Aﬂ'ﬂ END USERS LICENSE AGREEMENT

Scroll to the bottom of the window and check the box that states you have
“read and understand” the terms. Click Confirm.

B ishield key Manager

End Users License Agreement (EULA)

R R A § AP RPETE AR Eh A B REE A EE AR R PR AR R PR A R R LA,

§ 5 Changes

Swissbit reserves the right at any time and at its cwn discretion to change the terms and conditions of this
Agreement as it applies to future purchases of Product(s)

§ 6 Term and Termination

The term of this Agreement shall commence on the date of Swissbit's order confirmation and shall continue until
terminated a3 sat forth Delow, howevar, our Pr vaLy Matice and Cookie Natice may rémain in effect even after
expiry or termination of the Agreement. This Agreement shall terminate automatically without notice or action
by Swigshit (a) if you breach any matenal term or condition of thig Agreement: or [b) in the event you become
insalvent or makes an assignment of this Agreement for the benefit of creditors or if any other bankrupbcy
F'crgq-ﬂ-n:j". arg commenced by or against you,

Upon any termination of this EULA, or license granted pursuant ta this EULA, or upon expiration of a term
licanse: (2) 3l Software Licenses will immediately terminate: (b) You immediately cease all use of the Software:

1

and [c) You must either deliver to Swissbit or irrevocably destroy all copies of Seftware and Documentation

§ 7 General

This Agreement. including Exhibits attached hereto. represents the entire understanding and agreement between
the parties. and supersedes any and all previous discussions and communications. Any subseguent amendments
andfor additions hereto shall be effective anly iff in writing and signed by both parties. You may not assign your
nghts or obligations under this Agreement without the prior writben consent of SWIS5BIT. Subject to the
foregoing limitation on assignenent. this Agreement shall be binding upon and inure to the benefit of the
successors and assigns of the respective parties hereto.

The Software, including Documentation is subject to U5, export control laws. including the U.S. Export
Administration Act and its associated regulations, and may be subject to export or import regulations in other

COoUNtries. trictly with all regulations and has the responsibility to cbtain any licenses required
1o export 1 ort 5oftware or Documentation,

This Agreem nterpreted under the laws of Germany without reference to conflict of laws principles
and withous United Mations 1980 Convention on Contracts for the International 5ale of Goods and
any ammer

Except fidentiality obligations. or protection of intellectual property, neither party is

respo i failure in performance of this EULA to the extent due to causes beyond its

reas: e

The place a = gerlin {Germany)

If amy part ¢ provizion of this Agreement shall be held illegal. unenfarceable, or in conflict with any law of
a federal r local government hawing jurisdiction ower this Agreement. the validity of the remaining
portions % ons shall not be affected theraby.

| have read and agree to the terms of the End User License Agreement

.

Sy
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iSHIELD KEY MANAGER

After clicking “confirm,” the iShield Key Manager will open automatically to the
Dashboard. To view your iShield2’s information, insert key into the USB-C port.

The iShield2 does not need to be inserted to finish installing the
Key Manager. You may now close the application and proceed to
Section B. If you would like to view the dashboard with your key

inserted but aren't sure which port to use, please refer to Steps D3-
Da4.

B ishield Key Manager

iShield Key Manager
Dashboard

Please connect your iShield Key via USB or NFC
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Aﬂ iSHIELD KEY MANAGER
DASHBOARD WITH KEY

After inserting your Security Key, the iShield Key Manager will display the
Dashboard and information about your Security Key. After reviewing, you may
close the iShield Key Manager application.

iShield Key Manager

Dashboard

¥ iShield Key 2 Pro MIFARE o~ FIDO2

Browse >

. Passkeys
? 2/300

7787a48213e847848a06c7ed49a7aaf4

| n
602?825400100

Passcode
HOTP -

Details & Settings >
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SECTION B

TI INSTALLING THE SWISSBIT
MINIDRIVER FOR WINDOWS 10

This software is essential for enabling the use of a Swissbit iShield2 Security
Key on your computer. Before beginning the installation process, please review
the process and ensure your computer meets all prerequisites.
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[ OPEN THE iSHIELD FOLDER

Use File Explorer to return to your Downloads and Right-click or Double-click
the “iShield_Key_Management_Kit_Windows" folder.

O, swissbit - Search - = | iShield_Key_Menagernent_Kit Windews
Home Share Wiew

< | J dh C

ne Copy pMR
Pim e Quidk  Copy
BLUEsL RO

[ hitps/fvwww.se

- x -1 L Mo ihem = v v open = HH seectan

¥ | Eagy pecess = Eait Select none
Move Copy  Delete Rename M Propeies
to* tov - - &) Histary Inseert selectson
Clipboard Organize Hew Open Select
General Documients P e + * » Downlosds > Shisld_Key_Mansgement_Kit Windows »

3| Documents o * [[] Mame ’ Dalgpoddied
e )
Open in:m
Pin to CQusscle 3l
& Afedir s la luta Be VL
o] Open with Visual Studio
Git GUI Here
Git Bagh Here
Bl Open Folder as Intedi IDEA Community Edition Praject
& Reproducir con VLC
& Mowve to OneDrive
EH Scan vath Microsoft Defender..

ir.l_l’.e,-_r-untyemem_lc-t_wmdm

Give Beoess to
Restore previous versions
Irechisches im librany

Fin to Start
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.3 OPEN THE MINIDRIVER FOLDER

Right-click or Double-click the minidriver folder.

= | iShield_Key Management Kit Windows

Share Wiew

ut 17 New item = Cpen  Select all
X : v -

< Copy path ¥ | Easy access ™ i Select nane
Pin to Quick Copy Faste love Copy Delete Hename Hew Properties
access (7] Paste shomcut to - folder b

Clipboard Organize MNew Open Select

£ History 3 inwert selection

L < iShield_Key_Management_Kit Windows » iShield_Key Management Kit_Windows » v U Search iShield_Key_Manageme.. 0

[ Documents # * [] Mame Date modified
| Pictures - KM

Programs o KMeli
p1_40204035_ # g minidrivers !

Images CHAMNGELD!
| LICEMSE

| version 418,202 10:16 AN Text Dlocument

Mensters (Image

Stonegate Cross

4 INSTALL THE MINIDRIVER

Double-click the OpenSC “win64" minidriver. This will launch the iShield install
wizard.

¥ | minidrver
Home Share View
Cut x T Mews item = p- Ope R setect an

Py pat T | Easy access ~ ; Edit Select none
Pin to Quick te Mo Copy  Delete Rename  MNew Properties g
access [7] Paste shortout t to - folder - & History = Invert selection
Chipboard Organize Mewr Open Select

- v « iShield_Key_Management_Kit_ Windows » iShield_Key Management Kit Windows » minidriver »

-~

5] Documents & ® [ Name Date modified

B Pichures opensource-licenses
Programs

p1_40204035"

Images

Monsters (Image

Stonegate Cross

Swisshit
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EJ5) iSHIELD KEY SETUP WIZARD

Follow the onscreen prompts. Click Next.

28 OpenSC for Swissbit iShield Key (64bit) Setup - *
Eﬂpenﬁﬂ Welcome to the OpenSC for Swissbit
iShield Key (64bit) Setup Wizard

The Setup Wizard will install OpenSC for Swisshit iShield
Key (64bit) on your computer. Click Next to continue or
Cancel to exit the Setup Wizard.

Back MNext Cancel
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]Gy SELECT SETUP TYPE

Select Typical.

A OpenSC for Swissbit iShield Key (64bit) Setup - 4
Choose Setup Type
Choose the setup type that best suits your needs B [IFEHEE

Installs the most common program features. Recommended for most users.

Custom

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Complete

All program features will be installed. Requires the most disk space.

Back Mext Cancel
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Ey/8l INSTALL MINIDRIVER

Click Install, then approve the prompt allowing the Wizard to make changes to
your computer.

=B OpenSC for Swissbit iShield Key (64bit) Setup — X

Ready to install OpenSC for Swissbit iShield Key (64bit I]FIEI'I SC

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back ‘ylnstall Cancel
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EJSN FINISH INSTALL

Click Finish. The Swissbit minidriver install is complete.

"M OpenSC for Swissbit iShield Key (64bit) Setup

0 ar Completed the OpenSC for Swissbit
g pen iShield Key (64bit) Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel
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SECTION C

IMPORTING SB2 ROOT CA & SB2
SUBORDINATE CA CERTIFICATES
INTO TRUST STORE

When using Security Keys with digital certificates for authentication to an SB2
site, the SB2 Root Certificate Authority (CA) certificate of the site is a critical

component in establishing trust between your browser and the site. It ensures
the digital certificate on your Security Key was issued by that SB2 site and is

currently valid.
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‘IE;E!YACCE&HSTHELSBZPKJFUMGE

All required CA certificates are available for download from the SB2 PKI portal
at_https://www.strongkey.com/sb2pkKi

& hittpsyfwwestrongkey. com/shapki w Qi 38
@ https://www.strongkey.com/sb2pki Q)
(JSTRONGKEY

Welcome to the StrongKey Tellaro Small Business Security Bundle (SB2) E——
This page provides information to help you get started working with SB2 (T W
If you have any questions, please send an e-mail to gatsecyre@strongkey.com — S—

5B2 Production How To Configure CA Certificates
CA Certificates

—
— R B HTML: Windows 10 Windows 11 macOS
— H.\ ’
- & i

Downl
Download Sub CA 2 - Bror Windows 10 Windows 11 macCs

(Y

\ O Wideo: Windows 10 Windows 11 macOs

Yubikey Security Keys

B HTML Windows 10 Windows 11 macOs
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https://www.strongkey.com/sb2pki

@3 SB2 CA CERTIFICATES

On the SB2 PKI page, the following digital certificate files are available - they
must be downloaded by clicking their individual Download buttons:

- Download Root CA (SB2ProdRootCA.crt)
- Download Sub CA 1 (SB2ProdSubordinateCAl.crt)
- Download Sub CA 2 (SB2ProdSubordinateCA2.crt)

{(iSTRONGKEY

Welcame to the StrongKey Tellaro Small Business Security Bundle (5B2)

This page provides information to help you get started working with 582
If you have any questions, please send an e-mail to getsecure@@stronghey.com

i k|

5B2 Production How To Configure CA Certificates
CA Certificates

Swissbit Security Keys

3 Download Sub CA 1 DHIML  Windows 10 Windows 11 macOs
7 \_\_\"‘ 1,

3 Downloadsubcaz BB & B FoF: Windaws 10 Windews 11 macOs

\, 0¥ video: Windows 10 Windows 11 macOs

Yubikey Security Keys

21 HTML: Windows 10 Windows 11 macs
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(o DOWNLOADING THE SB2 ROOT CA

First, click the Download Root CA button (01). The download will begin
automatically, and you'll see a dialog box confirming the file name once the
process is complete (02).

REPEAT this process for the Sub CA1and Sub CA 2 certificates.

Downlzads ] @ -

02 »‘ T resee Qo

(JSTRONGKEY

Welcame 1o the StrongHey Tellaro Small Business Security Bundle (SB2)

This page provides information to belp you get started working with 562

Il you have ary questions, please send an e-mail 10 getseoyre@eliongkey.com — ——

SB2 Production How To Configure CA Certificates

CA Certificates
01> a===m i
D HTML: Windaws 10 Windows 11 macOs

& Download Sub O 1

& Download Sk EA 3 B roF: Windows 10 Windows 11 macs
D yides: ‘Windows 10 Windows 11 macOs

Yubikey Security Keys
B HTML ‘Windows 10 Windows 11 macCs
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o NAVIGATE TO THE WINDOWS
START ICON ==

After clicking the Windows Start icon, search for Manage user certificates to
find the settings application for overseeing and configuring security
certificates, including importing. Next, select the Manage user certificates
application.

as certmgr (short for Certificate Manager). In this document, these
terms are used interchangeably.

All Apps Documents Web More *

Best match

.i‘. Manage user certificates
" Control panel
Search the web =
Manage user certificates
A manager user ce - See more search Control panel

results

o)

manager user certificates
manager user certificates win 10
user certificate manager

user certification manager

user cert manager

windows user certificate manager
current user certificate manager

local user cert manager

0
0
0
0
0
0
0
0

windows certificate manager
current user

manager user ce
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OPEN TRUSTED ROOT
@ CERTIFICATION AUTHORITIES
FOLDER

To begin, expand the certmgr window by clicking and dragging the borders
(green arrows) to a larger size. This will provide a better view of the digital
certificates.

Next, click the arrow (yellow box) next to the Trusted Root Certification
Authorities folder to expand it, revealing the Certificates (red box) folder.

F‘w certmagr - [Certificates - Current User\Trusted Root Certification Authorities] = ] X

File Action View Help
s 5[ 0 c:= Hm

¥ Certificates - Current User Object Type
| Personal
« __ Trusted Root Certification Aut

| Certificates

_ Enterprise Trust

_| Certificates

| Intermediate Certification Aut]
| Active Directory User Object

| Trusted Publishers
| Untrusted Certificates

| Third-Party Root Certification
~ Trusted Peaple

1 Client Authentication Issuers
| Local NonRemovable Certifice
| Certificate Enrollment Reques
~| Smart Card Trusted Roots

= =>

< >

Trusted Root Certification Authorities store contains 34 certificates.
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C7

INITIATE THE SB2 ROOT
CERTIFICATE IMPORT

Right-click the Certificates folder to open the context menu.

Select All Tasks, and click Import to start the Certificate Import Wizard.
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@. CERTIFICATE IMPORT WIZARD

The Certificate Import Wizard will open. Click Next to proceed.

R certmgr- Kerisicates - Cumeat Userrstes Hore Cerficaon Authors esiCenmhes bes)

Fils Aman  Veew  Help
om0 S BHE
S Comtificates - Curvent U

1 Perscasl
w 2] Truched Roct Cartiication duthoriios
| Carufanes

+ [ Exteproe Tust

- Intermedate Cortification Authoriies

» [ Active Biractory User Cijact

1 Truged Pubdishsrs
Uit Cerbitoates
3 Third Party Ract Cotficaton Autharities
» (2] Trugsed Pecgla
1 Ot Ahentican on s
+ [ Other Peopie
+ [ LocslMerRemovsbie Certifcsbe
7 Ceraficane irvodmand Aequasts.
1 Smary Card Trusted Roots

et T ksnaed B Faravalew Muta ntirnad BN iriacrian Frmrulty Masie Sts CartiFacite Terrp lats
Lalttt oo Sesiga it
Colcemat . o WG Carh Teuriled BlL
Clets | S e ok G TS Chais 3 Puli
Sleepyr Micocriolt enaitam.
== meo.  Dgicen
Eelbigte Welcome to the Certificate Import Wizard fr- O R
- allagir ko Dgicem
~allade B, Dgilent Global Boo.
Calog Thewesrs Fekee o oo cersf e, crferie st i, and cetficats memten s o DgiCert Globul Koo,
Glogcy o ygur fhc i 8 cevificeie Foee oo Dgice
Cinga 0. D Tunbed R
Sleninag A DerEie, whih & i [y 8 DTN BPori, 8 & STt of yous Ky arsd oo Erbusine
Lalimtray O RS VTV L6 I OB S0 o7 [ £Ta RA0LAE Nk OBIPEITENS. & | T
) certficaty Tore £ T DT area where oartficates e egt. :ﬂu_ Gisbalgn Roct A
] " @80 Globafgn Root G4
Laltioba N GlobaiSgn Code 81,
Lok O Currerst Uner o  GlobaTgn Rook CA
= LoiMachne R GoDukdy Claes 2C.
=107 B0, Go Duddy Rood Cart.
Lal5AG E B0, 153G Eoot X
._.Il.l-u'u To roron.e, cik e :m_ -

Laltorurity Commurnization RootCA2 Seority Communicetion RootCA2 523,200 Chent Aathentioato.  SICOM Truzt Syave
Lalstarfinld Dlans 2 Cortificatioon far. Starfieel Qs ? Corification Auth. G203 Chat Aathenticato.  Starfiskd Qe 2 Cet
i s 5

SB2-HowTo-SB2PROD-Swissbit-iShield-Key2-Pro-User-Guide-Windows-10-v8.odt, May 11,2026 Page 31




@@ LOCATE THE SB2 ROOT CA
CERTIFICATE

Click the Browse button to locate the SB2 Root CA certificate file.
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OPEN THE SB2 ROOT CA
CERTIFICATE

Cilo

To find the SB2 Root CA Certificate, go to the SB2ProdRootCA.crt file's location,
which is typically the Downloads folder. Once the SB2ProdRootCA.crt is
located, select it and click Open.

E Ope X
1+ > Downloads » 1-Clifton-Boyer-SB2TLSCA-SB2Prod (1) v ] Search 1-Clifton-Boyer-SB2.. P
Organize ¥ New folder =~ 0O O
> @b Cyper - Personal Name Date modified Type Size
Last month
&l Desktop » 5] 1-Clifton-Boyer-SB2TLSCA.crt 3/17/2026 1:01 PM Security Certificate 2KB
ik i ] 1-SB2-RootCAcrt /2026 1:01 PM Security Certificate 1KB
w Downloads #
5 1-5B2-SubordinateCAl.crt 3/17/2026 1:01 PM Security Certificate 2KB
= Documents # No preview available.
5 1-5B2-SubordinateCA2.crt 3/17/2026 1:01 PM Security Certificate 2KB
E Pictures »
& Music *
& videos »
Chrmmmlms
File name: 1-SB2-RootCA.crt ~ | X.509 Certificate (*.cer,.crt) v
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@'ﬂ SELECT CERTIFICATE STORE

Ensure the Certificate Store field indicates the digital certificate will be added
to the Trusted Root Certification Authorities store before clicking Next to
continue.
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@ﬂz FINISH IMPORTING THE SB2 ROOT
CA CERTIFICATE

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

€ &+ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:
Trusted Root Certification Authorities
Certificate
C:\Users\Cypher\Downloads\1-Clifton-Boyer-SB2 TLSCA-SB2Prod (1)\1-SB2-RootCA.crt
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3 SECURITY WARNING

A security warning will be displayed regarding the Root CA Certificate. Make
sure the name of the certificate and the Thumbprint (shal) shown in the
warning window match the content shown here:

SB2 RootCA
6DCFFF6eD D5B73DF9 26511DB6 9D0B4914 F1649542

If it matches /identically; click Yes.

If the Thumbprint of the CA certificate does not match, contact the
Administrator of the SB2 site. This step represents the most
important step in establishing trust in the SB2 platform.
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(oqll;;} A SUCCESSFUL IMPORT

Once the SB2 Root CA Certificate is imported successfully, a confirmation
message will appear. Click OK to continue.
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@,ﬂg VERIFY SB2 ROOT CA IN
CERTIFICATES LIST

If you scroll down the list of CA certificates on the right-hand side of this
window'’s panel, you will see the SB2 Root CA certificate in the list.
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) Actios Dinectary Ussr Object gl Enitrest nen Cemificanon Authant.  Entrustnet Cenifeosbon Authonty (- Cherit dothesniticaten..  Ertrus (040

et Auithent

babalSige GlabalSign eati. (Gl bl Root CA

Teusies Fubleshers

Untrustad Certificates ol GlabalSign GlsbalTign Chert Authen (G balsign Root CA
Thiirs-Party Aot Certdication Aut b s il GlabalSign Code Sgring Aot B Glebal Sgn Cade Sigrng ool R45 Cionde Sy ring ekt Code 5
Fusted Peophe oGlobalSign Reet CA GilobalSign Rovs CA Clert Ausibem (G batign Root CA .
Clhat A s st i, I55usrs CGo Daddy Claws 3 Cartification A. G Daddy Class 7 Corficaton Aut Claret dstheant o Diacidy Class 3 €.
D%hor Feople &0 Daddy Root Codificaie Auth. o Daddy Rook Cartifcate duthari 1 Chend duthenticato.  Go Daddy Boot Cort
Lexal ManRermovakile Cerslicates CRIERG Aoon X1 1585 Rt X1 B35 Clert duthenticats.  ER05 Bzt X1
| Certificate Enrolment Request EglMicrosafi Auiherioodeiim) foo_ Microssfi Authenticodefim) Rost _ 12/91,/7195% Secure Emal, Code . Mlrpsaft Authentic
Smart Card Trusted Fisats ClMicrosalt ECC Product Root Cen Mcrossft BOC Produd Root Cenili 207/200) <hll= Mharpsalt LCC Peod
Itcronal ECC TS Reol Certifest.  Masroisft ECC TS Root Carsficats 2027,/2043 wllls Mecrosalt BCC TS Re.
o Micromalt Aot Authority i i Aot Buthority 131/0E0 Al Wicrema it ool Aut
o Mool Root Certilicate Autha.  Maerokef Roat Certilizats Authadty  SS200 <Al Mcrioaaa ' et Crti.
Calnaicersa Root Cortficets Authe . Mcroisft Roat Cetdising Authont..  603/20%8 <hlls Wiy Iy Mol it
Dlitcrosals Aot Cosdicate dutha.  Mercusht Roat Cartdicate dthant.. & L) =iz iiicrosaft Beat Corti.
3 Microsali RSA Boot Cortificate A Microsoft RSA Reot Certificibe dut.  7/18/2082 Chert duthenticatio..  Mrpeaft £54 Rogt .

Clntiornsafs Tome Stamp Root Cart . Micrcsoft Teme Samp Rooe Cenfi_ 10222009 wili= crozaft Tene Sta_
il BTy ACCEFTED: (8T e NGO LIABILITY ACCEPTED, (087 vend_ 172008 Time Seamping ‘verSign Time Sasm_
SE2 RooiCA A0S whlls « Mg
Sectig o Puble Sorver Autherticatio.  301,2085 el At Sectigs Pubkc Servs.
I Beurity Comren, et el Susibueri SECOHM Trunt Syte.
SSleomEY Rog S50/2083 il At SELcewn EV Root T,
SELonim Moot Camificaton futhar Chairet Auithes AL Rt Cartifl.

Clarst dastheant Searfiid Clas 7 Cort
Charit Authenticabeo.  Amazon Seneces Ra..
Code Sgreng <Mones
Time Seampng Thawae Timestsmpi_
Chervl huibriiicabin..  Sectige

il Clase 2 Cortification Aut.  Sarfiold Class 2 Cortification suth.
Lol starfeld Services Root Certrfiat..  Starfield Services Root Corrficate A
EelSymenier Enterpree Mobile . Symandec Enterprse Mobile Root f-
El Thewte: Temestsmping CA Thiswte Temestampsng CA

L USERTrust REA Cortfication Auth.  LISERTrust RS54 Cortiheation Author..

L]
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(o4ql[G] VERIFY SB2 ROOT CA: PART 1

By double-clicking the SB2 Root CA certificate - or right-clicking the mouse
button and selecting Open, you should see the following window. Select the
Certification Path tab in this window:

a Certificate X

General Detailk Certification Path

R Certificate Information

This certificate is intended for the following purpose(s):

+ All issuance policies
* All application policies

Issued to: SB2 RootCA

Issued by: SB2 RootCA

Valid from 9/4/2025 to 9/4/2035

oK
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(o4qly/d VERIFY SB2 ROOT CA: PART 2

In the Certification Path tab of the SB2 Root CA certificate, you should be able
to confirm these two important attributes of the certificate:
* That the certificate symbol in the Certification Path sub-panel at the top
does not have any yellow warning symbol associated with it, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

n Certificate k4

General Detpils  Cortifcabion Path

Cartification path

W5 oo

| No warning symbol A\

is associated with the
image of certificate.

Cerificans smsns:

This centificate & OX,
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Cl

VERIFY SB2 ROOT CA: PART 3

Follow these steps to create a Friend/ly name for the SB2 Root CA:
Choose the Details tab.

1.

2. Click Edit Properties (image1).

3. Add name in Friendly name field (image 2).
4. Click Apply then Click OK to finish.

Friendly names make identifying Root CAs easier in the certificates list (image

3).

& Certificate

|- | 1ssuer

General Details Certification Path

Show: <Al> v
Value
V3
14deb3889a3f57ef716f9876b5...
sha2S6ECDSA
sha256

US, StrongAuth Inc, 1, SB2 Roo...
Wednesday, November 19, 20...
Monday, November 19, 2035 4...
US, StrongAuth Inc, 1, SB2 Roo...

Certificate Properties

General (ross-Certificates OCSP  Extended Validation

Friendly name: SB2 PROD
Description:
Certificate purposes

© Enable all purposes for this certificate
(") Disable all purposes for this certificate
() Enable only the following purposes

Note: You may only edit certificate purposes that are allowed by

the certification path.

Server Authentication

fertim

Action  View Help
pam & XE2 H

briificates - Local Computer
Personal

| Trusted Root Certification Authorities
_| Certificates
Enterprise Trust
Intermediate Certification Authorities
Trusted Publishers
Untrusted Certificates
Third-Party Root Certification Authorities
Trusted People

ication Issuers

—
oE

Copy to File...

rtificates - Local Computer\Trusted Root Certification Authorities\Certificates]

Issued To

[ Miicrosoft Root Certificate Autho...
[ Microsoft Root Certificate Autho...
Sl Microsoft RSA Root Certificate A..
I Microsoft Time Stamp Root Cert...
CZIMO LIARILITY ACCEPTEN (A7 Ve
B§1SB2 RootCA.

LglSecugo PuBIic Server AUThentica...
[55] Security Communication RootCA2
[51SSLcom EV Root Certification Au..
55 S5Lcom EV Root Certification Au..
[55)SSLecom Root Certification Auth..
S5l starfield Class 2 Certification Aut..

Client Authentication I
Code Signing

Secure Email

Time Stamping

Microsoft Trust List Signing

Microsoft Time Stamping

NN o oo U o el i

Add Purpose

[m] X
Issued By Expiration Date  Intended Purposes Friendly Name
Microsoft Root Certificate Authorit..  6/23/2035 <All> Microsoft Root Certi..
Microsoft Root Certificate Authorit..  3/22/2036 <All> Microsoft Root Certi...
Microsoft RSA Root Certificate Aut..  7/18/2042 Client Authenticatio.  Microsoft RSA Root ..
Microsoft Time Stamp Root Certifi..  10/22/2039 <All> Microsoft Time Sta..
NO LIARILITY ACCEPTEN (A7 MariS, 172004 Tima Stamnina MeriSinn Tima Stam
SB2 RootCA 11/19/2035 <All> SB2PROD
Sectigo PuBIic Server Authenticatio...  3/21/2U4b Ulient Authenticatio..  Sectigo Public Serve..
Security C 1 RootCA2 5 Client Authenticatio.  SECOM Trust Syste_.
SSLcom EV Root Certification Auth..  2/12/2041 Client Authenticatio..  SSLcom EV Root Cer...
SSLeom EV Raot Certification Auth..  5/30/2042 Client Authenticatio.  SSLcom EV Root Cer...
SSLcom Root Certification Authori..  2/12/2041 Client Authenticatio..  SSLcom Root Certifi..
Starfield Class 2 Certification Auth..  6/29/2034 Client Authenticatio..  Starfield Class 2 Cert.. |
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@Iﬂ@ INTERMEDIATE CERTIFICATION
AUTHORITIES FOLDER

Just as you imported the SB2PROD Root CA certificate, you will now import the
two SB2PROD Subordinate CA (aka SubCA) certificates. The SubCA certificates
play a vital role in establishing the “certificate chain of trust" between the
digital certificate on your Security Key and the SB2 site.

Return to the certmgr application. Next, click the arrow (yellow box) next to the
Intermediate Certification Authorities folder to expand it, revealing the
Certificates (red box) folder.

& cenmgr - [Certificates - Current Userintermediate Certification Authorities]

File Action View Help

e nm O &s B

(¥ Certificates - Current User Object Type
> [ Parsonal Certificate Revocation List

o Trusted Root Certfication Authoritees Certificates

© Enterprise Trust

Third-Party Root Certification Authorities
- Trusted People
] Client Authentication bsuers
» 2 Othar Pocple
> 1 Local NonRemovable Certificates
> (2] Centificate Enroliment Requests
Smart Card Trusted Roots

l Intermediate Certification Authorities store contains 6 certificates.

T
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@2(@ INITIATING THE SB2 SUBORDINATE
CA CERTIFICATE IMPORT

To begin, right-click the Certificates folder to open the context menu. From
there, select All Tasks, and then click Import to start the Certificate Import

Wizard.

W cerimgr - [Cestificates - Curment Userijntermediate Cersfication Autharites)Certificates]

Al & contilicate b & ssrn
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'ﬂ CERTIFICATE IMPORT WIZARD

The Certificate Import Wizard will open. Click Next to proceed.

File  Retica  View  Halp
s A0 &= BHm

W Certificates - Curern User
] Personal
Trusted Rl Cortdication Authermies
] Entarpris St
v ) Itermidabe Cortfication Authorites
Certificabs Revocation List
Cartificates

etive Dwactery Usir Oisject
1 Susted Publishers
| Uritrustes Certificates
Third: Farty Roct Cartficatan Authantes
] Tustad Fecspla
| ient Authentication bsuers
| Drther People
Locsl NonRemcvable Camficases
Cartificate frvcimend Raquant
| Srmant Corel Taurvioe Fuots

Welcome to the Certificate Import Wizard

This wizard elps yos oopy Cerfcat, cerSicas trut eh, and certficsts rvocston it
o yeur diuk 1o § certfrate Vo

Foarifcite, wheh & st by o cortiorion auBorly, 5 & confrmation of vour ey and
canbai lrmaion wead K protedt dats of B eetaliieh sduns NeSwon comRaciani. &
cxtficate Sore & S sysem s whene oertficate are dest.

Saww Location

To caname, i e,

B e T [T Fuminatinn Nats etumeled P
X g
§r Cortificato import Wizard
g Wird
iz
hesmeata

Frismidly harnie
<Momes
<Narw
<M
«Mones
<Mone=
<Manes
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@22 LOCATE SUBORDINATE SB2 CA 1
CERTIFICATE FOR IMPORTING

Click the "Browse" button to navigate to and select the Subordinate CA
certificate file.

ok e rnatinn T et Prrpraries Frienihy biarn Status Cesil
=1} M cMones
M
* §* Cemficate Import Wizard
=1 g
=]
J4 T
=9 Tl b gt Jewicatio.  <Mone>
Specfy Te fle you want D Import
fae rame

Vot Mose: e, e pershoste can be stsred 0 & srgis fe i e ooy dormats

Personal Infiormaton Encrange- FCE 312 (PR FLY)
Crvmiograghic Message Syntes Stanciard- PCS # 7 Certficates | FT8)

Meroscit Seriined Cersicate Stoee | 55T]
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OPEN THE SUBORDINATE SB2PROD
CA 1 CERTIFICATE

C23

To find the SB2ProdSubordinateCAl.crt certificate file, go to the file's location,
which is typically the Downloads folder. Once the SB2ProdSubordinateCAl.crt

file (yellow arrow) is located, select it and click Open.

Fﬂ Open X
i b > Downloads » 1-Clifton-Boyer-SB2TLSCA-SB2Prod (1) Search 1-Clifton-Boyer-SB2.. A2
Organize ¥ New folder = - a o
> @ Cyper - Personal Name Date modified Type Size
Earlier this month
@M Desktop ® & SB2TLSCAcrt 3/17/2026 1:01 PM Security Certificate 2KB
" | _nJ 1-SB2-RootCAcrt 3/17/2026 101 PM Security Certificate 1KB
+ Downloads #
I_ﬂ] 1-SB2-SubordinateCAl.crt 101 PM Security Certificate 2KB
T Documents # — o S sty z No preview available.
_p;l 1-SB2-SubordinateCA2.crt 3/17/2026 101 PM Security Certificate 2KB
E Pictures »
0 Music +
2 videos »
Chemmmll s lanam
~  X.509 Certificate (*.cer;*.crt) A

File name: 1-SB2-SubordinateCA1.crt

Cancel
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@2&] SB2PROD SUBORDINATE CA 1
CERTIFICATE FILE SELECTED

Before proceeding, verify the correct SB2 Subordinate CA Certificate file has
been selected. The name of the file will automatically populate the File Name
field upon selection. Click Next to continue.

& &* Certificate Import Wizard

File to Import
Specify the file you want to import.

File nama-

C:\Users\Cypher\Downloads'1 SB2ProdSubordinateCA1.crt\ Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.S5T)

Mext Cancel
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(®¢2J5] SELECTING CERTIFICATE STORE

Choose “Place all certificates in the following store” and ensure the certificate is
added to the Intermediate Certification Authorities certificate store. Click Next
to continue.

-
i
fouad T i B Funbamion Muas  bhnotas] Pufpiriid Fri ity v St Cetileiite Torspdans
-0 x R
Trusked Roct Carbfestion Rutharities :L (] e
| Estarprics T N & &* Cenfcaeimport Wiz B W el
. obiones
o [ iremeiate Corbiesticn Autharitiss _':! i
Cenifote Revoostion List =
CarsiFicaty 5 2%, chenes
- } Carsifinin Siorm -
— =] fmtizatia. e
::Lt::::““ et CArFEEe CENRE A FSIRM MR Whane CRrTACHES re SRpt
Uranasted Certdiones
Thised. Pacty Riact Certification Abantie
Trunsad Pecpis A o austrwatally Seiecta CerIRCME SlEve, o Ou CMA Sl ko
s Hhe corthicain
| Cherst Aatherdicaion by
Other Feople sk by wesect B corificate viore baed on B by of e
Lozl MsnRamovable Cenifates °
| Cortificate Frecllmend Raguarts Fiacy il cortficains in e Kolouing ey
| Sarvart Casel Truribid Rty Lot seee
IrierTnatiste Garmicason AOrTes B,
Pt Canca
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@2@ FINISH IMPORTING THE SB2
SUBORDINATE CA 1 CERTIFICATE

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

=

Coampleting the Certificats Impert Wizard

True Cevnicite will o wrguenied sfe o Cick Finen

LT i e dnllowineg. WEErEH

Cardficats Siree Salerad by Uner I pr s e P P
(=t CorSficaiy
Fir Farne L ey it | Doweriioechy'| 5 3P oS shasd raiel A

A SUCCESSFUL IMPORT

Once the SB2 Subordinate CA 1 certificate is imported successfully, a
confirmation message will appear. Click OK to continue.
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VERIFY SB2 SUBORDINATE CA1IN
@2 CERTIFICATES LISTS

After the SB2 Subordinate CA 1 Certificate has been successfully imported, it
will appear in the Intermediate Certification Authorities list as illustrated below:

B cenmgr - [Cendicenes - Cuerent Userdenemediste Centifiation Ausnones:Cerificstes]

File Amon  Wew Help

qaratice terded Purposes. M 2 et
PR CodeSigning ~ <Mone:
0w al= aNones
e e g Wind L
232035 | = L
V42015 <Al Mo
it Code Sgneg Maras
T/030 1614130 36, MNone:
24 Server Authertticat Plane:
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@2@ VERIFY SB2 SUBORDINATE CA 1 -
PART1

By double-clicking the SB2 Subordinate CA certificate — or right-clicking the

mouse button and selecting Open, you should see the following window. Select
the Certification Path tab in this window:

s Comidiate ®
'
4

General [ty Corification Pas:

Irmsdend Fuarpras s
Cartificats Infermation d Gk Code Sagrin,
R

Code Sigring
<Alls

- A Rsot Comtif) cate
This certificate i intended for the following purposs(sk:

= All apgication poies

lirees Hartuars Code Sigring, Wind.  «Nowes

<Blls Mo
ateCh L Mor
wde Sigring Interm.  S5Lcom DY R Cade Sigring oy
BITDAOCTISET0E. rbficate Aut. & TAR1ATININIG, Mo
eomAPS incoepty . Clas 3 etification . Server AnEnLCat Moo

Tessed vo! SRS SubordnateCa

Tsswed by: SEZ Rooelh

Valld feom 9472005 85 42005
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@3@ VERIFY SB2 SUBORDINATE CA 1 -
PART 2

In the Certification Path tab of the SB2 Subordinate CA certificate, you should
be able to confirm these two important attributes of the certificate:

* That the certificate symbols of the two certificates chained together n
the Certification Path sub-panel at the top, do not have any yellow
warning symbols associated with them, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

g & Cerificate K

# Conersl Demi  Cortfcabos Pam

£ Comi S0 pat Experstion Dste  Imended Purpeses Friendy Mame Steeus  Cemdicme Tem_
ud Gd Code digrn. Bt G4 AIENG % =M
# Root Certificate t Cortificate fad. 120205 More:
wlows Mardwere . Microsoft Root Authomey 122002 = MNome:
Raeh Agerey e
e SB2 RoatTA <M
Mo warning icons are associated with e Signing irterm.,  S5Lonm BV Rl Certification Auth <M
wither ceriificate, BITOTOTHATONR.  Microwadt TFM Roal Certifcate fet P
@mTFS Incerpby - Oass 3 Public Frimary Corfication - 10242016 Server Muthendicatio..  «<Nores

Certhoaie s

[T cortuate  OK

aK
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VERIFY SB2 SUBORDINATE CA1:
PART 3

Follow these steps to create a Friendly name for the SB2 Subordinate CA1:
1. Choose the Details tab.
2. Click Edit Properties (image1).
3. Add name in Friendly name field (image 2).
4. Click Apply then Click OK to finish.

Friendly names make identifying SubordinateCAs easier in the certificates list
(image 3).

& Certificate Certificate Properties

General Details Certification Path General Cross-Certificates OCSP  Extended Validation

Show: <All> Friendly name: SB2PROD

Description:
Field Value
DVersbn V3 Certificate purposes
|| |serial number 00fcddd3eb26d73f5F7880f38d... © Ensble ol purposes for this certficate

sha256ECDSA

sha256

US, StrongAuth Inc, 1, SB2 Roo...
‘Wednesday, November 19, 20...
Monday, November 19, 2035 4...
US, StrongAuth Inc, 1, 2, SB2 S...

) Disable all purposes for this certificate
_) Enable only the following purposes

Note: You may only edit certificate purposes that are allowed by
the certification path.

Server Authentication

Client Authentication 1
Code Signing

Secure Email

Time Stamping

Microsoft Trust List Signing

Microsoft Time Stamping

Add Purpose

Edit Properties... Copy to File...

E:-:n!m [Certificates - Local Computer\Intermediate Certification Authorities\Certificates] a o X
File Action View Help

L ol 4 7j O az Hem

G Certificates - Local Computer Issued To . Issued By Expiration Date  Intended Purposes Friendly Name
» & Personal CglMicrosoft TPM Root Certificate .~ Microsoft TPM Root Certificate Aut..  12/10/2039 <All> <None>
. Trusted Root Certification . | || (=10 crosoft Windows Hardware C. Microsoft Root Authority 123172002 Code Signing, Wind.  <Nane>
e :Em;j:‘é‘mmmm GilRoot Agency Root Agency 123172039 <All> <None>
=% LISB2 SubordinateCA SB2 RootCA 11/19/2035 <All> <None>

| Certificate Revocation

Cortificates (551582 SubordinateCA SB2 RootCA 11/19/2035 <All> SB2PROD
- ;Jsled Publishers L-g)STM-KEYID-FB17D70D734870E9..  Microsoft TPM Root Certificate Aut..  5/7/2030 136.1413112136,..  <None>
= Untrusted Certificates Selwww.verisign.com/CPS Incorp.by .. Class 3 Public Primary Certification .. 10/24/2016 Server Authenticatio.. <None>

1 Third-Party Root Certificat
] Trusted Pecple
1 Client Authentication Issue
—| Preview Build Roots
| Test Roots
AAD Token lssuer
ple
fication Authorit

rtification Authorities store contains 7 certificates.
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IMPORT THE SB2 SUBORDINATE CA
2 CERTIFICATE

Import the SB2 Sub CA 2 certificate by repeating steps C20 — C33. Remember
to verify the Sub CA 2 certificate is selected during the process.

@3 RESTART THE COMPUTER

It is important to follow these exact steps to restart your computer:

1. Save all open work and close all active applications to prevent data loss.

2. Remove the Security Key from the USB port.

3. Perform a full Shut Down of the computer (avoid "Sleep" or "Hibernate").

4. Reinsert the Security Key once the computer has completely powered
down.

5. Power on the computer to allow the system to automatically find the
Security Key and register the new certificates as it starts up.

N@TE To ensure the operating system recognizes the newly imported
digital certificates, you must remove and reinsert the Security Key.
This action triggers a required firmware re-initialization to
complete the certificate integration process.
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i)

ACCESSING SB2PROD INVITATION
LINK

This section will review the steps of accessing the invitation link you received to
register a FIDO credential with your Swissbit iShield2 Security Key with the
SB2PROD site.

You must have the Swissbit iShield2 Security Key — with Security Key PIN and
the SB2PROD Invitation URL that was sent to you for the FIDO registration
process.

PLUG IN THE iSHIELD2 SECURITY

®2' KEY

Plug the Security Key into the USB-C port (or the USB-C to USB-A adapter)
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[))SY IDENTIFYING THE USB-C PORT

Locate the USB-C port—typically found along the edge of the computer, it
features a compact design with smooth, rounded corners that set it apart from

traditional USB-A ports.
The image below shows both a USB-C port and its matching male connector.
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DY/ NO USB-C PORT? NO PROBLEM.

With the USB-A to USB-C adapter provided by the Administrator of your SB2
site, simply plug the USB-A end into the computer and insert the Security Key
into the USB-C port.

The provided USB adapter pictured below.
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[»))S§ OPEN THE EDGE BROWSER

To begin, access the Edge browser by selecting its icon from the Windows
taskbar.

-l © Type here to search
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@@ FIND THE EDGE BROWSER DROP
DOWN MENU

Locate the three-dots icon on the right side of the screen and select it.

— a X

v) =~ @]

Dorado “a 29°C €§3 Iniciar s
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[D)y/8l OPEN A NEW InPRIVATE WINDOW

Always use Edge InPrivate mode to access the SB2PROD platform URL
(https://sb2.strongkey.com).

) = &

<) Newtab Ctrl+T

0 New window Ctrl+N .
(2 New InPrivate window Cirl+Shift+N
Zoom — 100% + A
Favorites Ctrl+5Shift+0
History Ctrl+H
Tab groups >
Downloads Ctrl+J
'::3 Extensions g

<~ 0 O %

SB2PROD PLATFORM URL

In the InPrivate browser address bar, enter the provided SB2PROD Platform
invitation link. You will receive the link in an email from a member of the
StrongKey Team.

The SB2 registration invite URL is long so it will be advantageous to
use the “cut and paste” options. Here is an example of what the
URL will look like:

https://sb2.strongkey.com/sb2/register?
hash=3d500dec79f6ec257ebddcc56hj78ff1f2d31d557d4c7bf5654
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https://www.strongkey.com/sb2pki

D)9} SELECT THE CERTIFICATE

A pop-up window will display the available certificates (yellow box). The name
in the prompt should match your name, as created by the Administrator of the
SB2 PROD site. Select the presented certificate and click OK to proceed.

Subordinate CA certificates were imported correctly on your
computer. If you do NOT see a certificate prompt, please contact
support@strongkey.com for support.

Import favorites | For quick access, place your favorites here on the favorites bar. Man o g_.a
£3 e d e MERSES  gelect a certificate for authentication
pr.com:9191 needs your credentials: <
Centificate information Cancel
+ What InPrivate browsing does 3 What InPrivate browsing doesn't do
Deletes cl

H ing fi school, en

Prevents Microsoft Bing sea

Always use "Strict”
If this is off, we'll u

More details
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[®JI[(®] ENTER SECURITY KEY PIN

The next dialog box will prompt for the iShield2's PIN. Enter and click OK to
continue. This PIN should have been provided to you by the Administrator of
the SB2 site.

For instructions on changing the PIN, refer to the Appendix of this guide.

InPrivate browsina

Windows Security >

Smart Card

Please enter your PIN.

th with v I ‘P N |

Click here for more information

oK Cancel
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[®]ljl] SB2 PLATFORM LANDING PAGE

his privacy.).

Upon successful authentication with the digital certificate, the following one
time SB2 Landing Page will be displayed. This page has three (3) sections:
* On the left-hand side, some details of your digital certificate information
will be displayed (Cypher’s critical details have been redacted to protect

* Legal disclosures for the SB2 platform are located in the middle section.
You must scroll all the way to the bottom and agree to the terms
disclosed before you may continue with this process.

* Use the right-hand panel to nickname your Security Key. This makes it
easier to identify each key if you use more than one.

Your Digital Certificate

Learn More

Username
rau

Full Name
e

" INTENTIONALLY BLURRED
B FOR YOUR PROTECTION

00:48:52 EST 2031

() STRONGKEY SB2

Disclosures

If you agree with the terms presented
here, check the box below and register
your Security Key. You agree to!

1. Accept the assigned digital
certificate shown here.

2. Register a new FIDO credential on
the assigned Security Key, to be
used ONLY by you and not to share it
with or assign to others

. Use the applications available to you
in accordance with US laws
governing export control of
encryption.

. Among the types of Personal Data
that this Application collects, there
are: Narme; email address.
StrongKey collects your name, e-
mail address and SB2-usage
information for conducting business
transactions with Strongkey;

Your Security Key

You were provided with a Security Key
(resembling the following image),
containing a digital certificate enabling
you to see this site. The Security Key will
also be used to register a new FIDO
credential to authenticate you.

You may give the Security Key a nickname
below - such as “]JD's vault credential” or
“John Doe's access key” - to distinguish it
from additional Security Keys you may
already own and/or acquire in the future.

When you select Register below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
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[®]1)Z4 TERMS & CONDITIONS

Review and accept the terms and conditions in the Disclosures panel. The “I
agree” box must be checked before proceeding with Security Key registration
(see D13 image).

@.ﬂ GIVE SECURITY KEY NICKNAME:
PART 1

In the Security Key panel on the right, enter a descriptive nickname for the key
in the "Name" field. Then select Register to complete the process. Names are
typically short (up to 16-20 alpha-numeric characters), such as:

* John’siShield Security Key for sb2.strongkey.com
* iShield2 for sb2.strongkey.com

8. Users who are uncertain about
which Personal Data is mandatory
Organization are welcome to contact the Owner
9. The Owner takes appropriate
security measures to prevent
E-Mail unauthorized access, disclosure,

modification, or unauthorized . f i
[o! | ] destriction of the Dats. You may give the Security Key a nickname

10. The Data concerning the User is below - such as "JD's vault credential” or

I “John Doe’s access key" - to distinguish it
- collected to allow the Owner to ri 7
INTENTIONALLY from additional Security Keys you may

provide its Service, comply with its : - i 4
BLURRED FOR YOUR legal obligations, respond to already own and/or acquire in the future.

PROTECTION enforcement requests, protect its
rights and interests , detect any
malicious or fraudulent activity, as
well as the following: User data

Clifton Boyer

StrongAuth Inc

When you select Register below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
blinking LED on the Security Key.

management, Registration and
authentication. Name
. User Data Management: This type of [

service allows the Owner to build ' SB2PROD DOCUMENTATION '

user profiles by starting from an I F
email address, a personal name, or - ——————
other information that the User
provides to this Application

. Registration and Authentication: By
registering or authenticating, Users
allow this Application to identify

them and aive them access to l ,
3! Regierel \
dgree -—

-~

Copyright © 2001-2026 StrongAuth, Inc. ([dba StrongKey)
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GIVE SECURITY KEY NICKNAME:
PART 2 - PASSKEYS OPTION

D&

A box will appear at the top of the page providing the option to create a
Passkey. DO NOT CREATE A PASSKEY. Click on Back to continue.

Passkeys

[e] Use your phone or tablet
Scan this QR code with the camera on the device where you want
to create and save your passkey for skpr.com
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@'ﬂg SELECT EXTERNAL SECURITY KEY

A box will appear at the top of the page. Click on Windows Hello or external
security key to choose a security key and continue.

Choose where to save your passkey for skpr.com

D Windows Hello or external security key >

m
Ll

Use a phone or tablet

Cancel
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[JI[G] SECURITY KEY SETUP

A dialog box will verify the Security Key is being setup to login to the SB2
Platform. Click OK.

Windows Security >

Security key setup

Set up your security key to sign in to strongkey.com as
raul.rodriguez@strongkey.com.

This request comes from Msedge, published by Microsoft
Corporation.
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[®)]ly/d CONTINUE SETUP

This message is to inform the user the SB2PROD Platform will create a
credential on the Security Key. Click OK.

Windows Security

Continue setup

This will let strongkey.com see the make and model of your
security key

strongkey.com wants to create a credential on your security key. v

This lets you sign in without having to type your username.
@

MNote: A record of your visit to this site will be kept on your

security key.
" e

SB2-HowTo-SB2PROD-Swissbit-iShield-Key2-Pro-User-Guide-Windows-10-v8.odt, May 11,2026 Page 68



[®JIfS] ENTER SECURITY KEY PIN

To continue adding a credential to the Security Key, enter the PIN and click OK.

This step is called User Verification (UV) in the FIDO ecosystem. It
confirms that the SB2PROD platform is interacting with the
legitimate Security Key owner by verifying your PIN, which should
never be shared. Each time you use your FIDO credential to sign in,
you'll complete this UV step as a required security measure.

Windows Security

Continue setup

Please enter your security key PIN.

R essnee
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[)I[$)] TOUCH THE SECURITY KEY (TUP)

To continue the setup, touch the metal contact at the end of Security Key with
your finger.

This step is called the “Test of User Presence” (TUP) in the FIDO
ecosystem. It ensures that no remote attacker can impersonate
you, because they would need both your Security Key and your
physical interaction at your computer. Each time you use your
FIDO credential to sign in to the SB2 platform, you'll complete this
brief TUP check as a security safeguard.

Windows Security

Continue setup

G

.

Touch your security key.

Cancel

SB2-HowTo-SB2PROD-Swissbit-iShield-Key2-Pro-User-Guide-Windows-10-v8.odt, May 11,2026 Page 70



[9)71®)) SB2 CONFIRMATION

After touching the Security Key and successfully adding the credential, a dialog
box will confirm the registration action. Click Continue to proceed.

Organization oo P
StrongAuth Inc security measures to prevent
unauthorized access, disclosure,

modification, or unauthorized 4
destruction of the Data. " You've successful

. The Data concerning the User is You may give {h? registered d
collected to allow the Owner to below - such 3
provide its Service, comply with its
legal obligations, respond to
enforcement requests, protect its
rights and interests , detect any
malicious or fraudulent activity, as
well as the following: User data
management, Registration and
authentication.
User Data Management: This type of Name
service allows the Owner to build
user profiles by starting from an SB2 Work Key
email address, a perscnal name, or
other information that the User
provides to this Application
Registration and Authentication: By
registering or authenticating, Users
allow this Application to identify
them and give them access to
dedicated services.

| agree Continue

Click 'Continue’ to proceed
to the login page.

s =gister below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
blinking LED on the Security Key.

Copyright ® 2001-2026 StrongAuth, Inc. ([dba Strong Key)
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@Zﬂ USER AUTHENTICATION

The next dialog box will verify the user. Enter the PIN to the Security Key and
click OK.

Windows Security

Making sure it's you

Flease sign in to strongkey.com.

This request comes from Msedge, published by Micrasoft
Carporation.

Please enter your security key PIN.
- .. T :

oK “'.-
K

g

Copyright £ 2001-2026 StrongAuth, ir
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[ TEST OF USER PRESENCE (TUP)

To continue the login procedure, touch the metal contact at the back of the
Security Key - this confirms a user is present and attempting to sign in from
that computer with a legitimate credential on the Security Key.

‘D Contact Us
Windowes Security X ) L]
Making sure it's you —
Please sign in to strongkey.com. /.ﬂ"’.-—-f O —
This request comes from Msedge, published by Microsoft /
Corporation.

i

Touch your security key.

| Cancel

9 Disclosures @ Privacy Policy
CERTIFIE
Coowvriaht € 2001-2026 Stronaduth. Inc. idba Stronakev
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[®)?2)5] SB2 PLATFORM DASHBOARD

CONGRATULATIONS! Your access to the SB2PROD Platform has been
successfully established, and your Security Key with your new FIDO credential
is registered. Your account name is displayed on the right side of the screen.
You may click the gear icon to edit your profile.

All SB2 users have access to two primary applications:

« StrongKey CryptoCabinet (SKCC): For securely storing and sharing
encrypted files containing sensitive data.

+ StrongKey Content Distribution (SKCD): For storing and sharing digitally
signed, unencrypted documents.

Clicking either image on the SB2 Dashboard opens the application in a new
browser tab. Detailed user guides for both SKCC and SKCD are available
separately.

{)STRONGKEY @B

Dashboard

CAviEEREY
Secure File Vault, Simplified.

SKCC SKCD

Encrypted Vault to safely share files with StrongKey Content Distribution App
trusted recipients

WELL DONE!

NOTE: This document is for StrongKey customers, employees, suppliers and partners who will
interact with the StrongKey Production SB2 cluster (“SB2PROD”) for business operations.
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APPENDIX

COPYRIGHT & NOTICES

Copyright 2001-2026 StrongAuth, Inc. (d/b/a StrongKey), 21060 Homestead Rd Suite 222 Cupertino CA 95014, U.S.A. All
rights reserved.

StrongAuth, Inc. has intellectual property rights relating to technology embodied in the product that is described in this
document. In particular, and without limitation, these intellectual property rights may include one or more U.S. patents
or pending patent applications in the U.S. and in other countries. U.S. Government Rights—Commercial software.
Government users are subject to the StrongAuth, Inc. standard license agreement and applicable provisions of the
Federal Acquisition Regulations and its supplements. This distribution may include materials developed by third parties.
StrongAuth, StrongKey, StrongKey Lite, StrongKey CryptoCabinet, StrongKey CryptoEngine, StrongKey FIDO Server,
StrongKey Tellaro, StrongKey Tellaro Small Business Security Bundle (SB2), the StrongAuth logo, the StrongKey logo, the
StrongKey Lite logo, the StrongKey CryptoCabinet logo and the StrongKey CryptoEngine logo are trademarks or
registered trademarks of StrongAuth, Inc. or its subsidiaries in the U.S. and other countries.

Products covered by and information contained in this publication are controlled by U.S. Export Control laws and may be
subject to the export or import laws in other countries. Nuclear, missile, chemical or biological weapons or nuclear
maritime end uses or end users, whether direct or indirect, are strictly prohibited. Export or reexport to countries subject
to U.S. embargo or to entities identified on U.S. export exclusion lists, including, but not limited to, the denied persons
and specially designated nationals lists is strictly prohibited.

DOCUMENTATION IS PROVIDED “AS IS”" AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR
NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY
INVALID.
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This appendix guides you through changing your PINs on the Swissbit iShield
Key 2 Pro ("iShield2") Security Key.

CHANGING A SWISSBIT iSHIELD
KEY 2 PRO PIV PIN

The Security Key is a very powerful cybersecurity device and represents the
state-of-the-art in multi-factor authentication (MFA) technology that does not
use any passwords. The MFA is supported by the:

* Possession factor — where the physical possession of the Security Key is
essential to the authentication process;

* Knowledge factor - where know the PIN to the Security Key is also
essential to the authentication process.

Since the Security Keys provided with the SB2 use two different NIST-approved,
passwordless authentication protocols, there are two containers for the
cryptographic keys used with the protocols. Each container is managed by a
separate PIN.

However, StrongKey recommends using the SAME PIN to both containers of
the Security Key to reduce the burden on users. As long as the Security Key is
safely in the possession of the legitimate user, and the legitimate user is NOT
sharing the PIN to the Security Key with anyone, the user will be complying
with one of the strictest security policies recommended for access control.

This document outlines the process for changing the two required PINs — one
for the PIV certificate and the other for the FIDO credential.
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AP2 OPEN THE iSHIELD KEY MANAGER
APPLICATION

To begin, access the iShield Key Manager application by selecting the Windows
start icon from the Windows taskbar.
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V'N\=2X8l SELECT iSHIELD KEY MANAGER

From the menu, select the iShield Key Manager application. If it does not
appear, type ‘iShield Key Manager’ in the search bar.

To change your iShield Key's FIDO2 PIN in Windows, you must run
the iShield Key Manager as an administrator. Windows requires
these elevated permissions to access specific security key settings.
If you do not run the app as an administrator, the Change

PIN settings for the FIDO2 container will remain inaccessible.

All Apps

Best match

* iShield Key Manager w

App

Folders

iShield Key Manager

iShield_Key_Management_Kit_Wind
OWS - In

App
iShield Key Management_Kit Wind X
OWS - in Downloads 3 Open

iShield_Key Management_Kit_Wind U Runasad

OWS - in Pin to
Documents - This PC = Pin to
W ishield_key_manager
Search the web i]  Uninstall
2 Ishi
£ ishihara test
£ ishikawa diagram

O ishikawa

O iShield Key Manager =
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THE iSHIELD KEY MANAGER
AP& APPLICATION

Upon opening, the application displays the screen shown below and indicates
No iShield Key Found.

E iShield Key Manager

iIShield Key Manager

Dashboard

No iShield Key found...

ATHD B
swissbit

Please connect your iShield Key via
USB or NFC
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INSERT THE iSHIELD KEY 2 PRO

Plug the Security Key into the USB-C port.

IDENTIFYING THE USB-C PORT

Locate the USB-C port—typically found along the edge of the computer, it
features a compact design with smooth, rounded corners that set it apart from
traditional USB-A ports. The image below shows both a USB-C port and its
matching male connector.
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NO USB-C PORT? NO PROBLEM.

With the provided USB-A to USB-C adapter, simply plug the USB-A end into the
computer and insert the Security Key into the USB-C port.

The provided USB adapter pictured below.
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CHANGING THE PERSONAL
IDENTITY VERIFICATION (P1V) PIN

AP8

From the home screen, navigate to the lower right-hand side of the screen and
open the PIV's Details & Settings.

E 1Shield Key Manager

iShield Key Manager

Dashboard

Alternatively use the Windows settings to
manage your FIDO2 PIN: Settings > Account >
Sign-in options > Security Key > Manage

Details & Settings >

PIN ‘ Set PIN
Serial Number
602782540039 Factory Reset ‘ Reset
Firmware
v1.1.2
Passcode [2) & PIV [7)
HOTPs, TOTPs and Passwords Personal Identity Verification
X.509 Certificates
Please select a slot v —
s Installed: 1 /25
- Browse >
Code * s 6008 @I—D /‘
Version Version
v3.6.0 OpenFIPS201 v1.4

l Details & Settings >

SB2-HowTo-SB2PROD-Swissbit-iShield-Key2-Pro-User-Guide-Windows-10-v8.odt, May 11,2026 Page 82




CHANGE PIN OPTION

Select the Change PIN option.

Unless otherwise specified, each PIN on iShield2, must comply
with the following rules:
* PIN must be at least 6 characters long
* 4 identical characters are not permitted (e.g. 2222as), but PIN
with 3 identical characters is permitted (e.g. 222asd).
* Sequences of numbers are not permitted (e.g. 123456,
abcdef).

E iShield Key Manager — m] X

iShield Key Manager

PIV: Details & Settings
Installed: 1/ 25

- 9 | Browse > J

Version
OpenFIPS201 v1.4.1

Cardholder Unique Identifier

533b3019d4e739da739¢ced39ce739d8360d821084210842108421087f3341030d64367b2d 1df959chbcbbabft l_D C
Card Capability Container =
5333f015a00000011604028137caf34d3af6798f8fac30c8a1f10121f20121f300f40100f50110f600f700fa00fb0 a C
Secure Messaging Card Verifiable Certificate .
<Empty> /
Pairing Code

........ ©
PIN I Change PIN I l Unblock PIN J
PUK l Set PUK J
Management Key l Set Key J
PIN Protected Mode l Activate J
PIN / PUK Reset l Configure Retries J
Reset l Reset J
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ENTER PIN INFORMATION

1. Enter the default PIN (112233).
2. Enter the new PIN. The PIN must contain 6 to 8 characters.

3. Re-enter the new PIN to confirm then click Change PIN.

Change PIV PIN

Current PIN

New PIN

Repeat new PIN ©

A\l SUCCESS!

If the PIN was changed succesfully, a confirmation message will appear near
the bottom of the application. StrongKey recommends using the same PIN for
setting or changing the FIDO PIN.
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CHANGING THE FIDO PIN

Changing the PIN for the FIDO2 container uses the same procedure as outlined
in steps AP9 — AP11. If the Details & Settings button is not accessible, close the
iShield Key Manager and reopen but select Run as administrator (see Step

AP3).

u iShield Key Manager — O s

iIShield Key Manager

Dashboard

Y iShield Key 2 Pro MIFARE o~ FIDO2 ()

Overview
. Passkeys
2/300
) f—cr—

AAGuid
7787a48213e847848a06c7ed49%a7aaf4

Serial Number Version
602782540039 14.0
Firmware
vii2 Details & Settings >
Passcode @ & PIV ()
HOTPs, TOTPs and Passwords Personal Identity Verification
X.509 Certificates

Please select a slot v —

— Installed: 1/ 25

- Browse > J

»

Code I EEER ® |—|:| V 4
Version Version
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I\ CHANGE PIN

Click Change PIN.

iShield Key Manager

FIDO2: Details & Settings

. Passkeys
2/300
- Browse > J

AAGuid
7787a48213e847848a06c7ed49a7aafd

Version
1.4.0

Supported protocols
U2F, FIDO 2.0, FIDO 2.1

PIN Change PIN

Reset Reset J
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VIS ENTER NEW PIN

1. Enter the default PIN (112233).
2. Enter the new PIN. The PIN must contain 6 to 8 characters.

3. Re-enter the new PIN to confirm then click Change PIN.

Unless otherwise specified, each PIN on iShield2, must comply with
the following rules:
*  PIN must be at least 6 characters long
* 4 identical characters are not permitted (e.g. 2222as), but PIN
with 3 identical characters is permitted (e.g. 222asd).
* Sequences of numbers are not permitted (e.g. 123456,
abcdef).

Change FIDO2 PIN

Current PIN ©® ‘

Force PIN Change @

New PIN ®

Repeat new PIN

Cancel I

©0

SB2-HowTo-SB2PROD-Swissbit-iShield-Key2-Pro-User-Guide-Windows-10-v8.odt, May 11,2026 Page 87



2\JIIS) SUCCESS!

The display will return to the Passkeys menu, and a notification stating "PIN
Reset" will briefly appear at the bottom of the screen.
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