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This guide will help you set up your Yubico Yubikey 5C NFC by installing the
necessary software and drivers. It also covers how to configure your PC to access
the StrongKey Production SB2 cluster ("SB2PROD").

The SB2PROD platform allows you to:
« Securely share information with StrongKey using the SKCC app.
» Download Tellaro software releases via the SKCD app.

* Access new secure services as StrongKey expands its customer support
tools.

The StrongKey Support Team

PREREQUISITES

*  Windows 10

* Microsoft (MS) Edge Browser, version 146.0.3856.109
*  Yubikey 5C NFC

* Internet connection

* USB-C port or USB-C-to-USB-A adapter
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: TI INSTALLING THE YUBICO AUTHENTICATOR
APPLICATION

The Yubico Authenticator appljcation is necessary to use the Yubico Yubikey 5C
NFC Security Key.
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M DOWNLOAD YUBICO
AUTHENTICATOR APPLICATION

Download the Yubico Authenticator for 64-bit systems from

https://Wwww.yubico.com/products/yubico-authenticator/#h-download-yubico-
authenticator. Click Download now.

English @& Contact Sales Resellers Support

yublCO Why Yubico Products Solutions Industries Resources Support Q

Yubico Authenticator

The safest authenticator app experience across mobile and desktop

Download now

Home » Products » Yubico Authenticator
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https://www.yubico.com/products/yubico-authenticator/#h-download-yubico-authenticator
https://www.yubico.com/products/yubico-authenticator/#h-download-yubico-authenticator

A@ WINDOWS YUBICO
AUTHENTICATOR APPLICATION

Select Download for Windows directly here (64-bit). Click it to start download.

English @ Contact Sales Resellers Support A
yu bl CO WhyYubico Products Solutions Industries Resources Support Q @
Linux Android
Download for Linux directly here Android Download (on Google Play)
Mac i0s
Download from macOS AppStore i0S Download (on Apple Store)

Download for Mac directly here

Windows

Download from Microsoft app store

I Download for Windows directly here (64-bit) I

SB2-HowTo-SB2PROD-Yubico-Yubikey-5C-NFC-User-Guide-Windows-10-v3.odt, May 11,2026 P 6



OPENING THE YUBICO
AUTHENTICATOR APPLICATION FILE

Al

After clicking the download link, MS Edge will display a pop-up confirming the

Authenticator application file has been successfully downloaded and ready for
installation. Click the open file link.

i @ Downloads Bl Q o g |Support "
VUbICO Why Yubico  Products  Solutions Industries

A_yubicoauthenticator-7.2.3-winf4msi
Resources Support r’ﬂemcaor winbd.msi w
Open file
Linux

Android

See more
Download for Linux directly here

Android Download (on Google Play)

Mac i0S
Download from macQS AppStore

i0S Download (on Apple Store)

Download for Mac directly here

Windows
Download from Microsoft app store

Download for Windows directly here (64-bit)
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ACE') NO POP-UP WINDOW? NO PROBLEM

If the pop-up does not appear, or is inadvertently closed, access the
downloaded file by clicking the 3-dot menu on the right side of the MS Edge
tool bar.

s/ fwww.yubico.com/pre f co-authenticator/#h-download-yubico-authenticator

English @ Contact Sales Resellers Support O

yu bICD Why Yubico Products Solutions Industries Resources Support Q w
Linux Android

Download for Linux directly here Android Download (on Google Play)
Mac i0s

Download from macQOS AppStore i0S Download (on Apple Store)

Download for Mac directly here
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@ CLICK DOWNLOADS

From the drop-down menu, select Downloads.
English & 3 Newtab Cirl+T -
. 5 New window Ctrl+N
yI,IbICO Why Yubico Products Solutions Industries Resources Support B New InPrivate window s
< Ctrl+Shift+|
Linux Android Zoom — 0% + S
Download for Linux directly here Android Download (on Google Play % Favorites Chril+Shift+0
Collections Ctrl+Shift=Y
. 0 Hist Cerl+H
Mac i0S O Hisory :
{) Shopping
Download from macQS AppStore i0S Download (on Apple Store) I T Downioeds p— I
Download for Mac directly here B Apps b
{3 Extensions
Windows % Performance
£ Passwords
Download from Microsoft app store Os Network
ecure INetworl
Download for Windows directly here (64-bit) W Delete browsing data Coleshife el I
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A? OPENING THE YUBICO
AUTHENTICATOR APPLICATION FILE

After clicking the download link, MS Edge will display a pop-up confirming the
Authenticator application file has been successfully downloaded and ready for
installation. Click the open file link.

English & Dowiloads Bl a - @ Support =
y u bl CO WhyYubico Products Solutions Industries Resources Support r',E”mmﬂ‘z'3"’”“64"“‘- m
Linux Android See more
Download for Linux directly here Android Download (on Goagle Play)
Mac i0S
Download from macQS AppStore i0S Download (on Apple Store)

Download for Mac directly here

Windows
Download from Microsoft app store

Download for Windows directly here (64-bit)
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YUBICO AUTHNETICATOR SETUP
WIZARD

A8

A Setup Wizard window will appear, Click Next.

English & Downloads B Q e g |Support
y u bl CO WhyYubico Products Solutions Industries Resources Support = ;“b‘cﬁ'a”the"t‘camr'7‘z‘3'“""64 (msi @
pen i
Linux S J{be itegheatorsstup - X | yubico-authenticatar-7.23-win6d.msi
Openiile
Download for Linux directly here Welcome to the Yubico Authenticator
Setup Wizard | i
i
Mac The Setup Wizard wil install Yubico Authenticator on your
computer. Click Next to continue or Cance! to exit the Setup
Wizard.
)

Download from macOS AppStore e

Download for Mac directly here

Windows

Download from Microsoft app store

Cancel

Download for Windows directly here (64-bit) -
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YUBICO AUTHENTICATOR
APPLICATION TERMS & CONDITIONS

Accept the terms of the end-user license agreement.

a
English & Downloads 7 oQ x/) Support
H . " " M yubico-authenticator-7.2.3-wint4 (1).msi
yu bl CO WhyVYubico Products Solutions Industries Resources Support ~ ’a“ “'DI authenficator-7.2.3-win64 (1).msi @
pen file
Linux | Ve AniE e i - X | yubico-authenticator-7.23-win64.msi
End-User License Agreement Open file
Download for Linux directly here Please read the following license agreement carefuly
‘emore
i
By clicking Next you agree to the Yubico Toolset Software License
Mac \Agreement located at https://www.yubico.com/support/terms-
conditions/yubico-toolset-software-license-agreement/
1e)

Download from macQS AppStore

Download for Mac directly here

Windows

Download from Microsoft app store
Print Back Cancel

I (81 accept the terms in the License Agreement I

Download for Windows directly here (64-bit)

SB2-HowTo-SB2PROD-Yubico-Yubikey-5C-NFC-User-Guide-Windows-10-v3.odt, May 11,2026 P 12



Aﬂ YUBICO AUTHENTICATOR
APPLICATION TERMS & CONDITIONS

Click Next on the end-user license agreement window.

‘
English ® Downloads 0o a = SIS
B yubico-authenticator-7.2.3-win4 (1msi i m
Openfie

yubico Why Yubico Products Solutions Industries Resources Support

W Vubico Authenticator Setup - X | yubico-authenticator-7.23-win64msi

Linux
End-User License Agreement Open file
Download for Linux directly here Please read the folloning license agreement carefully
le more
|
By clicking Next you agree to the Yubico Toolset Software License
Mac Agreement located at https://www.yubico.com/support/terms-
conditions/yubico-toolset-software-license-agreement/
&)

Download from macOS AppStore

Download for Mac directly here

Windows
(81 accept the terms in the License Agreement.

Download from Microsoft app store
Print Back Cancel

Download for Windows directly here (64-bit)

YANIil} SELECT DESTINATION FOLDER

Use the default Destination Folder and Click Next.

Downloads [im e Nt 5? Support

English &
@ yubico-authenticator-7.2.3-wing4 (1).msi m

yubICO Why Yubico  Products Solutions Industries Resources Support i
pen fie

8 Vubico Authenticator Setup - 2 BB aurthenticator- 7.2 -winblmsi

Linux
Destination Folder Open file
Download for Linux directly here Click Next to install to the default folder or dick Change to choose anather,
e more
5
Install Yubico Authenticator to:
Mac
[c:Program Fies\Yubicotubico Authenticator)
Download from macOS AppStore e)
Change...

Download for Mac directly here

Windows

Download from Microsoft app store
Back Cancel

Download for Windows directly here (64-hit)
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YANIIZ4 READY TO INSTALL

Click Install.

a
English & Downloads Py Q. o« g f5upport
T yubico-authenticator-7.23-win64 (1).msi m
Open file

yubICO Why Yubico Products Solutions Industries Resources Support

3 Yubico Authenticator Setup = X | yubico-authenticator-7.23-win64.msi

Linux

Open file
. : Ready to install Yubico Authenticator
Download for Linux directly here "
e more
b
Click Install to begin the instalation. Click Back to review o change any of your
Mac installation settings. Click Cancel to exit the wizard.
e)

Download from macOS AppStore

Download for Mac directly here

Windows

Download from Microsoft app store I

Download for Windows directly here (64-hit)

YA\IK5] PERMISSION TO MAKE CHANGES

The next pop-up message will ask permission to allow the application to make

changes on your computer. Click YES.
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VNS FINISH THE INSTALL

To complete the installation of the Yubico Authenticator application, click
Finish.

4
English & Downloads B @ e gp [PuPROR
H - . : A yubico- = i i
yu b ICO WhyYubico Products Solutions Industries Resources Support & ’a“t"(: A tCator by (T
pen fie
Linux e st S i - X | yubico-authenticator-7.2.3-win6d.msi
Qpen file
Download for Linux directly here Completed the Yubico Authenticator
Setup Wizard | i
}
M Click the Finish button to exit the Setup Wizard.
ac
Download from macQOS AppStore te)

Download for Mac directly here

Windows

Download from Microsoft app store

Download for Windows directly here (64-bit)

The installation of the Yubico Authenticator application is now complete.
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SECTION B

.ﬂ INSTALLING THE YUBIKEY
MINIDRIVER FOR WINDOWS

This software is essential for enabling the use of a Yubico Yubikey 5C NFC
Security Key on your computer. Before beginning the installation process,
please review the process and ensure your computer meets all prerequisites.
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B DOWNLOAD THE YUBIKEY
MINIDRIVER

Download Yubikey Minidriver for 64-bit systems from
https:/www.yubico.com/support/download/smart-card-drivers-tools/

English @ | Yiew site information Contact Sales Resellers Support
yLIbICO Why Yubico Products Solutions Industries Resources Support Q @

Manager CLI (ykman) User Manual.

of

The YubiKey Smart Card Minidriver enables users and administrators to use the native Windows interface for certificate enrollment, managing the YubiKey smart Card PIN,
and smart card authentication on Windows.

By downloading, you agree to the Yubico website terms and conditions of use as well as each download's respective license.

YubiKey Smart Card Minidriver (Windows)

Download Download Hash

YubiKey Minidriver - CAB YubiKey-Minidriver-4.6.3.252.cab.sha256
YubiKey Minidriver for 32-bit systems - Windows Installer YubiKey-Minidriver-4.6.3.252-x86.msi.sha256
YubiKey Minidriver for 64-bit systems - Windows Installer YubiKey-Minidriver-4.6.3.252-x64.msi.sha256
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https://www.yubico.com/support/download/smart-card-drivers-tools/

OPENING THE YUBIKEY MINIDRIVER
FILE

B3

After clicking the download link, Edge browser will display a pop-up confirming
the Minidriver file has been successfully downloaded and ready for installation.
Click the open file link.

English & Downloads Pl Q e £ ErS Support 1
yublco Why Yubico Products Solutions Industries Resources Support ‘"id”VEM'E'S'ZSZ'm'MSi E7| I @
TURIICY JINIUIL Ul VI I iver \vviniauvwdyg A yubienroll-1.1.0-win6d.msi
Open file
W Slackmsix
Download Download Hi Seenfle
@ SlackSetup.exe
Couldn't download - No permissions
YubiKey Minidriver - CAB YubiKey-Mini
W SlackSetup.exe
Open file
YubiKey Minidriver for 32-bit systems - Windows Installer YubiKey-Minj T VubiKey-Miniciiver-4.6.3.252-464 (msi
Open file
YubiKey Minidriver for 64-bit systems - Windows Installer YubiKey-Mini =0 vobikep-itinidriver-53252xb4msi
Removed
T GusFrencisteee
Removed
H H See more
Guides and Documentation

We have officiallv announced the End of Life of YubiKev Manaaer GUI on Februarv 19. 2025. in line with Yubico’s End-of-Life policv. YubiKev Manaaer GUI will reach its End of Life on .
. " )

L
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2Y;/4 NO POP-UP WINDOW?

If the pop-up does not appear, or is inadvertently closed, access the
downloaded file by clicking the 3-dot menu on the right side of the MS Edge

tool bar.

a
(1 https)//www.yubico.com/support/download/smart-card-drivers-tools

Contact Sales Resellers Support L

English &

VUbICD Why Yubico Products Solutions Industries Resources Support O\@

YubiKey Smart Card Minidriver (Windows)

Download Download Hash

YubiKey-Minidriver-4.6.3.252.cab.sha256

YubiKey Minidriver - CAB

YubiKey Minidriver for 32-bit systems - Windows Installer YubiKey-Minidriver-4.6.3.252-x86.msi.sha256

YubiKey-Minidriver-4.6.3.252-x64.msi.sha256

YubiKey Minidriver for 64-bit systems - Windows Installer
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BJ5§ CLICK DOWNLOADS

From the drop-down menu, select Downloads.
——
English @ [F MNewtab Ctrl+ a
. & New window Ctrl+N
yu blCO Why Yubico Products Solutions Industries Resources Support R New InPrivate window R~
Zoom — 100% —+ e
= Favorites Ctrl+Shift=0
H H— H H Collections Ctrl+Shift+Y
YubiKey Smart Card Minidriver (Windows)
&) History Ctrl+H
) shopping
Download Download Hash Ii Downloads Cirl+) I
B8 Apps v
YubiKey Minidriver - CAB YubiKey-Minidriver-4.6.3.2{ 2 Extensions
%2 Browser essentials
YubiKey Minidriver for 32-bit systems - Windows Installer YubiKey-Minidriver-4.6.3.2¢
W Delete browsing data Ctrl+Shift+ Delete
YubiKey Minidriver for 64-bit systems - Windows Installer YubiKey-Minidriver-4.63.21 = Print criee
[0 Split screen
(3%} Screenshot Ctrl+Shift+5
&) Find on page Ctrl+F
Guides and Documentation More toos .
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INSTALLING THE YUBIKEY
MINIDRIVER

B6

A Setup Wizard pop-up will open - Click Next.
|
English & Downloads P Q .. £ Ers Support o
y u bICD Why Yubico Products Solutions Industries Resources Support 2 ZSSH‘ET:'Mi”id"“E"4'5‘3'252'*64‘"‘5‘ | @
8 VubiKey Smart Card Minidriver x64 Setup - 53 |
Welcome to the YubiKey Smart Card B
Minidriver x64 Setup Wizard |
. . pnle
YubiKey Smart Card Mi
The Setup Wizard allows you to change the way Yubikey ckSetup.exe
Smart Card Minidriver x64 features are installed on your Jidn't download - No parmi
computer or to remove it from your computer, Click Next to
continue or Cancel to exit the Setup Wizard.
lckSetup.exe
Download [
biKey-Minidriver-4.6.3.252-x64 (1)msi
YubiKey Minidriver - CAB |
noved
YubiKey Minidriver for 32-bit systems - Windows Ins
G tata e ave
noved
YubiKey Minidriver for 64-bit systems - Windows Ins E=s Cancel E.
. .
Guides and Documentation
-
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? CONTINUE INSTALLING THE
YUBIKEY MINIDRIVER

On the next pop-up window - Click Install.

English & R inaas Bl Qe 59 ers Support &
o ) . : W Vubikey-Minicriver-4,63.252-x64.msi
yLIbICO Why Yubico Products Solutions Industries Resources Support = a:en‘f:: b T I @
" VubiKey Smart Card Minidriver x64 Setup - x e

hoved

YubiKey Smart Card Min

Click Install to begin the installation. Click Back to review or change any of your | ke e B A
installation settings. Click Cancel to exit the wizard.

Download

Yubikey Minidriver - CAB

ck.msix

YubiKey Minidriver for 32-bit systems - Windows Ins

ckSetup.exe

YubiKey Minidriver for 64-bit systems - Windows Ins Back Cancel

ckSetup.exe

Guides and Documentation e

PERMISSION TO MAKE CHANGES

The next pop-up message will ask permission to allow the application to make
changes on your computer. Click YES.
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[BJ9) FINISH THE INSTALL

To complete the installation of the Yubikey Minidriver, click Finish.

|
English & Downloads B Q e s ES Support o
H . . . b | - -4.6.3.252-x64.
y u bICO Why Yubico Products Solutions Industries Resources Support - \;::‘t: Minidriver-4.6.3.252 464 msi | @
8 VubiKey Smart Card Minidriver x64 Setup - x . AP,
noved
Completed the YubiKey Smart Card ! P
Minidriver x64 Setup Wizard E..
YubiKey Smart Card Mi \
Click the Finish button to exit the Setup Wizard. e i

Download

poved
YubiKey Minidriver - CAB

ck.msix

YubiKey Minidriver for 32-bit systems - Windows Ins

ckSetup.exe

Jldn’t download - Mo permissions.
YubiKey Minidriver for 64-bit systems - Windows Ins ac Encs bkSetup.exe
| Open file
W yubik o £
Removed
. . e
Guides and Documentation

The installation of the Yubikey Minidriver is now complete.
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SECTION C

IMPORTING SB2 ROOT CA & SB2
SUBORDINATE CA CERTIFICATES
INTO TRUSTSTORE

When using Security Keys with digital certificates for authentication to an SB2
site, the SB2 Root Certificate Authority (CA) certificate of the site is a critical

component in establishing trust between your browser and the site. It ensures
the digital certificate on your Security Key was issued by that SB2 site and is

currently valid.
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‘IEEE!YACCE&HSTHELSBZPKJFUMGE

All required CA certificates are available for download from the SB2 PKI page at
https://www.strongkey.com/sb2pki.

) httpsy s strongkey.com/sb2pki w Gl &
@ https://www.strongkey.com/sb2pki Q)
(JSTRONGKEY

Welcome to the StrongKey Tellaro Small Business Security Bundle (SB2) E——
This page provides information to help you get started working with SB2 (T i
If you have any questions, please send an e-mail to gatsecyre@strongkey.com — S—

5B2 Production How To Configure CA Certificates
CA Certificates

—
— B HTML: Windows 10 Windows 11 macOS
- ‘\_\\ LK
e 3 -

Downl
Downl

& load Sub CA 2

3 B ror: Windows 10 Windows 11 macCs

O Wideo: Windows 10 Windows 11 macOs

Yubikey Security Keys

B HTML Windows 10 Windows 11 macOs
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https://www.strongkey.com/sb2pki.

@3 SB2 CA CERTIFICATES

On the SB2 PKI page, the following digital certificate files are available - they
must be downloaded by clicking their individual Download buttons:

- Download Root CA (SB2ProdRootCA.crt)
- Download Sub CA 1 (SB2ProdSubordinateCAl.crt)
- Download Sub CA 2 (SB2ProdSubordinateCA2.crt)

{(iSTRONGKEY

Welcame to the StrongKey Tellaro Small Business Security Bundle (5B2)

This page provides information to help you get started working with 582
If you have any questions, please send an e-mail to getsecure@@stronghey.com

i k|

5B2 Production How To Configure CA Certificates
CA Certificates

Swissbit Security Keys

3 Download Sub CA 1 DHIML  Windows 10 Windows 11 macOs
7 \_\_\"‘ 1,

3 Downloadsubcaz BB & B FoF: Windaws 10 Windews 11 macOs

\, 0¥ video: Windows 10 Windows 11 macOs

Yubikey Security Keys

21 HTML: Windows 10 Windows 11 macs

SB2-HowTo-SB2PROD-Yubico-Yubikey-5C-NFC-User-Guide-Windows-10-v3.odt, May 11,2026 P 26



(o DOWNLOADING THE SB2 ROOT CA

First, click the Download Root CA button (1). The download will begin
automatically, and you'll see a dialog box confirming the file name once the
process is complete (2).

REPEAT this process for the Sub CA1and Sub CA 2 certificates.

Downlzads ] @ -

02 »‘ T resee Qo

(JSTRONGKEY

Welcame 1o the StrongHey Tellaro Small Business Security Bundle (SB2)

This page provides information to belp you get started working with 562

Il you have ary questions, please send an e-mail 10 getseoyre@eliongkey.com — ——

SB2 Production How To Configure CA Certificates

CA Certificates
01> a===m i
D HTML: Windaws 10 Windows 11 macOs

& Download Sub O 1

& Download Sk EA 3 B roF: Windows 10 Windows 11 macs
D yides: ‘Windows 10 Windows 11 macOs

Yubikey Security Keys
B HTML ‘Windows 10 Windows 11 macCs
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o NAVIGATE TO THE WINDOWS
START ICON ==

After clicking the Windows Start icon, search for Manage user certificates to
find the settings application for overseeing and configuring security
certificates, including importing. Next, select the Manage user certificates
application.

as certmgr (short for Certificate Manager). In this document, these
terms are used interchangeably.

All Apps Documents Web More *

Best match

.i‘. Manage user certificates
" Control panel
Search the web =
Manage user certificates
A manager user ce - See more search Control panel

results

o)

manager user certificates
manager user certificates win 10
user certificate manager

user certification manager

user cert manager

windows user certificate manager
current user certificate manager

local user cert manager

0
0
0
0
0
0
0
0

windows certificate manager
current user

manager user ce
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OPEN TRUSTED ROOT
@ CERTIFICATION AUTHORITIES
FOLDER

To begin, expand the certmgr window by clicking and dragging the borders
(green arrows) to a larger size. This will provide a better view of the digital
certificates.

Next, click the arrow (yellow box) next to the Trusted Root Certification
Authorities folder to expand it, revealing the Certificates (red box) folder.

F‘w certmagr - [Certificates - Current User\Trusted Root Certification Authorities] = ] X

File Action View Help
s 5[ 0 c:= Hm

¥ Certificates - Current User Object Type
| Personal
« __ Trusted Root Certification Aut

| Certificates

_ Enterprise Trust

_| Certificates

| Intermediate Certification Aut]
| Active Directory User Object

| Trusted Publishers
| Untrusted Certificates

| Third-Party Root Certification
~ Trusted Peaple

1 Client Authentication Issuers
| Local NonRemovable Certifice
| Certificate Enrollment Reques
~| Smart Card Trusted Roots

= =>

< >

Trusted Root Certification Authorities store contains 34 certificates.
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C7

INITIATE THE SB2 ROOT
CERTIFICATE IMPORT

Right-click the Certificates folder to open the context menu.

Select All Tasks, and click Import to start the Certificate Import Wizard.
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@. CERTIFICATE IMPORT WIZARD

The Certificate Import Wizard will open. Click Next to proceed.
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@@ LOCATE THE SB2 ROOT CA
CERTIFICATE

Click the Browse button to locate the SB2 Root CA certificate file.

* £* Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.SST)

Next Cancel
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OPEN THE SB2 ROOT CA
CERTIFICATE

Cilo

To find the SB2 Root CA Certificate, go to the SB2ProdRootCA.crt file's location,
which is typically the Downloads folder. Once the SB2ProdRootCA.crt is
located, select it and click Open.

E Ope X
1+ > Downloads » 1-Clifton-Boyer-SB2TLSCA-SB2Prod (1) v ] Search 1-Clifton-Boyer-SB2.. P
Organize ¥ New folder =~ 0O O
> @b Cyper - Personal Name Date modified Type Size
Last month
&l Desktop » 5] 1-Clifton-Boyer-SB2TLSCA.crt 3/17/2026 1:01 PM Security Certificate 2KB
ik i ] 1-SB2-RootCAcrt /2026 1:01 PM Security Certificate 1KB
w Downloads #
5 1-5B2-SubordinateCAl.crt 3/17/2026 1:01 PM Security Certificate 2KB
= Documents # No preview available.
5 1-5B2-SubordinateCA2.crt 3/17/2026 1:01 PM Security Certificate 2KB
E Pictures »
& Music *
& videos »
Chrmmmlms
File name: 1-SB2-RootCA.crt ~ | X.509 Certificate (*.cer,.crt) v
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@'ﬂ SELECT CERTIFICATE STORE

Ensure the Certificate Store field indicates the digital certificate will be added
to the Trusted Root Certification Authorities store before clicking Next to
continue.
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@ﬂz FINISH IMPORTING THE SB2 ROOT
CA CERTIFICATE

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

€ ¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:
Trusted Root Certification Authorities
Certificate
C:\Users\Cypher\Downloads\1-Clifton-Boyer-SB2TLSCA-SB2Prod (1)\1-SB2-RootCA.crt
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3 SECURITY WARNING

A security warning will be displayed regarding the Root CA Certificate. Make
sure the name of the certificate and the Thumbprint (shal) shown in the
warning window match the content shown here:

SB2 RootCA
6DCFFF6eD D5B73DF9 26511DB6 9D0B4914 F1649542

If it matches /identically; click Yes.

If the Thumbprint of the CA certificate does not match, contact the
Administrator of the SB2 site. This step represents the most
important step in establishing trust in the SB2 platform.

B ertificates er\Trust t Certification Authorities\Certificate
File Adion View Melp
e nm 0 6= m
W Cortificates - Current User Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status Certificate Template
o :‘I'“:;’L i — ) AAA Ceruificate Services AAA Certificate Services 12/31/2028 Client Authenticatio.  Sectige (AMA)
v [ Trusted Root Certification Authorities 5 Certum Trusted Network CA Certum Trusted Network CA 1213172029 Client Authenticatio.  Certum Trusted Net_
LBl Class 3 Public Primary Certificati.. ~ Class 3 Public Primary Certification . 8/1/2028 Client Authenticatio.  VeriSign Class 3 Pub_.
Ents Trust
ouitidicd i SRR (3] Copyright () 1997 Microsoft Corp. Copyright (c) 1997 Microsoft Corp.  12/30/1999 Time Stmping Microsoft Timestam..
nt jiate Certification Authorities
Actve Directory User Object () DigiCent Assured ID Root CA DigiCert Assured ID Root CA 119203 Client Authenticatio..  DigiCert
Tristed Publishers o DigiCert 5 RSA4096 Root G5 DigiCert C5 RSA4096 Root G5 114/2045 Cade Signing, Time . DigiCert CS RSA4096.
Untrusted Certificates ol DigiCent Global Root CA DigiCert Glakal Omms ca e e
1 Third-Party Root Centifieation Autherities 5/DigiCert Global Root G2 Digicert{ Security Waming it Global Ro..
2 Trusted People L) DigiCert Global Root G3 DigiCert { wt Global Roo..
Client Authentication Issuers 5 DigiCert High Assurance E Reo..  DigiCert| i  Yousre sboutto insl o certfete from a certheaon ahorey CA) ™
| Other People 5] DugiCert Trusted Root G4 DigiCert]  J80 claming to represent at Trusted Ro_
Local NonRemovable Certificates 5] Entrust Root Certification Autho_  Entrust R tnet
Certificate Enrollment Requests () Entrust.net Centification Authorit.. Entrustny SBEROEA (2048)
Smart Card Trusted Roots L) GlobalSign GlobalSig Windows cannot valdate that the cenificate & acnaly from “S82 1Sign Root CA .
LJGlobalsign Globalsig Fo0ICA”. You showld confirm s origin by contaciing “SB2 ReotCA iSign Root CA .
L3)Globalsign Code Signing Root R.. GlobalSig The following rmumber wil 2ssit you in th process: Sign Code 51
C3lGlobalSign Root CA GlobalSig  (sha1) 6DCFFF&D DSAYIDFS 2651108 ISign Root CA -
Go Daddy Class 2 Certification A Go Dadd ddy Class 2C_
y ) y
Go Daddy Root Certificate Auth_.  Go Dadd ddy Root Cert_
¥ | y
[ ISRG Root X1 1SRG Rog :';’""_‘9 - i Tk o oot x1
you instal this root certificate, Wi automatically trust any !
gl Microsoft Authenticodedtm) Roo..  Micrasoff certificate issued by this CA Instaling a certficate with an ioft Authentic.
() Microsoft ECC Product Root Cert.. Micrasof} unconfirmed thumbprint s & security risk. If you cick “Ves” you soft ECC Prod..
[l Microsoft ECC TS Root Certificat..  Microsof| acknowledge th ek ioft ECC TS Ro.
S Microsoft Root Authority Microsoff ioft Root Aut_
CalMicrosoft Root Certificate Autha..  Microsofi #oft Root Certi.
ColMicrosoft Reot Centifieate Autho.. Micrasefi Ho taft Roat Certi—
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3l Microsoft RSA Root Certificate A. - Microsoft RSA Root Certificate Aut.  7/18/2042 Client Authenticatio..  Microsoft RSA Roat _
[ Microsoft Time Stamp Root Cert.. - Micrasoft Time Stamp Root Certifi.  10/22/2039 <All> Microsoft Time Sta.
[/ NO LABILITY ACCEPTED, (7 Ve NO LIABILITY ACCEPTED, {097 VeriS_.  1/7/2004 Time Stamping VeriSign Time Stam._.
[ Security Communication RootCAZ Security Communication RootCA2  5/29/2029 Client Authenticatio..  SECOM Trust Syste.
gl starfield Class 2 Certification Aut.. Starfield Class 2 Certification Auth..  6/23/2034 Client Authenticatio.. ~ Starfield Class 2 Cert..
b sdinho Cam dnnn Dnan Cmmifinns Caanflali Camiians Dnnt Casniflanin & _2nO A s t il amAlaabla fasaman Camisanfin
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(oIl A SUCCESSFUL IMPORT

Once the SB2 Root CA Certificate is imported successfully, a confirmation
message will appear. Click OK to continue.
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@,ﬂg VERIFY SB2 ROOT CA IN
CERTIFICATES LIST

If you scroll down the list of CA certificates on the right-hand side of this
window'’s panel, you will see the SB2 RootCA certificate in the list.
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i i"m"f“:";;"“awr s 21 OigiCert Wigh Mscwance EVBoa.  DigiCart High Asnarance F¥ Rost Ci Cherd duthanticabio. g iCent
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o Mool Root Certilicate Autha.  Maerokef Roat Certilizats Authadty  SS200 <Al Mcrioaaa ' et Crti.
Calnaicersa Root Cortficets Authe . Mcroisft Roat Cetdising Authont..  603/20%8 <hlls Wiy Iy Mol it
Dlitcrosals Aot Cosdicate dutha.  Mercusht Roat Cartdicate dthant.. & L) =iz iiicrosaft Beat Corti.
3 Microsali RSA Boot Cortificate A Microsoft RSA Reot Certificibe dut.  7/18/2082 Chert duthenticatio..  Mrpeaft £54 Rogt .

Clntiornsafs Tome Stamp Root Cart . Micrcsoft Teme Samp Rooe Cenfi_ 10222009 wili= crozaft Tene Sta_
il BTy ACCEFTED: (8T e NGO LIABILITY ACCEPTED, (087 vend_ 172008 Time Seamping ‘verSign Time Sasm_
SE2 RooiCA A0S whlls « Mg
Sectig o Puble Sorver Autherticatio.  301,2085 el At Sectigs Pubkc Servs.
I Beurity Comren, et el Susibueri SECOHM Trunt Syte.
SSleomEY Rog S50/2083 il At SELcewn EV Root T,
SELonim Moot Camificaton futhar Chairet Auithes AL Rt Cartifl.

Clarst dastheant Searfiid Clas 7 Cort
Charit Authenticabeo.  Amazon Seneces Ra..
Code Sgreng <Mones
Time Seampng Thawae Timestsmpi_
Chervl huibriiicabin..  Sectige

il Clase 2 Cortification Aut.  Sarfiold Class 2 Cortification suth.
Lol starfeld Services Root Certrfiat..  Starfield Services Root Corrficate A
EelSymenier Enterpree Mobile . Symandec Enterprse Mobile Root f-
El Thewte: Temestsmping CA Thiswte Temestampsng CA

L USERTrust REA Cortfication Auth.  LISERTrust RS54 Cortiheation Author..

L]
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(o4ql[G] VERIFY SB2 ROOT CA: PART 1

By double-clicking the SB2 Root CA certificate - or right-clicking the mouse
button and selecting Open, you should see the following window. Select the
Certification Path tab in this window:

a Certificate X

General Detailk Certification Path

R Certificate Information

This certificate is intended for the following purpose(s):

+ All issuance policies
* All application policies

Issued to: SB2 RootCA

Issued by: SB2 RootCA

Valid from 9/4/2025 to 9/4/2035

oK
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(o4qly/d VERIFY SB2 ROOT CA: PART 2

In the Certification Path tab of the SB2 Root CA certificate, you should be able
to confirm these two important attributes of the certificate:
* That the certificate symbol in the Certification Path sub-panel at the top
does not have any yellow warning symbol associated with it, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

n Certificate k4

General Detpils  Cortifcabion Path

Cartification path

W5 oo

| No warning symbol A\

is associated with the
image of certificate.

Cerificans smsns:

This centificate & OX,
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Cl

VERIFY SB2 ROOT CA: PART 3

Follow these steps to create a Friend/ly name for the SB2 Root CA:

1.

Choose the Details tab.

2. Click Edit Properties (image1).

3. Add name in Friendly name field (image 2).
4. Click Apply then Click OK to finish.

Friendly names make identifying RootCAs easier in the certificates list (image

3).

a4 Certificate

General Details Certification Path

Show: <All> v
Field Value
[Z] version V3
|| serial number 14deb3889a3f57ef716f9876bS5...
| signature aigorithm sha256ECDSA
|-_ | signature hash algorithm sha256
| |Issuer US, StrongAuth Inc, 1, SB2 Roo...
|- | valid from Wednesday, November 19, 20...
[ | valid to Monday, November 19, 2035 4...
[ subject US, StrongAuth Inc, 1, SB2 Roo...

| Trusted Root Certification Authorities
| Certificates
Enterprise Trust
Intermediate Certification Authorities
Trusted Publishers
Untrusted Certificates
Third-Party Root Certification Authorities
Trusted People
ication Issuers

e tim - [Certificates - Local Computen\Trusted Root Certification Authorities\Certificates]
Action  View Help

pPaoam i XD Hm

Lrtificates - Local Computer |[ suedTo
Personal

53] Microsoft Root Certificate Autho..
53] Microsoft Root Certificate Autha..
gl Microsoft RSA Root Certificate A.-
5] Microsoft Time Stamp Root Cert...
[-INOULIARILITY ACCFRTED 087 Ve
Bl SB2 RootCA

LglSectigo Public Server Authentica...
53] Security Communication RootCA2
[55)S5Lcom EV Root Certification Au..
[53] SSLcom EV Reot Certification Au_
551 SSLcom Root Certification Auth..
[yl starfield Class 2 Certification Aut...

Certificate Properties ?

General (Cross-Certificates OCSP  Extended Validation

Friendly name: SB2 PROD

Description:

Certificate purposes

© Enable all purposes for this certificate
(_) Disable all purposes for this certificate
(C) Enable only the following purposes

Note: You may only edit certificate purposes that are allowed by
the certification path.

Server Authentication

Client Authentication I
Code Signing

Secure Email

Time Stamping

Microsoft Trust List Signing

Microsoft Time Stamping

o s o O e e

Add Purpose...

Issued By Expiration Date  Intended Purposes  Friendly Name
Microsoft Root Certificate Authorit..  6/23/2035 <All> Microsoft Root Certi..
Microsoft Root Certificate Autherit.  3/22/2036 <All> Microsoft Root Certi..
Microsoft RSA Root Certificate Aut..  7/18/2042 Client Authenticatio..  Microsoft RSA Root .
Microsoft Time Stamp Root Certifi..  10/22/2039 <All> Microsoft Time Sta..
AOULIARILITY ACCERTED (A7 VoriS A/7/2004 Time Stamnina MariSion Time Stam

B2 RootCA 1171972035 <All> SB2PROD

Sectigo Public Server Authenticatio..  3/21/2046 Ulient Authenticatio..  Sectigo PubIic Serve...
Security Communication RootCA2  5/20/2029 Client Authenticatio..  SECOM Trust Syste.
SSLcom EV Root Certification Auth..  2/12/2041 Client Authenticatio..  SSLcom EV Root Cer..
SSLcom EV Root Certification Auth...  5/30/2042 Client Authenticatio..  SSLcom EV Root Cer..
SSLcom Root Certification Authori..  2/12/2041 Client Authenticatio.. ~SSLcom Root Certifi-.
Starfield Class 2 Certification Auth..  6/20/2034 Client Authenticatio..  Starfield Class 2 Cert |

SB2-HowTo-SB2PROD-Yubico-Yubikey-5C-NFC-User-Guide-Windows-10-v3.odt, May 11,2026 P 41




@T_l@ INTERMEDIATE CERTIFICATION
AUTHORITIES FOLDER

Just as you imported the SB2PROD Root CA certificate, you will now import the
two SB2PROD Subordinate CA (aka SubCA) certificates. The SubCA certificates
play a vital role in establishing the “certificate chain of trust" between the
digital certificate on your Security Key and the SB2 site.

Return to the certmgr application. Next, click the arrow (yellow box) next to the
Intermediate Certification Authorities folder to expand it, revealing the
Certificates (red box) folder.

& cenmgr - [Certificates - Current Userintermediate Certification Authorities]
File  Action View  Help
o M@ 0 ds Bm

(¥ Certificates - Cument User Object Type
> (21 Personal Certificate Revoration List
Cartificates

1 Trusted Root Certification Authorities
© Enterprise Trust

Third-Party Roat Certification Autharities
1 Teusted People
» [ Cliont Authentication lssuers
» 2] Othar Pecple
4 J Local NonRemovable Certificates
> (2] Centificate Enroliment Requests
Smart Card Trusted Roots

ertification Authorities store contains 6 certificates.

T ——
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@@ INITIATING THE SB2 SUBORDINATE
CA CERTIFICATE IMPORT

To begin, right-click the Certificates folder to open the context menu. From
there, select All Tasks, and then click Import to start the Certificate Import
Wizard.

W cerimgr - [Certificates - Cumment Useriistemmediabe Cerification Autharites\Cerfifcates] — o x
File  fetion  View  Help

o B
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'ﬂ CERTIFICATE IMPORT WIZARD

The Certificate Import Wizard will open. Click Next to proceed.

File  Retica  View  Halp
s A0 &= BHm

W Certificates - Curern User
] Personal
Trusted Rl Cortdication Authermies
] Entarpris St
v ) Itermidabe Cortfication Authorites
Certificabs Revocation List
Cartificates

etive Dwactery Usir Oisject
1 Susted Publishers
| Uritrustes Certificates
Third: Farty Roct Cartficatan Authantes
] Tustad Fecspla
| ient Authentication bsuers
| Drther People
Locsl NonRemcvable Camficases
Cartificate frvcimend Raquant
| Srmant Corel Taurvioe Fuots

Welcome to the Certificate Import Wizard

This wizard elps yos oopy Cerfcat, cerSicas trut eh, and certficsts rvocston it
o yeur diuk 1o § certfrate Vo

Foarifcite, wheh & st by o cortiorion auBorly, 5 & confrmation of vour ey and
canbai lrmaion wead K protedt dats of B eetaliieh sduns NeSwon comRaciani. &
cxtficate Sore & S sysem s whene oertficate are dest.

Saww Location

To caname, i e,

B e T [T Fuminatinn Nats etumeled P
X g
§r Cortificato import Wizard
g Wird
iz
hesmeata

Frismidly harnie
<Momes
<Narw
<M
«Mones
<Mone=
<Manes
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@22 LOCATE SUBORDINATE SB2 CA 1
CERTIFICATE FOR IMPORTING

Click the "Browse" button to navigate to and select the Subordinate CA
certificate file.

ok e rnatinn T et Prrpraries Frienihy biarn Status Cesil
=1} M cMones
M

* §* Cemficate Import Wizard
=1 g
=]
J4 T
=9 Tl b gt Jewicatio.  <Mone>

Specfy Te fle you want D Import

Foe ramie

Vot Mose: e, e pershoste can be stsred 0 & srgis fe i e ooy dormats

Personal Infiormaton Encrange- FCE 312 (PR FLY)
Crvmiograghic Message Syntes Stanciard- PCS # 7 Certficates | FT8)

Meroscit Seriined Cersicate Stoee | 55T]
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OPEN THE SUBORDINATE SB2PROD
CA 1 CERTIFICATE

C23

To find the SB2ProdSubordinateCAl.crt certificate file, go to the file's location,
which is typically the Downloads folder. Once the SB2ProdSubordinateCAl.crt

file (yellow arrow) is located, select it and click Open.

Fﬂ Open X
i b > Downloads » 1-Clifton-Boyer-SB2TLSCA-SB2Prod (1) Search 1-Clifton-Boyer-SB2.. A2
Organize ¥ New folder = - a o
> @ Cyper - Personal Name Date modified Type Size
Earlier this month
@M Desktop ® & SB2TLSCAcrt 3/17/2026 1:01 PM Security Certificate 2KB
" | _nJ 1-SB2-RootCAcrt 3/17/2026 101 PM Security Certificate 1KB
+ Downloads #
I_ﬂ] 1-SB2-SubordinateCAl.crt 101 PM Security Certificate 2KB
T Documents # — o S sty z No preview available.
_p;l 1-SB2-SubordinateCA2.crt 3/17/2026 101 PM Security Certificate 2KB
E Pictures »
0 Music +
2 videos »
Chemmmll s lanam
~  X.509 Certificate (*.cer;*.crt) A

File name: 1-SB2-SubordinateCA1.crt

Cancel
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@2&] SB2PROD SUBORDINATE CA 1
CERTIFICATE FILE SELECTED

Before proceeding, verify the correct SB2 Subordinate CA Certificate file has
been selected. The name of the file will automatically populate the File Name
field upon selection. Click Next to continue.

& &* Certificate Import Wizard

File to Import
Specify the file you want to import.

File nama-

C:\Users\Cypher\Downloads'1 SB2ProdSubordinateCA1.crt\ Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.S5T)

Mext Cancel
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(®¢2J5] SELECTING CERTIFICATE STORE

Choose “Place all certificates in the following store” and ensure the certificate is
added to the Intermediate Certification Authorities certificate store. Click Next
to continue.

-
i
fouad T i B Funbamion Muas  bhnotas] Pufpiriid Fri ity v St Cetileiite Torspdans
-0 x R
Trusked Roct Carbfestion Rutharities :L (] e
| Estarprics T N & &* Cenfcaeimport Wiz B W el
. obiones
o [ iremeiate Corbiesticn Autharitiss _':! i
Cenifote Revoostion List =
CarsiFicaty 5 2%, chenes
- } Carsifinin Siorm -
— =] fmtizatia. e
::Lt::::““ et CArFEEe CENRE A FSIRM MR Whane CRrTACHES re SRpt
Uranasted Certdiones
Thised. Pacty Riact Certification Abantie
Trunsad Pecpis A o austrwatally Seiecta CerIRCME SlEve, o Ou CMA Sl ko
s Hhe corthicain
| Cherst Aatherdicaion by
Other Feople sk by wesect B corificate viore baed on B by of e
Lozl MsnRamovable Cenifates °
| Cortificate Frecllmend Raguarts Fiacy il cortficains in e Kolouing ey
| Sarvart Casel Truribid Rty Lot seee
IrierTnatiste Garmicason AOrTes B,
Pt Canca
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@2@ FINISH IMPORTING THE SB2
SUBORDINATE CA 1 CERTIFICATE

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

=

Coampleting the Certificats Impert Wizard

True Cevnicite will o wrguenied sfe o Cick Finen

LT i e dnllowineg. WEErEH

Cardficats Siree Salerad by Uner I pr s e P P
(=t CorSficaiy
Fir Farne L ey it | Doweriioechy'| 5 3P oS shasd raiel A

A SUCCESSFUL IMPORT

Once the SB2 Subordinate CA 1 certificate is imported successfully, a
confirmation message will appear. Click OK to continue.
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VERIFY SB2 SUBORDINATE CA1IN
@2 CERTIFICATES LISTS

After the SB2 Subordinate CA 1 Certificate has been successfully imported, it
will appear in the Intermediate Certification Authorities list as illustrated below:

B cenmgr - [Cendicenes - Cuerent Userdenemediste Centifiation Ausnones:Cerificstes]

File Amon  Wew Help

qaratice terded Purposes. M 2 et
PR CodeSigning ~ <Mone:
0w al= aNones
e e g Wind L
232035 | = L
V42015 <Al Mo
it Code Sgneg Maras
T/030 1614130 36, MNone:
24 Server Authertticat Plane:
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@2@ VERIFY SB2 SUBORDINATE CA 1 -
PART1

By double-clicking the SB2 Subordinate CA certificate — or right-clicking the

mouse button and selecting Open, you should see the following window. Select
the Certification Path tab in this window:

s Comidiate ®
'
4

General [ty Corification Pas:

Irmsdend Fuarpras s
Cartificats Infermation d Gk Code Sagrin,
R

Code Sigring
<Alls

- A Rsot Comtif) cate
This certificate i intended for the following purposs(sk:

= All apgication poies

lirees Hartuars Code Sigring, Wind.  «Nowes

<Blls Mo
ateCh L Mor
wde Sigring Interm.  S5Lcom DY R Cade Sigring oy
BITDAOCTISET0E. rbficate Aut. & TAR1ATININIG, Mo
eomAPS incoepty . Clas 3 etification . Server AnEnLCat Moo

Tessed vo! SRS SubordnateCa

Tsswed by: SEZ Rooelh

Valld feom 9472005 85 42005
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@3@ VERIFY SB2 SUBORDINATE CA 1 -
PART 2

In the Certification Path tab of the SB2 Subordinate CA certificate, you should
be able to confirm these two important attributes of the certificate:

* That the certificate symbols of the two certificates chained together n
the Certification Path sub-panel at the top, do not have any yellow
warning symbols associated with them, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

g & Cerificate K

# Conersl Demi  Cortfcabos Pam

£ Comi S0 pat Experstion Dste  Imended Purpeses Friendy Mame Steeus  Cemdicme Tem_
ud Gd Code digrn. Bt G4 AIENG % =M
# Root Certificate t Cortificate fad. 120205 More:
wlows Mardwere . Microsoft Root Authomey 122002 = MNome:
Raeh Agerey e
e SB2 RoatTA <M
Mo warning icons are associated with e Signing irterm.,  S5Lonm BV Rl Certification Auth <M
wither ceriificate, BITOTOTHATONR.  Microwadt TFM Roal Certifcate fet P
@mTFS Incerpby - Oass 3 Public Frimary Corfication - 10242016 Server Muthendicatio..  «<Nores

Certhoaie s

[T cortuate  OK

aK
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VERIFY SB2 SUBORDINATE CA1:
PART 3

Follow these steps to create a Friendly name for the SB2 Subordinate CA1:
1. Choose the Details tab.
2. Click Edit Properties (image1).
3. Add name in Friendly name field (image 2).
4. Click Apply then Click OK to finish.

Friendly names make identifying SubordinateCAs easier in the certificates list
(image 3).

Certificate Properties

General (ross-Certificates OCSP  Extended Validation

Show:  <All> v Friendly name: SB2PROD
De
Value
Vi Certificate purposes
00ROt 27 INIAN0N0d. . © Enable all purposes for this certificate:
[ |Signature algorithm sha256ECDSA =
|| signature hash algorthm sha256 ) Disable all purposes for this certificate
US, StrongAuth Inc, 1, SB2 Reo... (2 Enable only the following purposes

-] 1ssuer
[

Wednesday, November 19, 20...

Monday, November 19, 2035 4...
US, StrongAuth Inc, 1, 2, SB2S...

Edit Properties...

Copy to File...

oK

Note: You may only edit certificate purposes that are allowed by
the certification path.

Server Authentication

Client Authentication 1
Code Signing

Secure Email

Time Stamping

Microsoft Trust List Signing

Microsoft Time Stamping

E certim - [Certificates - Local Computer\Iintermediate Certification Authorities\Certificates] a
File Adion View Help
e 2@ 0 = HE
G5 Certificates - Local Computer Issued To Issued By Expiration Date  Intended Purposes  Friendly Name
1 Personal 3] Microsoft TPM Root Certificate . Microsoft TPM Root Certificate Aut..  12/10/2039 <All> <None>
- ;'“‘"*",““:‘Cf“"“ﬂ“"" EglMicrosoft Windows Hardware C.  Microsoft Root Authority 1273172002 Code Signing, Wind..  <None>
2 Ir:’[::’;’:;g’“c‘“ scation. | || Roet Agency Root Agency 123172039 <All> <None>
v rmedi ificati
= i 52582 SubordinateCA $B2 RootCA 11/19/2035 <All> <None>
_ Certificate Revocation
e 55582 SubordinateCA SB2 RootCA 11/19/2035 <All> SB2PROD
} Teusted Publishers Lg) STM-KEYID-FB17D700734870E9... Microsoft TPM Root Certificate Aut..  5/7/2030 136141311.2136,..  <None>
5] wwwerisign.com/CPS Incorpby - Class 3 Public Primary Certifi " Server i <None>

7 Untrusted Certificates
1 Third-Party Root Certificat
| Trusted People
1 Client Authentication Issuc
Preview Build Roots
1 Test Roots
AAD Token Issuer
ple
fication Authorit

R AP,

rtification Authorities store contains 7 certificates.
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IMPORT THE SB2 SUBORDINATE CA
2 CERTIFICATE

Import the SB2 Sub CA 2 certificate by repeating steps C19 - C31 Remember to
verify the Sub CA 2 certificate is selected during the process.

RESTART THE COMPUTER

Save any open files you may have and restart the computer.
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T
ACCESSING SB2PROD INVITATION
LINK

This section will review the steps of accessing the invitation link you received to
register a FIDO credential with your Yubikey 5C NFC Security Key with the
SB2PROD site.

You must have the Yubikey 5C NFC Security Key — with Security Key PIN and the
SB2PROD Invitation URL that was sent to you for the FIDO registration process.

@2 PLUG IN THE YUBIKEY 5C NFC
SECURITY KEY

Plug the Security Key into the USB-C port (or the USB-C to USB-A adapter)
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[))SY IDENTIFYING THE USB-C PORT

Locate the USB-C port—typically found along the edge of the computer, it
features a compact design with smooth, rounded corners that set it apart from
traditional USB-A ports.

The image below shows both a USB-C port and its matching male connector.
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DY/ NO USB-C PORT? NO PROBLEM.

With the USB-A to USB-C adapter provided by the Administrator of your SB2
site, simply plug the USB-A end into the computer and insert the Security Key
into the USB-C port.

The provided USB adapter pictured below.
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[»))S§ OPEN THE EDGE BROWSER

To begin, access the Edge browser by selecting its icon from the Windows
taskbar.

-l © Type here to search
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@@ FIND THE EDGE BROWSER DROP
DOWN MENU

Locate the three-dots icon on the right side of the screen and select it.

— a X

v) =~ @]

Dorado “a 29°C €§3 Iniciar s
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[D)y/8l OPEN A NEW InPRIVATE WINDOW

Always use Edge InPrivate mode to access the SB2PROD platform URL
(https://sb2.strongkey.com)

) = &

<) Newtab Ctrl+T

0 New window Ctrl+N .
(2 New InPrivate window Cirl+Shift+N
Zoom — 100% + A
Favorites Ctrl+5Shift+0
History Ctrl+H
Tab groups >
Downloads Ctrl+J
'::3 Extensions g

<~ 0 O %

SB2PROD PLATFORM URL

In the InPrivate browser address bar, enter the provided SB2PROD Platform
invitation link. You will receive the link in an email from a member of the
StrongKey Team.

The SB2 registration invite URL is long so it will be advantageous to
use the “cut and paste” options. Here is an example of what the
URL will look like:

https://sb2.strongkey.com/sb2/register?
hash=3d500dec79f6ec257ebddcc56hj78ff1f2d31d557d4c7bf5654
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https://sb2.strongkey.com/

D)9} SELECT THE CERTIFICATE

A pop-up window will display the available certificates (yellow box). The name
in the prompt should match your name, as created by the Administrator of the
SB2 PROD site. Select the presented certificate and click OK to proceed.

You will only see a certificate prompt if the SB2 Root CA and SB2
Subordinate CA certificates were imported correctly on your
computer. If you do NOT see a certificate prompt, please contact
support@strongkey.com for support.

For quick access, place your favorites here on the

Select a certificate for authentication

Site ey.com:443 n your credentials:
F_A A A A A AN A A A S A

1 .
5B2 SubordinateCA
2/22/2026

What InPrivate browsing does

Always use "Strict” tracking prevention when browsing InPrivate
ff. we'll use the same tracking prevention setting :
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mailto:support@strongkey.com

[®JI[(®] ENTER SECURITY KEY PIN

The next dialog box will prompt for the Yubikey 5C NFC’s PIN. Enter and click
OK to continue. This PIN should have been provided to you by the
Administrator of the SB2 site.

For instructions on changing the PIN, refer to the Appendix of this guide.

InPrivate browsina

Windows Security >

Smart Card

Please enter your PIN.

th with v I ‘P N |

Click here for more information

oK Cancel
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[®]ljl] SB2 PLATFORM LANDING PAGE

his privacy.).

Upon successful authentication with the digital certificate, the following one
time SB2 Landing Page will be displayed. This page has three (3) sections:
* On the left-hand side, some details of your digital certificate information
will be displayed (Cypher’s critical details have been redacted to protect

* Legal disclosures for the SB2 platform are located in the middle section.
You must scroll all the way to the bottom and agree to the terms
disclosed before you may continue with this process.

* Use the right-hand panel to nickname your Security Key. This makes it
easier to identify each key if you use more than one.

Your Digital Certificate

Learn More

Username
rau

Full Name
e

" INTENTIONALLY BLURRED
B FOR YOUR PROTECTION

00:48:52 EST 2031

() STRONGKEY SB2

Disclosures

If you agree with the terms presented
here, check the box below and register
your Security Key. You agree to!

1. Accept the assigned digital
certificate shown here.

2. Register a new FIDO credential on
the assigned Security Key, to be
used ONLY by you and not to share it
with or assign to others

. Use the applications available to you
in accordance with US laws
governing export control of
encryption.

. Among the types of Personal Data
that this Application collects, there
are: Narme; email address.
StrongKey collects your name, e-
mail address and SB2-usage
information for conducting business
transactions with Strongkey;

Your Security Key

You were provided with a Security Key
(resembling the following image),
containing a digital certificate enabling
you to see this site. The Security Key will
also be used to register a new FIDO
credential to authenticate you.

You may give the Security Key a nickname
below - such as “]JD's vault credential” or
“John Doe's access key” - to distinguish it
from additional Security Keys you may
already own and/or acquire in the future.

When you select Register below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
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[®]1)Z4 TERMS & CONDITIONS

Review and accept the terms and conditions in the Disclosures panel. The “I
agree” box must be checked before proceeding with Security Key registration
(see D13 image).

GIVE SECURITY KEY NICKNAME:
PART 1

|

In the Security Key panel on the right, enter a descriptive nickname for the key
in the "Name" field. Then select Register to complete the process. Names are

typically short (up to 16-20 alpha-numeric characters), such as:

John's Yubikey 5C Security Key for sb2.strongkey.com
Yubikey for sb2.strongkey.com

Organization
StrongAuth Inc

E-Mail

INTENTIONALLY BLURRED FOR
¥OUR PROTECTION,

i Cl LdReS diJp R Tale
security measures to prevent
unauthorized access, disclosure,
rodification, or unauthorized
destruction of the Data.

. The Data concerning the User is
collected to allow the Owner to
provide its Service, comply with its
legal obligations, respond to
enforcement requests, protect its
rights and interests , detect any
malicious or fraudulent activity, as
well as the following: User data
management, Registration and
authentication.

1. User Data Management: This type of
service allows the Owner to build
user profiles by starting from an
email address, a personal name, or
other information that the User
provides to this Application

. Registration and Authentication: By
registering or authenticating, Users
allow this Application to identify
them and give them access to

edicated services.
| agree

Copyright & 2001-2026 StrongAuth, Inc. (dba StrangKey)

You may give the Security Key a nickname
below - such as “JD's vault credential” or
“John Doe's access key™ - to distinguish it
from additional Security Keys you may
already own and/or acquire in the future

‘When you select Register below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
blinking LED on the Security Key

Name

1| sB2 Work Key|

Cancel Register
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GIVE SECURITY KEY NICKNAME:
PART 2 - PASSKEYS OPTION

D&

A box will appear at the top of the page providing the option to create a
Passkey. DO NOT CREATE A PASSKEY. Click on Back to continue.

Passkeys

[e] Use your phone or tablet
Scan this QR code with the camera on the device where you want
to create and save your passkey for skpr.com

Cancel
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@'ﬂg SELECT EXTERNAL SECURITY KEY

A box will appear at the top of the page. Click on Windows Hello or external
security key to choose a security key and continue.

Choose where to save your passkey for skpr.com

D Windows Hello or external security key >

m
Ll

Use a phone or tablet

Cancel
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[JI[G] SECURITY KEY SETUP

A dialog box will verify the Security Key is being setup to login to the SB2
Platform. Click OK.

Windows Security >

Security key setup

Set up your security key to sign in to strongkey.com as
raul.rodriguez@strongkey.com.

This request comes from Msedge, published by Microsoft
Corporation.
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[®)]ly/d CONTINUE SETUP

This message is to inform the user the SB2PROD Platform will create a
credential on the Security Key. Click OK.

Windows Security >

Continue setup

This will let strongkey.com see the make and model of your
security key

strongkey.com wants to create a credential on your security key.
This lets you sign in without having to type your username.

Mote: A record of your visit to this site will be kept on your
security key.

e
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[®JIfS] ENTER SECURITY KEY PIN

To continue adding a credential to the Security Key, enter the PIN and click OK.

This step is called User Verification (UV) in the FIDO ecosystem. It
confirms that the SB2PROD platform is interacting with the
legitimate Security Key owner by verifying your PIN, which should
never be shared. Each time you use your FIDO credential to sign in,
you'll complete this UV step as a required security measure.

Windows Security X

Continue setup

Please enter your security key PIN.

g ssssee o

Y

OK -0 Cancel
79
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[)If$)] TOUCH THE SECURITY KEY

To continue the setup, touch the metal contact visible on the Security Key with

your finger - it will have a light-emitting diode (aka LED) blinking to indicate
where it must be touched.

This step is called the “Test of User Presence” (TUP) in the FIDO
ecosystem. It ensures that no remote attacker can impersonate
you, because they would need both your Security Key and your
physical interaction at your computer. Each time you use your
FIDO credential to sign in to the SB2 platform, you'll complete this
brief TUP check as a security safeguard.

Windows Security

Continue setup

e

D

Touch your security key.

Cancel

SB2-HowTo-SB2PROD-Yubico-Yubikey-5C-NFC-User-Guide-Windows-10-v3.odt, May 11, 2026 P 70




[9)71®)) SB2 CONFIRMATION

After touching the Security Key, SB2PROD wiill flash a blue message confirming
successful registration.

Organization oo P
StrongAuth Inc security measures to prevent
unauthorized access, disclosure,

modification, or unauthorized 4
destruction of the Data. " You've successful

. The Data concerning the User is You may give {h? registered d
collected to allow the Owner to below - such 3
provide its Service, comply with its
legal obligations, respond to
enforcement requests, protect its
rights and interests , detect any
malicious or fraudulent activity, as
well as the following: User data
management, Registration and
authentication.
User Data Management: This type of Name
service allows the Owner to build
user profiles by starting from an SB2 Work Key
email address, a perscnal name, or
other information that the User
provides to this Application
Registration and Authentication: By
registering or authenticating, Users
allow this Application to identify
them and give them access to
dedicated services.

| agree Continue

Click 'Continue’ to proceed
to the login page.

s =gister below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
blinking LED on the Security Key.

Copyright ® 2001-2026 StrongAuth, Inc. ([dba Strong Key)
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@Zﬂ USER AUTHENTICATION

The next dialog box will verify the user. Enter the PIN to the Security Key and
click OK.

Windeows Security X

L]
Making sure it's you — =
Please sign in to strongkey.com. f_ :
This request comes from Msedge. published by Microsoft o
Corporation.
.
Please enter your security key PIN.
P
7 | o |eceeee I
- T e e - -
RS L Cancel
=1
L3 P
0 Disclosures @ Privacy Policy
CERTIFD
Copyright © 2001-2026 StrongAuth, Inc. {dba StrongKey)
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[ TEST OF USER PRESENCE (TUP)

To continue the login procedure, touch the metal contact on top of the Security
Key - this confirms a user is present and attempting to sign in from that
computer with a legitimate credential on the Security Key.

‘D Contact Us
Windowes Security X ) L]
Making sure it's you —
Please sign in to strongkey.com. /.ﬂ"’.-—-f O —
This request comes from Msedge, published by Microsoft /
Corporation.

i

Touch your security key.

| Cancel

9 Disclosures @ Privacy Policy
CERTIFIE
Coowvriaht € 2001-2026 Stronaduth. Inc. idba Stronakev
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[®)?2)5] SB2 PLATFORM DASHBOARD

CONGRATULATIONS! Your access to the SB2PROD Platform has been
successfully established, and your Security Key with your new FIDO credential
is registered. Your account name is displayed on the right side of the screen.
You may click the gear icon to edit your profile.

All SB2 users have access to two primary applications and:

1. StrongKey CryptoCabinet (SKCC): For securely storing and sharing
encrypted files containing sensitive data.

2. StrongKey Content Distribution (SKCD): For storing and sharing digitally
signed, unencrypted documents.

3. Settings, Notifications and profile picture.

Clicking either image on the SB2 Dashboard opens the application in a new
browser tab. Detailed user guides for both SKCC and SKCD are available
separately.

{)STRONGKEY @B

Dashboard

SKCC SKCD

Encrypted Vault to safely share files with StrongKey Content Distribution App
trusted recipients.

WELL DONE!
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APPENDIX

NOTE: This document is for StrongKey customers, employees, suppliers and partners who will
interact with the StrongKey Production SB2 cluster (“SB2PROD”) for business operations.

COPYRIGHT & NOTICES

Copyright 2001-2026 StrongAuth, Inc. (d/b/a StrongKey), 21060 Homestead Rd Suite 222 Cupertino CA
95014, U.S.A. All rights reserved.

StrongAuth, Inc. has intellectual property rights relating to technology embodied in the product that is
described in this document. In particular, and without limitation, these intellectual property rights may
include one or more U.S. patents or pending patent applications in the U.S. and in other countries. U.S.
Government Rights—Commercial software. Government users are subject to the StrongAuth, Inc. standard
license agreement and applicable provisions of the Federal Acquisition Regulations and its supplements.
This distribution may include materials developed by third parties. StrongAuth, StrongKey, StrongKey Lite,
StrongKey CryptoCabinet, StrongKey CryptoEngine, StrongKey FIDO Server, StrongKey Tellaro, StrongKey
Tellaro Small Business Security Bundle (SB2), the StrongAuth logo, the StrongKey logo, the StrongKey Lite
logo, the StrongKey CryptoCabinet logo and the StrongKey CryptoEngine logo are trademarks or registered
trademarks of StrongAuth, Inc. or its subsidiaries in the U.S. and other countries.

Products covered by and information contained in this publication are controlled by U.S. Export Control
laws and may be subject to the export or import laws in other countries. Nuclear, missile, chemical or
biological weapons or nuclear maritime end uses or end users, whether direct or indirect, are strictly
prohibited. Export or reexport to countries subject to U.S. embargo or to entities identified on U.S. export
exclusion lists, including, but not limited to, the denied persons and specially designated nationals lists is
strictly prohibited.

DOCUMENTATION IS PROVIDED “AS IS" AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS
AND WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE OR NON-INFRINGEMENT, ARE DISCLAIMED, EXC
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This appendix guides you through changing your PINs on the Yubico Yubikey 5C
NFC Security Key.

CHANGING A YUBIKEY 5C NFC PIN

The Security Key is a very powerful cybersecurity device and represents the
state-of-the-art in multi-factor authentication (MFA) technology that does not
use any passwords. The MFA is supported by the:

* Possession factor — where the physical possession of the Security Key is
essential to the authentication process;

* Knowledge factor - where know the PIN to the Security Key is also
essential to the authentication process.

Since the Security Keys provided with the SB2 use two different NIST-approved,
passwordless authentication protocols, there are two containers for the
cryptographic keys used with the protocols. Each container is managed by a
separate PIN.

However, StrongKey recommends using the SAME PIN to both containers of
the Security Key to reduce the burden on users. As long as the Security Key is
safely in the possession of the legitimate user, and the legitimate user is NOT
sharing the PIN to the Security Key with anyone, the user will be complying
with one of the strictest security policies recommmended for access control.

This document outlines the process for changing the two required PINs — one
for the PIV certificate and the other for the FIDO credential.
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AP2 OPEN THE YUBICO
AUTHENTICATOR APPLICATION

To begin, access the Yubico Authenticator application by selecting the
Windows start icon from the Windows taskbar.
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J°\=2X8 SELECT YUBICO AUTHENTICATOR

From the menu, select the Yubico Authenticator application. If it does not
appear, type ‘Yubico Authenticator’ in the search bar or scroll down in the

recently added tab.

@ Deli supportassist

{8 Dell Update

201PM

£ hype here to search %’ 1 > B 11/3/2025 E
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N2V USING THE SEARCH BAR

After typing a few letters of Yubico Authenticator, the application will display.
Hit Enter on the keyboard or click on the application name to access.

Al Apps Documents Web More =

Best match

EE—
-—IIE Yubico Authenticator
App

Search the web

— Xmin

Yubico Authenticator

L yu - See more search results App

@& vubikey
irefc g8y Yuta Watanabe Open

Run as administrator

: £ yuppow

E ,O yumove for dogs Open file location

GoTe 2 Unpin from Start
Golc O yuki

L yu-gi-oh
nq #1 Yungblud

Chron F‘ Yul Brynner

Pin to taskbar
Uninstall
Help from the Web
Setting up YubiKey for MFA
’O i Using YubiKey with Google accounts

pel yuzu Fixing YubiKey PIN unblock errors
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THE YUBICO AUTHENTICATOR
APPLICATION

APS

Upon opening, the application displays the screen shown below and indicates
“No Yubikey Present.”

. # Yubico Authenticator o E P
= 0
Application
Vg v M Home PP
A No Yubikey present 4

553 Settings

Change application preferences

A Home ® Help and about

Troubleshoot and support

L

Insert your YubiKey

V2\Z{GH INSERT THE YUBIKEY 5C NFC

Plug the Security Key into the USB-C port.
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/°\=y/8l IDENTIFYING THE USB-C PORT

Locate the USB-C port—typically found along the edge of the computer, it
features a compact design with smooth, rounded corners that set it apart from
traditional USB-A ports. The image below shows both a USB-C port and its
matching male connector.
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'NZIER NO USB-C PORT? NO PROBLEM.

With the provided USB-A to USB-C adapter, simply plug the USB-A end into the
computer and insert the Security Key into the USB-C port.

The provided USB adapter pictured below.
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CHANGING THE DIGITAL
CERTITICATE PIN

AP

From the home screen, navigate to the left and select the Certificates option
from the menu.

" Vvubico Authenticator = O X

= a

o Home DEVICE

) 5 Toggle applications
YublKey 5CNFC / @ ~  Enable/disable applications
A . .
Serial number: 34648813 & Factory reset
Firmware version: 5.7.4 Restore YubiKey defaults
PIV  FIDO2
g

« DIGITAL CERTIFICATES
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Y\C4I(O CHANGE PIN OPTION

Select the Change PIN option from the Manage menu on the right.

P vubico Authenticator = O x

- } |
o Certificates o MANAGE

Change PIN
At
). nervication

@ StrongAuth Inc, SB2TLSCLIENT,1.3.6.1.4.1.10514.5!
Change PUK A
e Digital Signature Blocked, factory reset needed
No certificate loaded
o Management key
:? @ Key Management PIN can be used instead
StrongKey, RSA 4096,2.5.4.4=Boyer,2.5.4.42=Clif

= e Card Authentication
No certificate loaded
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2\CJIIM ENTER PIN INFORMATION

* In the top field, enter the default PIN: 123456.
* Enter the new PIN in the middle field. The PIN must contain 6 to 8
characters.

* Re-enter the new PIN in the final field to confirm.

# Yubico Authenticator = a X

Change PIN

 Current PIN

A PIN must be at least 6 characters long. 6/8

 Confirm PIN

6/8

Cancel Save
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SAVE NEW PIN

Click Save. The application returns to the previous screen. If the process is
successful, a “PIN changed” notification briefly appears at the bottom of the
screen.

¥ VYubico Authenticator — ] b4

Change PIN

r Current PIN

=

Default PIN used

— New PIN

A PIN must be at least 6 characters long.

r Confirm PIN
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CHANGING THE FIDO CREDENTIALS
PIN

To update the second PIN, click on the Passkeys menu option to the left.

# Yubico Authenticator = ] X
= a
) 1 Manage
o Yubikey 5CNEC Certificates :
“ S/N: 29471450 F/W: 5.4.3
Change PIN
[123]
@ Authentication = 3 attemnpts remaining
No certificate loaded
(1 Home Change PUK

Digital Signature 2 attempts remaining
™ AETITE choyer, Clifton Boyer, For SB2 Test Use Only, StrongKey

Oy

== G Management key

@ Key Management PIN can be used instead
.:? Passkeys No certificate loaded

Card Authentication

B8 Certificates No certificate loaded

?3 Slots
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IS PASSKEYS MENU

In the Passkeys menu, select Request Access.

¥ Yubico Authenticator — a X

o YubiKey 5C NFC P ass keys FIDO2
. S/N: 29471450 F/W: 5.4.3
Administrator privileges required
WebAuthn management requires elevated privileges

(1 Home Alternatively, you can use Windows Settings to manage
FIDO configuration

2. Accounts r all ) .
= DL ISl 7 Open Windows settings )

a9 Passkeys

[EF Certificates

@3 Slots

YUBICO AUTHENTICATOR
APPLICATION PERMISSION

AP15

The Yubico Authenticator application will ask Windows for permission to
implement changes on the computer. Click yes.
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J\JI8 CHANGE PIN OPTION

Select the Change PIN option located on the right of the screen.

# Yubico Authenticator

= o

o YubiKey 5C NFC Passkeys FiDo2 Manage
+ S/N: 20471450 F/W: 5.4.3

Enter the FIDO2 PIN for your YubiKey

PIN

(7] Home [' )

S« Accounts ~
1 Unlock
a9 Passkeys

[E3 Certificates

?3 Slots
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/N2yl ENTER PIN INFORMATION

* Inthe text field marked Current PIN type in your current PIN. If you have
not changed it, it is 123456 by default.

* Inthe text field marked New PIN enter a new PIN of your choice. It must
be a minimum of 6, and up to 63 characters.

* Inthe text field marked Confirm PIN enter the same PIN you selected.

# Yubico Authenticator = E *

(O

Cancel Save
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A\IIS) SUCCESS!

The display will return to the Passkeys menu, and a notification stating "PIN
Reset" will briefly appear at the bottom of the screen.
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