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NOTE: This document is for StrongKey customers, employees, suppliers and partners who will
interact with the StrongKey Production SB2 cluster (“SB2PROD”) for business operations.

COPYRIGHTS AND NOTICES
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U.S.A. All rights reserved.

StrongAuth, Inc. has intellectual property rights relating to technology embodied in the product that is
described in this document. In particular, and without limitation, these intellectual property rights may
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Tellaro Small Business Security Bundle (SB2), the StrongAuth logo, the StrongKey logo, the StrongKey Lite
logo, the StrongKey CryptoCabinet logo and the StrongKey CryptoEngine logo are trademarks or registered
trademarks of StrongAuth, Inc. or its subsidiaries in the U.S. and other countries.

Products covered by and information contained in this publication are controlled by U.S. Export Control laws
and may be subject to the export or import laws in other countries. Nuclear, missile, chemical or biological
weapons or huclear maritime end uses or end users, whether direct or indirect, are strictly prohibited. Export
or reexport to countries subject to U.S. embargo or to entities identified on U.S. export exclusion lists,
including, but not limited to, the denied persons and specially designated nationals lists is strictly
prohibited.

DOCUMENTATION IS PROVIDED “AS IS” AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
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PURPOSE OR NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS
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This guide will help you set up your Swissbit iShield Key 2 Pro ("iShield2") by
installing the necessary software and drivers. It also covers how to configure your
PC to access the StrongKey Production SB2 cluster ("SB2PROD").

The SB2PROD platform allows you to:
» Securely share information with StrongKey using the SKCC app.
» Download Tellaro software releases via the SKCD app.

« Access new secure services as StrongKey expands its customer support
tools.

The StrongKey Support Team

| PREREQUISITES

* Windows 1l

* Edge version Browser, 145.0.3800.97

* Swissbit iShield Key 2 Pro

* Internet Connection

* USB-C port or USB-C-to-USB-A adapter
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SECTION A

@srkonexsr

/AI=1" INSTALLING THE SWISSBIT iSHIELD KEY
Al MANAGER

The The Swissbit iShield Key Manager is necessary to use the iShield2 Security
Key.
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| "\E DOWNLOAD SWISSBIT iSHIELD KEY

» MANAGEMENT KIT (WINDOWS)

To download the iShield Key Management Kit for Windows 11, go to
https://www.swissbit.com/en/my-swissbit/download-center. Next, follow these
steps:

1. Scroll down to Authentication Products and expand by clicking the plus

2. Select iShield Key 2 (USB-C / NFC)

3. Download iShield Key Management Kit (Windows)

Authentication Products

iShield Key 2

Downloads with a & symbaol are only available after login

Products Industries

Flyer: Supply Chain Security

General Documents Flash Storage Authentication Cybersecurity

¢ ll Business Brief: More Security,
Clear ROI

gield Key 2

iShield Key 2 (USB-C / NFC) \V4

iShield Key Management Kit l
(Windows)
Bl
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https://www.swissbit.com/en/my-swissbit/download-center

 OPENING THE iSHIELD KEY

_ \ﬁ MANAGEMENT KIT (WINDOWS) FILE

After clicking the download link, MS Edge will display a pop-up confirming the
iShield Key Management Kit file has been successfully downloaded and ready
for access. Click the open file link.
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@ Fiyer: Supply Chisis Security
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[T

[ﬁ iEkieid Key Management BT
2 fWindows)

& Pl Kay Managemant Ky
(linex zB6_E4: Ubuntu, Bebisn)

ihieid Key Management Sit

{meacns) J
o
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NO POP-UP WINDOW? NO
. PROBLEM.

If the pop-up does not appear, or is inadvertently closed, access the
downloaded file by clicking the 3-dot menu on the right side of the MS Edge
tool bar. Next, click on Downloads in the drop-down menu.
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o

A5 CLICK EXTRACT ALL

v

After selecting Downloads, extract the Swissbit files from the ZIP folder. Click
Extract all.

o oy M

& b Citai) Moy Marssgererd L e i B gy f
& Poresy
B »
Pl 1]
P e "-, ™
i —
g reten ] £ - T
. A zipped foldericon
= indicates the files e s i LR
T — i {35 £1 M
. need extraction.
| i g i s
o I|. “u mm - | B rr—a .:..n..-luu a1m
T s i il
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SELECT DESTINATION FOLDER

After choosing the destination folder, ensure the ‘Show extracted files when
complete’ option is selected. Click Extract.

et . - m] X
. iShield_Key_Management _Kit. > -
T Cc [J > Downloads > iShield Key Management Kit Windows (3).zip > Search iShield_Key Management Q
1
N Sort = View v [FR_Extract all s (B Details
——— N X
> @ Cyper - Personal O Name

€ 4= Extract Compressed (Zipped) Folders
iShield_Key_Manager
@l Desktop Select a Destination and Extract Files

& Downloads Files will be extracted to this folder:

g Documents C\Users\Cypher\Downloads\iShield_Key_Management_Kit_Windows (3) Browse...

8 show extracted files when complete

»
»
»
A Pictures »
@ Music »
3 videos »

|_Key_Management_Kit_Wi...
StrongKey Imag

tem)
Documents for f
$82 MPKI selecta Flng\e file to get more
nformation and share your
MPKI Videos Hloud content.

Cancel
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OPEN FILE

Double-click or Right-click the file to open.

er - = (m] X
o iShield_Key_Management Kit. X +
(= ap @& (J > Downloads > iShield Key Management Kit Windows (3).zip Search iShield_Key Managemeni Q
b (8] Ty T sort ~ = View ~ (8 Extractall s () Details
> @ Cyper - Personal O Name Type Compressed size
‘ [ ] iShield_Key_M 1ent_Kit Winc r qe folder
I Open I
@l Desktop » Explore
4 Downloads # Cut
= Documents # Copy
P Pictures » Delete
o Music » Properties
i3 videos »
iShield_Key_Management_Kit_Wi...
StrongKey Imag
Details
Documents for |
Type File folder
SE2MEK] File location C:\Users\Cypher\Downloads...
MPKI Videos

Date modified 10/17/2025 411 PM

ﬂ Properties
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ML

OPEN THE iKM (iSHIELD KEY

> MANAGER) FOLDER

Next, open the iKM folder.

> @b Cyper - Personal

@l Desktop »
 Downloads #
= Documents #

P8 Pictures »

O Music »
& videos »
StrongKey Imag
Documents for |

SB2 MPKI

iShield_Key_Management_Kit. X +
& > T C Qo >
@ New ~

Ej Gallery ¥ Today

] CHANGELOG.md

™ LcENSE

D version.txt
minidriver

iKMcli

iShield_Key Management_Kit Windows

T Sort ~ = View ~

Date modified

3/13/2026 3:29 PM
3/13/2026 3:29 PM
3/13/2026 3:29 PM
3/13/2026 3:29 PM
3/13/2026 3:29 PM

3/13/2026 3:29 PM

Type

MD File

File

Text Document
File folder

File folder

File folder

Size

5KB

TKB

1KB

Search iShield_Key Managemeni Q

(1) Details

iShield_Key Management_Kit Wi...
(6 items)

Select a single file to get more
0 information and share your
cloud content.
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Double-click or right-click the “ishield_key_manager.msix” file and follow the

prompts.
p - =] X
~ iKM x 4L
&« > ™ () = iShield_Key_Management_Kit Windows KM > Search iKM Q
@ New ~ N Sort ~ = View > =L (B Details
@
/\' Home O Name Date modified Type Size
~ Toda
Ej Gallery
| | ishield_key_manager.msix /13/2026 3:29 PM MSIX File 21,502 KB
> @ Cyper - Personal
opensource-licenses 3/13/2026 3:29 PM File folder

@l Desktop »
4 Downloads #
& Documents #
A Pictures »
@ Music »
& videos »

= StrongKey Imag

~ Documents for F

~ SB2 MPKI

2 items

iKM (2 items)

Select a single file to get more
0 information and share your
cloud content.
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5 CLICK INSTALL

Click Install.

Install iIShield Key Manager?

Publisher: Swissbit Germany AG

Version: 1.13.1.0

Source: C\Users\Cypher\Downloads\iShield_Key_Management_Kit_Windows
(2)\iShield_Key_Management_Kit_Windows\iKM\ishield_key_manager.msix

Capabilities:

» Uses all system resources

» Access your Internet connection
* Run as administrator

Launch when ready Install

@ I Internet applications can potentially harm your computer. If you do not trust the
“® source, do not install this software. Learn more
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END USERS LICENSE AGREEMENT

Scroll to the bottom of the window and check the box that states you have
“read and understand” the terms. Click Confirm.

E Shield Key Manager — [m] X

End Users License Agreement (EULA)

AYISTIITHIL U3 1L URRITe WY T LTS U DTS U1 UL 2,

§ 6 Term and Termination

The term of this Agreement shall commence on the date of Swissbit's order confirmation and shall continue until
terminated as set forth below, however, our Privacy Notice and Cookie Notice may remain in effect even after
expiry or termination of the Agreement. This Agreement shall terminate automatically without notice or action
by Swissbit (a) if you breach any material term or condition of this Agreement; or (b) in the event you become
insolvent or makes an assignment of this Agreement for the benefit of creditors or if any other bankruptcy
proceedings are commenced by or against you.

Upon any termination of this EULA, or license granted pursuant to this EULA, or upon expiration of a term
license: (a) all Software Licenses will immediately terminate; (b) You immediately cease all use of the Software;
and (c) You must either deliver to Swisshit or irrevocably destroy all copies of Software and Documentation.

§ 7 General

This Agreement, including Exhibits attached hereto, represents the entire understanding and agreement between
the parties, and supersedes any and all previous discussions and communications. Any subsequent amendments
and/or additions hereta shall be effective only if in writing and signed by both parties. You may not assign your
rights or obligations under this Agreement without the prior written consent of SWISSBIT. Subject to the
foregoing limitation on assignment, this Agreement shall be binding upon and inure to the benefit of the
successars and assigns of the respective parties hereto.

The Software, including Documentation, is subject to U.S. export contral laws, including the U.S. Export
Administration Act and its ass
countries. You will comply stric

ns, and may be subject to export or import regulations in other
ations and has the responsibility to obtain any licenses required to
export, re-export, or import So entation.

This Agreement shall be interp
and without regard to the Unit
any amendments thereto.
Except for payment an
responsible for any delay
reasonable control.

The place of jurisdiction is Ber]
If any part, term, or provision of
a federal, state, or local governmen

laws of Germany without reference to conflict of laws principles
Convention on Contracts for the International Sale of Goods and

protection of intellectual property, neither party is

f this EULA to the extent due to causes beyond its

ent shall be held illegal, unenforceable, or in conflict with any law of
g jurisdiction over this Agreement, the validity of the remaining
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iSHIELD KEY MANAGER

After clicking “confirm,” the iShield Key Manager will open automatically to the
Dashboard. After reviewing, you may close the iShield Key Manager
application.

B ishield Key Manager — =] X

iShield Key Manager :
Dashboard .
¥ iShield Key 2 Pro MIFARE o~ FIDO2 () B Passcode @ B PIV ()
Overview HOTPs, TOTPs and Passwords Personal Identity Verification

The iShield Key Manager must be run as an
administrator and your iShield Key must be Please select a slot - —

connected via USB to configure FIDO2. -— Installed: 1/ 25
Alternatively use the Windows settings to

X.509 Certificates

Code cee e
manage your FIDO2 PIN: Settings > Account >

Sign-in options > Security Key > Manage Vereion Version

v3.6.0 OpenFIPS201 v1.4.1
Serial Number
602782540039 Factory Reset l:

Firmware

vii2 I Details & Settings > J | Details & Settings > J
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SECTION B

@STRONGKEY

'L INSTALLING THE SWISSBIT
22§ MINIDRIVER FOR WINDOWS 11

This software is essential for enabling the use of a Swissbit iShield2 Security Key
on your computer. Before beginning the installation process, please review the
process and ensure your computer meets all prerequisites.
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Use File Explorer to return to your Downloads and Right-click or Double-click
the “iShield_Key_Management_Kit_Windows" folder.

+ Downloads x ar B = X
& 4 i G J > Downloads > Search Downloads Q,
@ New ~ &% 18] @D o] N Sort v = View ~ e (B Details

Name
A Home O

iShield_Key_Management_Kit Windows (3)

P Gallery X © &) W
> @b Cyper - Personal Cut Copy Rename Delete
L; Open Enter
Bl Desktop  # Open in new tab
+ Downloads # (7 Open in new window

=} Documents # < Pin to Quick access
P picures Pin to Start P S
= iShield_Key Management_Kit_Wi...
@ Music » B Compress to... > (3)
i3 videos » Copy as path Ctrl+Shift+C Details
StrongKey Imag &2 Properties Alt+Enter Type File folder
I File location Ci\Users\Cypher\Downloads
$B2 MPKI ) . ‘
B Open in Terminal Date modified 3/13/2026 8:30 AM
MPKI Videos
£7 Show more options /2 Properties
400items 1 item selected =0
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—
#3 OPEN THE MINIDRIVER FOLDER

Right-click or Double-click the minidriver folder.

— - - m] X
iShield_Key_Management_Kit. X< ar
<« T C [J > - iShield_Key Management_Kit Windows > Search iShield_Key_Managemeni Q
® New v N Sort ~ = View v ses (19 Details

~| Documents # [J Name Date modified Type Size

PN Pictures » v Today

D CHANGELOG.md 3/13/2026 6:08 PM MD File 5KB
O Music »
D LICENSE 3/13/2026 6:08 PM File 7KB .T
& videos » |
D version.txt 3/13/2026 6:08 PM Text Document 1KB
StrongKey Imag
iKM 3/13/2026 6:08 PM File folder
SB2 MPKI
iKMcli 3/13/2026 6:08 PM File folder

MPKI Vid
fceos 3/13/2026 6:08 PM File folder

iShield_Key_Mar
iShield_Key Management_Kit_Wi...

(6 items)

> [ This PC
v = USB321FD (D) Select a single file to get more
' ©® information and share your

> SB2 Document cloud content.

> ‘ﬁ Network

6 items
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—

Double-click the OpenSC “win64" minidriver. This will launch the iShield install

5B2 MPKI

MPKI Videos

> [ This PC

> ‘h Network

3 items

StrongKey Imag

iShield_Key_Mar

~ == USB321FD (D)

> SB2 Document

opensource-licenses 3/13/2026 6:08 PM

File folder

wizard.
L - [m] X
minidriver X +
< ™ G [ iShield_Key_Management_Kit_ Windows > minidriver > Search minidriver Q
@ New ~ T Sort ~ = View ~ s ([ Details
v
= Documents # O Name Date modified Type Size
P8 Pictures » ]
o Musi » 5 | OpenSC-0.26.3-swissbit-piv-wing4.msi I 3/13/2026 6:08 PM Windows Installer ... 11,332 KB
usic
5 | OpenSC-0.26.3-swissbit-piv-win32.msi 3/13/2026 6:08 PM Windows Installer ... 7976 KB
3 videos » h |

minidriver (3 items)

Select a single file to get more
o information and share your
cloud content.
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{iISHIELD KEY SETUP WIZARD

Follow the onscreen prompts. Click Next.

M OpenSC for Swissbit iShield Key (64bit) Setup - b4
gﬂpenSE Welcome to the OpenSC for Swissbit
iShield Key (64bit) Setup Wizard

The Setup Wizard will install OpenSC for Swisshit iShield
Key (64bit) on your computer. Click Next to continue or
Cancel to exit the Setup Wizard.

Back MNext Cancel
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 SELECT SETUP TYPE

Select Typical.

5 | OpenSC for Swissbit iShield Key (64bit) Setup — x
Choose Setup Type
Choose the setup type that best suits your needs E [IPE“EE

Installs the most common program features. Recommended for most users.

Custom

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Complete

All program features will be installed. Requires the most disk space.

Back Mext Cancel
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 INSTALL MINIDRIVER

Click Install, then approve the prompt allowing the Wizard to make changes to
your computer.

| Open5C for Swissbit iShield Key (64bit) Setup — X

Ready to install OpenSC for Swissbit iShield Key (Mhig I]pEI'I SC

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back '_ylnstall Cancel
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{ FINISH INSTALL

Click Finish. The Swissbit minidriver install is complete.

"M OpenSC for Swissbit iShield Key (64bit) Setup

0 ar Completed the OpenSC for Swissbit
B pen iShield Key (64bit) Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel
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SECTION C

@srnouexﬁr

When using Security Keys with digital certificates for authentication to an SB2
site, the SB2 Root Certificate Authority (CA) certificate of the site is a critical

component in establishing trust between your browser and the site. It ensures
the digital certificate on your Security Key was issued by that SB2 site and is

currently valid.
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2 ACCESS THE SB2 PKI PORTAL

All required CA certificates are available for download from the SB2 PKI portal
at https://www.strongkey.com/sb2pki. Comprehensive SB2PROD
documentation is also accessible through this site.

) httpsy s strongkey.com/sb2pki w Gl &
@ https://www.strongkey.com/sb2pki Q)
(JSTRONGKEY

Welcome to the StrongKey Tellaro Small Business Security Bundle (SB2) E——
This page provides information to help you get started working with 582 (T W
If you have any questions, please send an e-mail to gatsecyre@strongkey.com — S—

5B2 Production How To Configure CA Certificates
CA Certificates

& Dovrond ot ca e ———
— B HTML Windews 10 Windows 11 macos
= ’
== &

XY
Download Sub CA 2 '-j = Bror Windows 10 Windows 11 macOs

(Y

\ O Wideo: Windows 10 Windows 11 macOs

Yubikey Security Keys

B HTML Windows 10 Windows 11 macOs

SB2-HowTo-SB2PROD-swissbit-ishield-key2-pro-user-guide-windows11-vi6.odt, April 13,2026, P 25



https://www.strongkey.com/sb2pki

L

=7 . SB2 CA CERTIFICATES

On the SB2 PKI page, the following digital certificate files are available - they
must be downloaded by clicking their individual Download buttons:

- Download Root CA (SB2ProdRootCA.crt)
- Download Sub CA 1 (SB2ProdSubordinateCAl.crt)
- Download Sub CA 2 (SB2ProdSubordinateCA2.crt)

{(iSTRONGKEY

Welcame to the StrongKey Tellaro Small Business Security Bundle (5B2)

This page provides information to help you get started working with 582
If you have any questions, please send an e-mail to getsecure@@stronghey.com

i ™\
5B2 Production How To Configure CA Certificates
CA Certificates
e
3 Download Sub CA 1 BHML  Windows 10 Windows 11 macOs
‘_\_'\"' ! 'rf
3 Download subca 2 I3 =~ BroR Windaws 10 Windews 11 macOs
\, 0¥ video: Windows 10 Windows 11 macOs
Yubikey Security Keys
21 HTML: Windows 10 Windows 11 macs
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S
=C 4~ DOWNLOADING THE SB2 ROOT CA

First, click the Download Root CA button (1). The download will begin
automatically, and you'll see a dialog box confirming the file name once the
process is complete (2).

REPEAT this process for the Sub CA1and Sub CA 2 certificates.

Downloads

2P =

STRQNGKEY

Welcame 1o the StrongHey Tellaro Small Business Security Bundle (SB2)

This page provides information to belp you get started working with 562
Il you have ary questions, please send an e-mail 10 getseoyre@eliongkey.com

SB2 Production How To Configure CA Certificates
EA Certificates
0" Switshit Security Keys
I knclSd:-CA 1 D HTML: Wirdows 10 Windows 11 macE
& Download Sk EA 3 B roF: Windaws 10 Windows 11 macs
O yides: ‘Windows 10 Windows 11 macs
Yubikey Security Keys
D HTML: ‘Windows 10 Windows 11 macls
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| NAVIGATE TO THE WINDOWS
» START ICON &

After clicking the Windows Start icon, search for Manage user certificates to
find the settings application for overseeing and configuring security

certificates, including importing. Next, select the Manage user certificates
application.

The Manage user certificates application is also known
as certmgr (short for Certificate Manager). In this document, these
terms are used interchangeably.

Fnmgrie s
e Ci manage use centificates
otk ‘
frem A= o Apps  Documents  Web  Setiings  Folders  Photos L

Beeid mestch

3-" Manage user cenificates 9

|

o MENEQE User certificalss Manage user certificates

& opan
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To begin, expand the certmgr window by clicking and dragging the borders
(green arrows) to a larger size. This will provide a better view of the digital
certificates.

Next, click the arrow (yellow box) next to the Trusted Root Certification
Authorities folder to expand it, revealing the Certificates (red box) folder.

L
Tsiied Peopie
| Cliei Aeithuss bicatian Iy
§ Cmbe Pospie
Lzral horeRemavable Cornficater

Canbeat Envollment A
Seviart Card Trused Moty

Trusbed Rzot Certhoation Authantion siore cortmm 16 cortfcaten.
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INITIATE THE SB2 ROOT
CERTIFICATE IMPORT

Right-click the Certificates folder to open the context menu.

Select All Tasks, and click Import to start the Certificate Import Wizard.

Fils Aon  Wew  Help

3 nFf 0 s Bm
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CERTIFICATE IMPORT WIZARD

The Certificate Import Wizard will open. Click Next to proceed.
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)

ck the Browse button to locate the SB2 Root CA certificate file.
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OPEN THE SB2 ROOT CA
. CERTIFICATE

To find the SB2 Root CA Certificate, go to the SB2ProdRootCA.crt file's location,
which is typically the Downloads folder. Once the SB2ProdRootCA.crt is
located, select it and click Open.

% Open X
i~ > Downloads » 1-Clifton-Boyer-SB2TLSCA-SB2Prod (1) v C Search 1-Clifton-Boyer-SB2.. 2
Organize ¥ New folder =~ 0 0
> & Cyper - Personal Name Date m(}dlf\(_;d Type Size
~ Last month
Gl Desktop » 5] 1-Clifton-Boyer-SB2TLSCA.crt 3/17/2026 1:01 PM Security Certificate 2KB
ik akas o8 ] 1-SB2-RootCAcrt /2026 1:01 PM Security Certificate 1KB
 Downloads
5 1-5B2-SubordinateCAl.crt 3/17/2026 1:01 PM Security Certificate 2KB
B pocuments # No preview available.
5 1-5B2-SubordinateCA2.crt 3/17/2026 1:01 PM Security Certificate 2KB
P8 Pictures »
O Music *
& videos »
Chrmmmlms
File name: 1-SB2-RootCA.crt ~ | X.509 Certificate (*.cer*.crt) ~
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SELECT CERTIFICATE STORE

Ensure the Certificate Store field indicates the digital certificate will be added
to the Trusted Root Certification Authorities store before clicking Next to

continue.
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" FINISH IMPORTING THE SB2 ROOT
. CA CERTIFICATE

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

€ & Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:

| Trusted Root Certification Authorities

Certificate

C:\Users\Cypher\Downloads\1-Clifton-Boyer-SB2TLSCA-SB2Prod (1)\1-SB2-RootCA.crt
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SECURITY WARNING

A security warning will be displayed regarding the Root CA Certificate. Make
sure the name of the certificate and the Thumbprint (shal) shown in the
warning window match the content shown here:

SB2 RootCA
6DCFFF6eD D5B73DF9 26511DB6 9D0B4914 F1649542

If it matches /identically; click Yes.

If the Thumbprint of the CA certificate does not match, contact the
Administrator of the SB2 site. This step represents the most
important step in establishing trust in the SB2 platform.
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A SUCCESSFUL IMPORT

Once the SB2 Root CA Certificate is imported successfully, a confirmation
message will appear. Click OK to continue.
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~ VERIFY SB2 ROOT CA IN
CERTIFICATES LIST

If you scroll down the list of CA certificates on the right-hand side of this
window'’s panel, you will see the SB2 Root CA certificate in the list.
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1 VERIFY SB2 ROOT CA: PART 1

By double-clicking the SB2 Root CA certificate - or right-clicking the mouse
button and selecting Open, you should see the following window. Select the
Certification Path tab in this window:

a Certificate X

General Detailk Certification Path

a Certificate Information

This certificate is intended for the following purpose(s):

* All issuance policies
* All application policies

Issued to: SB2 RootCA

Issued by: SB2 RootCA

Valid from 9/4/2025 to 9/4/2035

Issuer Statement

OK
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In the Certification Path tab of the SB2 Root CA certificate, you should be able
to confirm these two important attributes of the certificate:
* That the certificate symbol in the Certification Path sub-panel at the top
does not have any yellow warning symbol associated with it, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

n Certificate k4

General Detpils  Cortifcation Path

CortfCation path

T2 noorc

| No warning symbol A\

is associated with the
image of certificate.

Cerificans smsns:

|This cenificate 5O,
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VERIFY SB2 ROOT CA: PART 3

Follow these steps to create a Friend/ly name for the SB2 Root CA:
1. Choose the Details tab.
2. Click Edit Properties (image1).
3. Add name in Friendly name field (image 2).
4. Click Apply then Click OK to finish.
Friendly names make identifying Root CAs easier in the certificates list (image

3).

& Certificate

General Details Certification Path
Show: <Al> v

Field Value

|- version V3
Serial number 14deb388923f57ef716f0876b5...
Signature algorithm sha2S6ECDSA
Signature hash algorithm sha256

|| Issuer US, StrongAuth Inc, 1, SB2 Roo...

[ vaiid from Wednesday, November 19, 20...

[ vaid to Monday, November 19, 2035 4...

US, StrongAuth Ing, 1, SB2 Roo...

fertim

Action  View Help
pPlam 6 XEE

briificates - Local Computer
Personal

| Trusted Root Certification Authorities
_| Certificates
Enterprise Trust
Intermediate Certification Authorities
Trusted Publishers
Untrusted Certificates
Third-Party Root Certification Authorities
Trusted People

ication Issuers

Copy to File...

[Certificates - Local Computer\Trusted Root Certification Authorities\Certificates]

Issued To

[ Miicrosoft Root Certificate Autho...
[ Microsoft Root Certificate Autho...
Sl Microsoft RSA Root Certificate A..
I Microsoft Time Stamp Root Cert...
CZIMO LIARILITY ACCEPTEN (A7 Ve
B§1SB2 RootCA.

LglSecugo PuBIic Server AUThentica...
[55] Security Communication RootCA2
[51SSLcom EV Root Certification Au..
55 S5Lcom EV Root Certification Au..
[55)SSLecom Root Certification Auth..
S5l starfield Class 2 Certification Aut..

Certificate Properties

General (ross-Certificates OCSP  Extended Validation

Friendly name: SB2 PROD
Description:
Certificate purposes

© Enable all purposes for this certificate
(") Disable all purposes for this certificate
() Enable only the following purposes

Note: You may only edit certificate purposes that are allowed by

the certification path.

~
X

Server Authentication
Client Authentication

Code Signing

Secure Email

Time Stamping

Microsoft Trust List Signing
Microsoft Time Stamping

NN o oo U o el i

Add Purpose

Issued By

Microsoft Root Certificate Authorit..
Microsoft Root Certificate Authorit...
Microsoft RSA Root Certificate Aut..
Microsoft Time Stamp Root Certifi..
NIOLLIARILITY ACCERTEN (0197 MoriS
SB2 RootCA

Sectigo PuBIic Server Authenticatio...
Security C 1 RootCA2

Expiration Date
6/23/2035
3/22/2036
711872042
10/22/2039
172004
11/19/2035
3/21/2040

SSLcom EV Root Certification Auth..
SSLeom EV Raot Certification Auth...
SSLcom Root Certification Authori...
Starfield Class 2 Certification Auth...

2/12/2041
5/30/2042
212204
6/29/2034

Intended Purposes
<All>

<All>

Client Authenticatio.
<All>

Tima Stamnina

<All>

Ulient Authenticatio...
Client Authenticatio.—
Client Authenticatio..
Client Authenticatio...
Client Authenticatio.-
Client Authenticatio..

Friendly Name
Microsoft Root Certi..
Microsoft Root Certi...
Microsoft RSA Root ..
Microsoft Time Sta..
\ariSinn Tima Stam
SB2PROD

Sectigo Public Serve..
SECOM Trust Syste_.
SSLcom EV Root Cer...
SSLcom EV Root Cer...
SSLcom Root Certifi..
Starfield Class 2 Cert. |
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Just as you imported the SB2PROD Root CA certificate, you will now import the
two SB2PROD Subordinate CA (aka SubCA) certificates. The SubCA certificates
play a vital role in establishing the “certificate chain of trust" between the
digital certificate on your Security Key and the SB2 site.

Return to the certmgr application. Next, click the arrow (yellow box) next to the
Intermediate Certification Authorities folder to expand it, revealing the
Certificates (red box) folder.

'a cenmmgr - [Certificates - Cument User\intermediate Certification Authorities]
File Action View Help

lew 2fM 0 c Bm

(¥ Certificates - Current User
» 1]

Object Type
4 Personal

Certificate Revocation List

» (2] Trusted Root Certification Authaorities 1 Contificates

» [0 Enterprise Trus
v . Intermadiate Certification Authoritses
.y

1o Foevocation List
ﬁ
3 LTrve Chrectony User Olject

» (2 Trusted Publishers

» [ Untrusted Certificates

» (2] Third-Party Reot Certification Autherities
» [ Trusted Pecple

» [0 Client Authentication lssuers

» (2] Other Pecple

> 1 Local NonRemovable Certificates

» [ Centificate Enroliment Requests

> () Smant Card Trusted Roots
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. INITIATING THE SB2 SUBORDINATE
. CA CERTIFICATE IMPORT
To begin, right-click the Certificates folder to open the context menu. From

there, select All Tasks, and then click Import to start the Certificate Import
Wizard.

T cerimgr - [Certificates - Cumnent Useriintemmediate Cersfication Autharites\Cerfifcates] - o 4
e Reticn  View  Help
o 2t 0 G Bm
W Certificates - Curventt User Bsusd T bifised By Expieation Date  Intencied Purpsdis Frigindlly e ety Jeeilicate Templats
-""”::L ” o) DigiCer Trusted G4 Code Sigrin.. - DigiCert Tusted Root G4 2B Cade Signing <hiomes
2 o "f_"l Cartification Autheriies Micrircl TPM Boot Catificete . Microso TPM Boot Cenlilcabe Al 12/18/2088 <Al <M
I““‘""“ : “'c“ e o) Micranoll Windaws Hestvers .. Wicrasolt Rost Authary 1o Codé Sigring, Wind.  «Nomss
a umr-c.::: ::.:n.:-“ :: lllll /oot Agancy Fant dgency 1209 s “Momas
= |
l TM-KEVID-FB1TDNDTIMEN0ES.  Microsoft TP Root Certificate Aut.  &7/0090 (ETAFRELLFIE “Monas
1 actos | Al Tshs | B = Josmnison omices incamby . Gasz 3 Public Primary Certifcatien . 10240006 Sanver Authenticatio.  <Nomes
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e
l crrtmagr - (lertdcntes - Current Useiingermediate Certification fut horites\Certificates]
File Metca  View  halp

e AF 0 a= Bm

(¥ Certificates - Curvern User p vt T i R Fumiration Nate tevtumrlad Purporiss.
> B Personal ad X g
» [ Wusted Root Certdication Authoriies &

» [ Enterprive Sust N ¥ ¢ Cortificsto import Wizard £

+ (2] Meiiva Cwaciory User Ctect e Welcome to the Certificate Import Wizard
o [ Susted Publivhers

» [ Urrusted Cetilieates

» [ Third: Party Raos Cersficatian Autharites
» [ wusted Pecyds fromn yeur duk 1o # certfcate Sone.
» [ Oient Authentication suers

> [ Other People Borileae, whih & ssurd by el i veu ariy ded
+ [ Local Nonhomevable Cari cates b A

» 1E Cortiicase Nrvelimand Ricyiem ‘certficate ore & e cymmm ares whene certficates ane g

» [ Sman Covel Tausind ooty

Sare Lacation
) Corent User
LocalMaciine

To i, chk Nes.

d““.
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" LOCATE SUBORDINATE SB2 CA 1
. CERTIFICATE FOR IMPORTING

Click the "Browse" button to navigate to and select the Subordinate CA
certificate file.

W
*% njm o Hm
o Certicates - Curert User — [ PR WU — Friendly Hame  Seaius Certillcabe Semgli e
| Personal
C X ong  <Mones
T st Rt Cortification Authorfias “'f" E
» [ Enterpetoa st oy € & cotifirn import Wizard B N
Intermediate Certification Authorit - _.'R iy
Cartificate Remestion L . L
Certifwabes | .0 o
- = ke 4 st g
2] Active Emmctiny Uaber O joct “n R tentictio,  <Mome

1 Susteed Riblishers
1 Urdrusted Certifiartes
> (7] Third. Parey iooe Cartsicaon Authonties
Fae rame

3 L] Teustad Feopls
M e e :
| Other People

| tosal MlonRemcyable Comficaes Moke: Mose: thar e cermhomte Can Be Snred 11 5 wgie e 0 e Tokoeig rmats
> (] Cartificats Envollmant Raguass
> (2] Semat Cand Tastend Rots

Personal Information Exange- PECS 212 | FAG FLL)
CrCgraphic Mesage Symte Stancierd- WS 7 Cartficates  F71)
Mcrossft Sermioed Gerioaie Stoce | 5571
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' OPEN THE SUBORDINATE SB2PROD
. CA 1 CERTIFICATE

To find the SB2ProdSubordinateCAl.crt certificate file, go to the file's location,
which is typically the Downloads folder. Once the SB2ProdSubordinateCAl.crt
file (yellow arrow) is located, select it and click Open.

& Open X
™ > Downloads » 1-Clifton-Boyer-SB2TLSCA-SB2Prod (1) v C Search 1-Clifton-Boyer-SB2.. R
Organize ¥ New folder =~ 4 o
> @ Cyper - Personal Name Date maodified Type Size

- Earlier this month

0l Desktop  # —a SB2TLSCA Gt 3/17/2026 101 PM Security Certificate 2KB

L e o 4 1-SB2-RootCAat 3/17/2026 1:01 PM Security Certificate 1KB

¥ Downloads

B Documents # lz 1-SB2-SubordinateCA1l.crt 1:01 PM Security Certificate 2KB i i svalabis.
Q 1-SB2-SubordinateCA2.crt 3/17/2026 101 PM Security Certificate 2KB

PN Pictures »
@ Music »

2 videos »

Chemmmlinn s lnn

File name: 1-SB2-SubordinateCAl.crt ~ X.509 Certificate (*.cer;*.crt) ~
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Before proceeding, verify the correct SB2 Subordinate CA Certificate file has
been selected. The name of the file will automatically populate the File Name
field upon selection. Click Next to continue.

& L* Certificate Import Wizard

File to Import
Specify the file you want to import.

File nama-

C:\Users\Cypher\Downloads' 1 SB2ProdSubordinate CA1.crt\ Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.S5T)

Mext Cancel
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: SELECTING CERTIFICATE STORE

Choose “Place all certificates in the following store” and ensure the certificate is
added to the Intermediate Certification Authorities certificate store. Click Next
to continue.

R cerimgr - Easicates - Clomen Used ntermecdiate Cerification Authoribest rrificaes]
File Adwos  View Help
e 20 o Bm

W Corfificates - Curven Liier bt T [r—r . Funbuivon Muta  Beshassoti] Purprissd Frinnlly Warss: Stk Certilicate Terplats
+ [ Pessonsl X -
» [ Trusbed Aot Carbfestion Rutharities j: E eE:
J-\ Esharprica T oM = 5 Corafecate bmport Wizasd Po WA cHone
w [ irtermeiate Certisticn Suthortiss o R
| Cerificete Revocstion List
= Rk = Il chones
1 Aciive Diractony Lser Dtjar i P— B~

7 Trustedd Publishen CATFEXR CENRE WF EYSIR MR whens CRrticates are eot

+ L Uninasted Certfiones
v [ Third-Pasty Roct Contification Authantio

2 Trussad Peopla e, ) U Dy et d CeTTRCME HSE, O vOu G SsOfy & nin R
. Hhe corthcain,
2 Cherst Sutherication by
1 Other People {7 Autamaricalby sesenct Bup corSficane siors beriend o e e of tevicse
| Locsl MenRemovable Cemtifcates
+ (] Cortificate Freclmend Raguarts ) sce al carsticates i 1a Peling tere
2 Sarvart Cansel Teuilied 3ot et sere
Irermasie Garmiceon Afortes Brossce.
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' EINISH IMPORTING THE SB2
<9 SUBORDINATE CA 1 CERTIFICATE

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

=
£ Canilenane impo Wiaand

Campleting the Certificats Import Wizard

Tre cevoficate wil D wnpoied afer you Chck Fnen

Woai - s e Srllowineg WS

= Siree Saleciad by

Urall  Irierressies Carficannn fshosmes

£ S| Bowerice i 5 3 Prost shasd raiel &
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4 A SUCCESSFUL IMPORT

Once the SB2 Subordinate CA 1 certificate is imported successfully, a
confirmation message will appear. Click OK to continue.

VERIFY SB2 SUBORDINATE CA 1IN
. CERTIFICATES LISTS

After the SB2 Subordinate CA 1 Certificate has been successfully imported, it
will appear in the Intermediate Certification Authorities list as illustrated below:

@

<cenmgr - [Centdicates - Cueent Useridenemediste Ceriification Aushomes\Cerifcaied = o ®
At

an Maw  Hslp

s 0 4= Hm

W Certificates - Current Ljer Tidaed To el By Expration Date  berded Purposes Frinndly Mame Satus  Caetilicate Tem
Persceal . o) Dipiert Trustind G4 Code Sigrin..  DigaCert Tnssied Roct G4 A6 Code Signng <Plane>
:""t” """'_:”'"h ication Authorites o Microodt TPM Bool Cerlifcate . Micrasct TR Rool Certficste Aut. 1210200 <dll» « Mo
sterprise Tt
I F:’ Ir ificat Aol o/ Mlicrouoft Wirdows Hardware C Micresott Root Autharity RGN Code Signing, Wind. =Pdanes
w L Inferreckate Certifiostion Authoribes
Rt = Rt bnarey Root Agancy A0S wdlin FTY Y
Corti Frcato Bevocstion Lint ey
= g SB Sealtuy it 1 A SBZ RootCA S35 “Mlls « P
s S3Lcom bV Code Signing imterm..  $SLcom £V Root Cortdication Auth.  W2L0004 Cade Sgrng «MNanes

1 Active Directorry Lisee Oitrjec
Trusied Publishery
Uriinarbed Cortficates

& STRA-EEYID-FRITDIODTRGITORE.  icroscrdt TPh Acot Corsficase Aut. L7200 EEURERE S Bk «hlane:
=g v verisagn.comyCPS Incerp by - (Class: 3 Public Pimary Certifition = 1024206 Server Authertimtio.  <Monex
Thard-Farty Roct Cemficaton Authardies
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'VERIFY SB2 SUBORDINATE CA 1 -
PART1

o 1 il

By double-clicking the SB2 Subordinate CA certificate — or right-clicking the
mouse button and selecting Open, you should see the following window. Select
the Certification Path tab in this window:

—
. i AT RS
£ a  Comidicate ®
4§ Genenl Dy Coificason Pas:
. Fsuseed By Expiration Dute  Iriescled Purpessis Friendly Nass Swes  Certilicabe Tem
: f Certficats Infermation o G Code Sgpin..  DigiCent Trusted Root G4 420,06 Code Sigring <Mone>
A ot Cotif| cate Macreaalt TP Root Cetficale Aul. 12102009 <Al R [
| This certificate & intended for the following purpese(s): Whowws Hardwans O Miaroaft Aot uther ity 1231200 Code Signing. Wind.  «Norss
1 Al apgication poces Aot Agency 1231208 <Al Monas
ateCh SHERBcaCh 840058 <Al Mo
e Signing Interm..  SiLcom Y Root Cetification Auth., 52220 Cade Sigring oo
BITDPOCTISEMES.  Macrosofi TP Root Cerdficate Al 57,2030 13EIAIMNIE . <Moner
DA incoepy . Clams 3 Public Frimary Cemification = 10/24/2016 Server Authentcatin.  <hones

Tevwed to!  SEZ SubordnateCa

Tsswed by: SEZ Rooelh

Valld fram 947205 Ba %4/ 2005

SB2-HowTo-SB2PROD-swissbit-ishield-key2-pro-user-guide-windows11-vi6.odt, April 13,2026, P 51



In the Certification Path tab of the SB2 Subordinate CA certificate, you should
be able to confirm these two important attributes of the certificate:

* That the certificate symbols of the two certificates chained together n
the Certification Path sub-panel at the top, do not have any yellow
warning symbols associated with them, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

o W Certincats =
@ Gonersl Demik  Cortfcaton Pat

£ ‘e aton pat tesiied By Esparstion Diste  Imended Pupeses  Friendly Neme Stseus  Corficate Tem_
| & SB2 Aowch o Gd Code Sigrn.  DigiCet Trusted Baot Gd AN Coda Sgning <Miaras
1 B 51 SbordinunslA # Root Certificate . Microscft TRM Root Cerfificate Aet. 120205 <Mll» <Mane>
1 shows Mardwere £ Microscft Raot Authosty 121,300 Cnde Signing Wind_  <Manes
-
[—— 12/3120% <l s Hsres
A 582 RootCA 42035 <8l <Mt
Mo warning icons are associated with e Signing irterm.,  S5Lonm BV Rl Certification Auth W20 Code Sgning iy R —
withver ceriificate, BITDROTHEITON.  Micranodt TPM Rool Cartificate fet. 572000 TARTALITTLIG < Migara
momyTFS Incorpby - Class 3 Public Frimary Cortfication . 1024206 Server Muthendicatio..  «<Nores
3
a
»
Certhoaie s

|Tris emrtifioate & OK

aK
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Follow these steps to create a Friendly name for the SB2 Subordinate CA1:
1. Choose the Details tab.
2. Click Edit Properties (image1).
3. Add name in Friendly name field (image 2).
4. Click Apply then Click OK to finish.

Friendly names make identifying SubordinateCAs easier in the certificates list
(image 3).

a- Certificate Certificate Properties ? X

General Details  Certification Path General Cross-Certificates OCSP  Extended Validation

Show: <All> Friendly name: SB2PROD

Description:

Field Value
-] version V3 Certficate purposes

]
\=!5erial number 00fcddd3eb26473f5F7880f38d... © Enable all purposes for this certficate
[ signature algorithm sha256ECDSA e
DSignamre hash algorithm sha256 (_) Disable all purposes for this certificate
[ J1ssuer US, StrongAuth Inc, 1, 5B2 Roo... () Enable only the following purposes
QWl? from Wedneaday, November 19:20... Note: You may only edit certificate purposes that are allowed by
\A_Ivalid to Monday, November 19, 2035 4... the certification path.

| |subject US, StrongAuth Inc, 1, 2, B2 S...
[ LW

Server Authentication
Client Authentication I
Code Signing
Secure Email
/. Time Stamping
Microsoft Trust List Signing
Microsoft Time Stamping

Add Purpose

Edit Properties... Copy to File...

& certim - [Certificates - Local Computer\Intermediate Certification Authorities\Certificates]
File Action View Help
o« nm 0 d= B

G Centificates - Local Computer Issued To . Issued By Expiration Date  Intended Purposes  Friendly Name

o Personal [aMicrosoft TPM Root Certificate . Microsoft TPM Root Certificate Aut..  12/10/2030 <All> <None>
> Trusted Root Certification - § || -2 4icro6ft Windows Hardware . Microsoft Root Authority 1273172002 Code Signing, Wind_.  <Nane>
e :‘;ﬂ;::‘é:mmm“ 5 Root Ageney Root Agency 123172039 <All> <None>

= [52)582 SubordinateCA 382 RootCA 111192035 <All> <Nane>

7| Certificate Revocation

Cortificates (551582 SubordinateCA SB2 RootCA 11/19/2035 <All> SB2PROD
- ;Jiled Publishers L-g)STM-KEYID-FB17D70D734870E9..  Microsoft TPM Root Certificate Aut..  5/7/2030 136.1413112136,..  <None>
= Untrusted Certificates Selwww.verisign.com/CPS Incorp.by .. Class 3 Public Primary Certification .. 10/24/2016 Server Authenticatio.. <None>

7| Third-Party Reot Certificat
71 Trusted People
1 Client Authentication Issue
21 Preview Build Roots
| Test Roots

> ] AAD Token Issuer

ple

fication Authorit

s il ki

rtification Authorities store contains 7 certificates.
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Import the SB2 Sub CA 2 certificate by repeating steps C20 — C34. Remember
to verify the Sub CA 2 certificate is selected during the process.

iC3%: RESTART THE COMPUTER
e (N

Save any open files you may have and restart the computer.
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SECTION D

@STRONGKEY

This section will review the steps of accessing the invitation link you received to
register a FIDO credential with your Yubikey 5C NFC Security Key with the
SB2PROD site.

You must have the Yubikey 5C NFC Security Key — with Security Key PIN and the
SB2PROD Invitation URL that was sent to you for the FIDO registration process.

Plug the Security Key into the USB-C port (or the USB-C to USB-A adapter)
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Locate the USB-C port—typically found along the edge of the computer, it
features a compact design with smooth, rounded corners that set it apart from
traditional USB-A ports.

The image below shows both a USB-C port and its matching male connector.

SB2-HowTo-SB2PROD-swissbit-ishield-key2-pro-user-guide-windowsl1-vi6.odt, April 13,2026, P 56



NO USB-C PORT? NO PROBLEM.

With the USB-A to USB-C adapter provided by the Administrator of your SB2
site, simply plug the USB-A end into the computer and insert the Security Key
into the USB-C port.

The provided USB adapter pictured below.
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OPEN THE EDGE BROWSER

To begin, access the Edge browser by selecting its icon from the Windows
taskbar.

SB2-HowTo-SB2PROD-swissbit-ishield-key2-pro-user-guide-windowsl11-vi6.odt, April 13,2026, P 58



' FIND THE EDGE BROWSER DROP
. DOWN MENU

Locate the three-dots icon on the right side of the screen and select it.
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= OPEN A NEW InPRIVATE WINDOW
N\

—

Always use Edge InPrivate mode to access the SB2PROD platform URL
https://sb2.strongkey.com.
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{ SB2PROD PLATFORM URL

In the InPrivate browser address bar, enter the provided SB2PROD Platform
invitation link. You will receive the link in an email from a member of the
StrongKey Team.

The SB2 registration invite URL is long so it will be advantageous to
use the “cut and paste” options. Here is an example of what the
URL will look like:

https://sb2.strongkey.com/sb2/register?
hash=3d500dec79f6ec257ebddcc56hj78ff1f2d31d557d4c7bf5654
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https://sb2.strongkey.com/

;@";g'i—: SELECT THE CERTIFICATE
= \-

A pop-up window will display the available certificates (yellow box). The name
in the prompt should match your name, as created by the Administrator of the
SB2 PROD site. Select the presented certificate and click OK to proceed.

You will only see such a certificate prompt if the SB2 Root CA and
SB2 Subordinate CA certificates were imported correctly on your
computer. If you do NOT see a certificate prompt, please contact
the Administrator of your SB2 PROD site for help.
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ENTER SECURITY KEY PIN

The next dialog box will prompt for the iShield2 (aka Smartcard) PIN. Enter and
click OK to continue. This PIN should have been provided to you by the
Administrator of the SB2 site.

For instructions on changing the iShield Key 2 PIN, refer to the appendix of this
guide.

T Wegoms oty

Smart Card

Phasarie erfier your PR

|

What InPrivitis broursirg deot

Always use “Strict” tracking prevention when beovsing InPrivate
' Nore detads
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SB2 PLATFORM LANDING PAGE

Upon successful authentication with the digital certificate, the following one
time SB2 Landing Page will be displayed. This page has three (3) sections:
* On the left-hand side, some details of your digital certificate information

will be displayed.

* Legal disclosures for the SB2 platform are located in the middle section.
You must scroll all the way to the bottom and agree to the terms
disclosed before you may continue with this process.

* Use the right-hand panel to nickname your Security Key. This makes it
easier to identify each key if you use more than one.

{# STRONGKEY SB2

Your Digital Certificate

Learn More

Username
cboyer

Full Name
Clifton Boyer

Organization
StrongAuth Inc

Disclosures

If you agree with the terms presented
here, check the box below and register
your Security Key. You agree to:

8. Users who are uncertain about
which Personal Data is mandatory
are welcome to contact the Owner.

9. The Owner takes appropriate
security measures to prevent
unauthorized access, disclosure,
modification, or unauthorized
destruction of the Data.

. The Data concerning the User is
collected to allow the Owner to
provide its Service, comply with its
legal obligations, respond to
enforcement requests, protect its
rights and interests , detect any
malicious or fraudulent activity, as
well as the following: User data
management, Registration and
authentication.

11. User Data Management: This type of

Your Security Key

You were provided with a Security Key
(resembling the following image),
containing a digital certificate enabling
you to see this site. The Security Key will
also be used to register a new FIDO
credential to authenticate you.

You may give the Security Key a nickname
below - such as “JD's vault credential” or
“John Doe's access key" - to distinguish it
from additional Security Keys you may
already own and/or acquire in the future.

When you select Register below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
blinking LED on the Security Key.

Review and accept the terms and conditions in the Disclosures panel. The “I
agree” box must be checked before proceeding with Security Key registration.
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GIVE SECURITY KEY NICKNAME

In the Security Key panel on the right, enter a descriptive nickname for the key
in the "Name" field. Then select Register to complete the process. Names are
typically short (up to 16-20 alpha-numeric characters), such as:

* John’s Swissbit Security Key for sb2.strongkey.com

*  Yubikey for sb2.strongkey.com

8. Users who are uncertain about

which Personal Data is mandatory
Organization are welcorne to contact the Owner.
9. The Owner takes appropriate

security measures to prevent
E-Mail unauthorized access, disclosure,

- - modification, or unauthorized . . i

s j | destruction of the Data. You may give the Security Key a nickname
I 10. The Data concerning the User is below - such as "JD's vault credential” or

“John Doe's access key"” - to distinguish it
- ollected to all the Owner to T o
INTENTIONALLY SR i e from additional Security Keys you may

BLURRED FOR YOUR f;rg;;%i;:;:j;:;%?;gﬂy[:m 5 already own and/or acquire in the future.

enforcement requests, protect its
rights and interests , detect any
malicious or fraudulent activity, as
well as the following: User data
management, Registration and
authentication. Name

. User Data Management: This type of - e e o e e o o o -J

Clifton Boyer
StrongAuth Inc

< e

When you select Register below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
blinking LED on the Security Key.

service allows the Owner to build SB2PROD DOCUMENTATION
user profiles by starting from an
email address, a personal name, or ————— -
other information that the User
provides to this Application

. Registration and Authentication: By
registering or authenticating, Users
allow this Application to identify

them and aive them access to \ l ,

-

Copyright © 2001-2026 StrongAuth, Inc. (dba StrongKey)
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ENTER SECURITY KEY PIN

To continue adding a credential to the Security Key, enter the PIN and click OK.

This step is called User Verification (UV) in the FIDO ecosystem. It
confirms that the SB2PROD platform is interacting with the
legitimate Security Key owner by verifying your PIN, which should
never be shared. Each time you use your FIDO credential to sign in,
you'll complete this UV step as a required security measure.

which Personal Data 1s mandatory
are welcome to contact the Owner.
9. The Owner takes appropriate
security measures to prevent
unauthorized access, disclosure,
modification, or unauthorized

Clifton Boyer

Organization
StrongAuth Inc

E-Mail
clifton.boyer@strongkey.com @ Windows Security X bu may give the Security Key a nickname
. ielow —such as “JD's vault credential” or
Serial No. Save your passkey John Doe’s access key" - to distinguish it
'om additional Security Keys you may
Gy cliftonboyer@strongkey.com ° Iready own and/or acquire in the future.
on BRREC FO <t Passkey for strongkey.com ; ;
T THE IN ENT Vhen you select Register below, you will

ie prompted for a PIN to the Security Key,
Enter your security key PIN nd to touch the metal surface with a
linking LED on the Security Key.

Security Key PIN

lame

SB2PROD DOCUMENTATION

D This will be saved to your security key. Change

Cancel

Copyright © 2001-2026 StrongAuth, Inc. (dba StrongKey)
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{ TOUCH THE SECURITY KEY

To continue adding the credential, touch the metal (brass colored) contact at
the end of the Security Key with your finger.

This step is called the “Test of User Presence” (TUP) in the FIDO
ecosystem. It ensures that no remote attacker can impersonate
you, because they would need both your Security Key and your
physical interaction at your computer. Each time you use your FIDO
credential to sign in to the SB2 platform, you'll complete this brief
TUP check as a security safeguard.

which Personal Data Is mandatory
are welcome to contact the Owner.
9. The Owner takes appropriate
security measures to prevent
unauthoerized access, disclosure,
modification, or unauthorized

Clifton Boyer

QOrganization
StrongAuth Inc

E-Mail
clifton.boyer@strongkey.com @ Windows Security X bu may give the Security Key a nickname
) ielow - such as “JD's vault credential” or
Serial No. Save your passkey John Doe's access key" - to distinguish it
fom additional Security Keys you may
(" dlifton boyer@strongkey.com ° Iready own and/or acquire in the future.
< Passkey for strongkey.com Vhen you select Register below, you will
e prompted for a PIN to the Security Key,
/ nd to touch the metal surface with a
= LED on the Security Key.

lame
I SB!hOD DOCUMENTATION

ﬂ This will be saved to your security key. Change

Touch your security key.

Cancel

Copyright © 2001-2026 StrongAuth, Inc. (dba StrongKey)
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Upon successfully adding the credential, a dialog box will confirm the
registration action. Click Continue to sign-in to SB2PROD.

Clifton Boyer are welcome to contact the Owner.

2nbi The Owner takes appropriate
Organization d
security measures to prevent

StrongAuth Inc unauthorized access, discle ** &, You've successfully
il modification, or unauthorized \ registered

i destruction of the Data. Click ‘Continue’ to proceed
clifton.boyer@strongkey.com . The Data concerning the User is tothe login page.
collected to allow the Owner to D's vault ¢
provide its Service, comply with its 5 ess key" — to dIStINgUISHIIT:
legal obligations, respond to 4 e
NTENTI ) - enforcement requests, protect its already own and/or acquire in the future.

rights and interests , detect any . .
malicious or fraudulent activity, as When you select Register below, you will

well as the following: User data be prompted for a PIN to the Sect_Jrity Key,
management, Registration and and to touch the metal surface with a
authentication. blinking LED on the Security Key.

. User Data Management: This type of
service allows the Owner to build
userlproﬁles by starting from an SB2PROD DOCUMENTATION
email address, a personal name, or
other information that the User
provides to this Application

. Registration and Authentication: By
registering or authenticating, Users
allow this Application to identify
them and give them access to
dedicated services.

Copyright © 2001-2026 StrongAuth, Inc. (dba StrongKey)

Name
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| ...: SIGNING IN

I

After clicking Continue, a prompt will appear prompting you to sign in with the
new credential. Verify you are signing in with the Security Key when
authenticating to the SB2PROD. Enter your PIN and Click OK.

¥ Windows Security X

Sign in with a passkey

Security key
Passkey for strongkey.com

Enter your security key PIN

Security Key PIN

- Choose a different passkey

Cancel
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TEST OF USER PRESENCE (TUP)

—. I

To continue the login procedure, touch the metal (brass colored) contact at the
end of the Security Key - this confirms a user is present and attempting to sign
in from that computer with a legitimate credential on the Security Key.

¥  Windows Security X

Sign in with a passkey =
Security key o ’
Passkey for strongkey.com e

>

Touch your security key.

Choose a different passkey

Cancel
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- THE SB2PROD PLATFORM

CONGRATULATIONS! Your access to the SB2PROD Platform has been
successfully established, and your Security Key with your new FIDO credential
is registered. Your account name is displayed on the right side of the screen.
You may click the gear icon to edit your profile.

All SB2 users have access to two primary applications and:

1. StrongKey CryptoCabinet (SKCC): For securely storing and sharing
encrypted files containing sensitive data.

2. StrongKey Content Distribution (SKCD): For storing and sharing digitally
signed, unencrypted documents.

3. Settings, Notifications and profile picture.

Clicking either image on the SB2 Dashboard opens the application in a new
browser tab. Detailed user guides for both SKCC and SKCD are available
separately.

() STRONGKEY @1

Dashboard

SKCC SKCD

Encrypted Vault to safely share files with StrongKey Content Distribution App

trusted recipients.

SB2-HowTo-SB2PROD-swissbit-ishield-key2-pro-user-guide-windows11-vi6.odt, April 13,2026, P 70




APPENDIX

@STRONGKEY

NOTE: This document is for StrongKey customers, employees, suppliers and partners who will
interact with the StrongKey Production SB2 cluster (“SB2PROD”) for business operations.

COPYRIGHTS AND NOTICES

Copyright 2001-2026 StrongAuth, Inc. (d/b/a StrongKey), 21060 Homestead Rd Suite 222 Cupertino CA 95014, U.S.A. All
rights reserved.

StrongAuth, Inc. has intellectual property rights relating to technology embodied in the product that is described in this
document. In particular, and without limitation, these intellectual property rights may include one or more U.S. patents
or pending patent applications in the U.S. and in other countries. U.S. Government Rights—Commercial software.
Government users are subject to the StrongAuth, Inc. standard license agreement and applicable provisions of the
Federal Acquisition Regulations and its supplements. This distribution may include materials developed by third parties.
StrongAuth, StrongKey, StrongKey Lite, StrongKey CryptoCabinet, StrongKey CryptoEngine, StrongKey FIDO Server,
StrongKey Tellaro, StrongKey Tellaro Small Business Security Bundle (SB2), the StrongAuth logo, the StrongKey logo, the
StrongKey Lite logo, the StrongKey CryptoCabinet logo and the StrongKey CryptoEngine logo are trademarks or
registered trademarks of StrongAuth, Inc. or its subsidiaries in the U.S. and other countries.

Products covered by and information contained in this publication are controlled by U.S. Export Control laws and may be
subject to the export or import laws in other countries. Nuclear, missile, chemical or biological weapons or nuclear
maritime end uses or end users, whether direct or indirect, are strictly prohibited. Export or reexport to countries subject
to U.S. embargo or to entities identified on U.S. export exclusion lists, including, but not limited to, the denied persons
and specially designated nationals lists is strictly prohibited.

DOCUMENTATION IS PROVIDED “AS IS”" AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR
NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY
INVALID.
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This appendix guides you through changing your PINs on the Swissbit iShield
Key 2 Pro ("iShield2") Security Key.
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' CHANGING A SWISSBIT iISHIELD
| KEY 2 PRO PIV PIN

The Security Key is a very powerful cybersecurity device and represents the
state-of-the-art in multi-factor authentication (MFA) technology that does not
use any passwords. The MFA is supported by the:

* Possession factor — where the physical possession of the Security Key is
essential to the authentication process;

* Knowledge factor —- where know the PIN to the Security Key is also
essential to the authentication process.

Since the Security Keys provided with the SB2 use two different NIST-approved,
passwordless authentication protocols, there are two containers for the
cryptographic keys used with the protocols. Each container is managed by a
separate PIN.

However, StrongKey recommends using the SAME PIN to both containers of
the Security Key to reduce the burden on users. As long as the Security Key is
safely in the possession of the legitimate user, and the legitimate user is NOT
sharing the PIN to the Security Key with anyone, the user will be complying
with one of the strictest security policies recommended for access control.

This document outlines the process for changing the two required PINs — one
for the PIV certificate and the other for the FIDO credential.
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OPEN THE iSHIELD KEY MANAGER

R APPLICATION

To begin, access the iShield Key Manager application by selecting the Windows
start icon from the Windows taskbar.
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{ SELECT iSHIELD KEY MANAGER

Search for the iShield Key Manager application. Click Run as administrator.

To change your iShield Key’s FIDO2 PIN in Windows, you must run
the iShield Key Manager as an administrator. Windows requires
these elevated permissions to access specific security key settings.
If you do not run the app as an administrator, the Change

PIN settings for the FIDO2 container will remain inaccessible.

Q i

& m Apps Documents Web Settings Folders Photos [ ]

Find results in Documents
Best match

pvg iShield Key Manager %
App

Apps 4 > iShield Key Manager
App

& iSCSI Initiator

3 Windows PowerShell ISE (7 Open

B Windows PowerShell ISE (x86)

3% Unpin from taskbar
Search the web 11+ >

<7 Pinto Start

Q. is - See more search results @ App settings

Q  isolved login [  Uninstall
m Isco

Q_ island browser

E Israel Adesanya

Store 3 >

»{ Visual Studio Code
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'THE iSHIELD KEY MANAGER
. APPLICATION

Upon opening, the application displays the screen shown below and indicates
No iShield Key Found.

E iShield Key Manager — O X

iIShield Key Manager

Dashboard

No iShield Key found...

ATHD B
swissbit

Please connect your iShield Key via
USB or NFC
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NN
'ﬁéﬂz}: INSERT THE iSHIELD KEY 2 PRO

Plug the Security Key into the USB-C port.

=AP6< NO USB-C PORT? NO PROBLEM.

With the provided USB-A to USB-C adapter, simply plug the USB-A end into the
computer and insert the Security Key into the USB-C port.

The provided USB adapter pictured below.
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IDENTIFYING THE USB-C PORT

Locate the USB-C port—typically found along the edge of the computer, it
features a compact design with smooth, rounded corners that set it apart from
traditional USB-A ports. The image below shows both a USB-C port and its
matching male connector.
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From the home screen, navigate to the lower right-hand side of the screen and
open the PIV's Details & Settings.

E 1Shield Key Manager

iShield Key Manager

Dashboard

Serial Number
602782540039

Firmware

v1.1.2

Alternatively use the Windows settings to
manage your FIDO2 PIN: Settings > Account >
Sign-in options > Security Key > Manage

PIN \ Set PIN

Factory Reset \ Reset

p—

Passcode

HOTPs, TOTPs and Passwords

Please select a slot

Code EEEREE @I—El

Version

v3.6.0

Details & Settings >

& PV @

Personal Identity Verification

X.509 Certificates
— Installed: 1/ 25

Browse >

Version
OpenFIPS201 v1.4

l Details & Settings >
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{ CHANGE PIN OPTION

— it

Select the Change PIN option.

Unless otherwise specified, each PIN on iShield2, must comply
with the following rules:
* PIN must be at least 6 characters long
* 4 identical characters are not permitted (e.g. 2222as), but PIN
with 3 identical characters is permitted (e.g. 222asd).
* Sequences of numbers are not permitted (e.g. 123456,
abcdef).

E iShield Key Manager — m] X

iShield Key Manager

PIV: Details & Settings
Installed: 1/ 25

- 9 | Browse > J

Version
OpenFIPS201 v1.4.1

Cardholder Unique Identifier

533b3019d4e739da739¢ced39ce739d8360d821084210842108421087f3341030d64367b2d 1df959chbcbbabft l_D C
Card Capability Container =
5333f015a00000011604028137caf34d3af6798f8fac30c8a1f10121f20121f300f40100f50110f600f700fa00fb0 a C
Secure Messaging Card Verifiable Certificate .
<Empty> /
Pairing Code

........ ©
PIN I Change PIN I l Unblock PIN J
PUK l Set PUK J
Management Key l Set Key J
PIN Protected Mode l Activate J
PIN / PUK Reset l Configure Retries J
Reset l Reset J

SB2-HowTo-SB2PROD-swissbit-ishield-key2-pro-user-guide-windows11-vi6.odt, April 13,2026, P 80



)5 Enter PIN information

1. Enter the default PIN (112233).
2. Enter the new PIN. The PIN must contain 6 to 8 characters.

3. Re-enter the new PIN to confirm then click Change PIN.

Change PIV PIN

Current PIN

New PIN

Repeat new PIN ©

Cancel l Change PIN

I SUCCESS!

If the PIN was changed succesfully, a confirmation message will appear near
the bottom of the application. StrongKey recommends using the same PIN for
setting or changing the FIDO PIN.
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CHANGING THE FIDO PIN

Changing the PIN for the FIDO2 container uses the same procedure as outlined
in steps AP9 — AP11. If the Details & Settings button is not accessible, close the
iShield Key Manager and reopen but select Run as administrator (see Step

AP3).

iShield Key Manager — O s

iIShield Key Manager

Dashboard

Y iShield Key 2 Pro MIFARE o~ FIDO2 ()

Overview
. Passkeys
2/300
- Browse > J

AAGuid
7787a48213e847848a06c7ed49%a7aaf4

Serial Number Version
602782540039 14.0
Firmware
vii2 Details & Settings >
Passcode @ & PIV ()
HOTPs, TOTPs and Passwords Personal Identity Verification
X.509 Certificates

Please select a slot v —

— Installed: 1/ 25

- Browse > J

»

Code I EEER ® |—|:| V 4
Version Version
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- CHANGE PIN

Click Change PIN.

iShield Key Manager

FIDO2: Details & Settings

. Passkeys
2/300
- Browse > J

AAGuid
7787a48213e847848a06c7ed49a7aafd

Version
1.4.0

Supported protocols
U2F, FIDO 2.0, FIDO 2.1

PIN Change PIN

Reset Reset J
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,

ENTER NEW PIN

1. Enter the default PIN (112233).
2. Enter the new PIN. The PIN must contain 6 to 8 characters.

3. Re-enter the new PIN to confirm then click Change PIN.

Unless otherwise specified, each PIN on iShield2, must comply with
& the following rules:

*  PIN must be at least 6 characters long

* 4 identical characters are not permitted (e.g. 2222as), but PIN
with 3 identical characters is permitted (e.g. 222asd).

* Sequences of numbers are not permitted (e.g. 123456,
abcdef).

Change FIDO2 PIN

o Current PIN ©®

Force PIN Change @

New PIN ®

Repeat new PIN 1O

Cancel I

©0
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+ SUCCESS!

If the PIN was changed succesfully, a confirmation message will appear near
the bottom of the application. StrongKey recommends using the same PIN for
setting or changing the FIDO PIN.
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