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This guide will help you set up your Swissbit iShield Key 2 Pro ("iShield2") by
installing the necessary software and drivers. It also covers how to configure your
PC to access the StrongKey Production SB2 cluster ("SB2PROD").

The SB2PROD platform allows you to:
« Securely share information with StrongKey using the SKCC app.
« Download Tellaro software releases via the SKCD app.

« Access new secure services as StrongKey expands its customer support
tools.

The StrongKey Support Team

PREREQUISITES

* Windows 11

* Edge version Browser, 145.0.3800.97

* Swissbit iShield Key 2 Pro

* Internet Connection

* USB-C port or USB-C-to-USB-A adapter
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MANAGER

: TI INSTALLING THE SWISSBIT iSHIELD KEY

The The Swissbit iShield Key Manager is necessary to use the iShield2 Security
Key.
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M DOWNLOAD SWISSBIT iSHIELD KEY
MANAGEMENT KIT (WINDOWS)

To download the iShield Key Management Kit for Windows 11, go to
https://www.swissbit.com/en/my-swissbit/download-center. Next, follow these
steps:

1. Scroll down to Authentication Products and expand by clicking the plus

2. Select iShield Key 2 (USB-C / NFC)

3. Download iShield Key Management Kit (Windows)

Products Industries Technology Support Company News

Authentication Products

iShield Key 2

Downloads with a & symbaol are only available after login

Products Industries

Flyer: Supply Chain Security

General Documents Flash Storage Authentication Cybersecurity

¢ ll Business Brief: More Security,
Clear ROI

gield Key 2

iShield Key 2 (USB-C / NFC) \V4

iShield Key Management Kit l
(Windows)
Bl
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https://www.swissbit.com/en/my-swissbit/download-center

AB OPENING THE iSHIELD KEY
MANAGEMENT KIT (WINDOWS) FILE

After clicking the download link, MS Edge will display a pop-up confirming the
iShield Key Management Kit file has been successfully downloaded and ready
for access. Click the open file link.

@ Fiyer: Supply Chisis Security

@ HBusinesi Briel: Mo Sacurity,
Chepr Rn

E Ehaeld Key Management Gt

2 fWindows)

@ Pkl Kary Managemant &y
(linex zB6_E4: Ubuntu, Bebisn)

\Skield Key Management St

{meacns) l
o
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NO POP-UP WINDOW? NO
PROBLEM.

Al

If the pop-up does not appear, or is inadvertently closed, access the
downloaded file by clicking the 3-dot menu on the right side of the MS Edge
tool bar. Next, click on Downloads in the drop-down menu.
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(5 [E ety Bl Dmbarinem Mg Logn ar_ o s P G Gofpvmesng & ramuoan T i E @ u
i
dusines lechndogy JUppait Lampairg
“ "

LI s F EE Fralfie it

[ Foyers Supply Chatn Seceriy :

i Tz groagm

@ Business Brixl: Mare Senurity, o+ Doraniaads
fear B »

@ Ehield K2y Hanagemen i B Dodote »
i dawes) ;

@ Fhield Ky Menapement €5
\Linie kBE_&k: Wouniu, Beaian]

SB2-HowTo-SB2PROD-swissbit-ishield-key2-pro-user-guide-windows11-v20.odt, May 11,2026, P 7



ACE') CLICK EXTRACT ALL

After selecting Downloads, extract the Swissbit files from the ZIP folder. Click
Extract all.

o o Mrme— - T

& Powes
-
I - -\\l -‘.l i i —
S Mrawrn =ﬂ
o -.—_-w
:"’ ] A zipped foldericon
I indicates the files e v o
J 135 1 b
need extraction.

DD YOU KNOW? % ® .': o e
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A@ SELECT DESTINATION FOLDER

After choosing the destination folder, ensure the ‘Show extracted files when
complete’ option is selected. Click Extract.

et . - m] X
. iShield_Key_Management _Kit. > -
T Cc [J > Downloads > iShield Key Management Kit Windows (3).zip > Search iShield_Key Management Q
1
N Sort = View v [FR_Extract all see (B Details
R ~ b
> @ Cyper - Personal 0O Name

€ 4= Extract Compressed (Zipped) Folders
iShield_Key_Manager

@l Desktop  # Select a Destination and Extract Files

& Downloads # Files will be extracted to this folder:

%' Documents # C\Users\Cypher\Downloads\iShield_Key_Management_Kit_Windows (3) Browse... =

A Pictures »
Show extracted files when complete

@ Music »
3 videos »

|_Key_Management_Kit_Wi...
StrongKey Imag

tem)
Documents for f
$82 MPKI selecta Flng\e file to get more
nformation and share your
MPKI Videos Hloud content.

Cancel
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Y A\/A OPEN FILE

Double-click or Right-click the file to open.

er - = (m] X
o iShield_Key_Management Kit. X +
(= ap @& (J > Downloads > iShield Key Management Kit Windows (3)zip > Search iShield_Key Managemeni Q
o (8] W T sort ~ = View (8 Extractal s (B Details
> @ Cyper - Personal O Name Type Compressed size
‘ [ ] iShield_Key_M 1ent_Kit Winc r qe folder
I Open I
@l Desktop » Explore
4 Downloads # Cut
= Documents # Copy
P Pictures » Delete
a Music » Properties
i3 videos »
iShield_Key_Management_Kit_Wi...
StrongKey Imag
Details
Documents for |
Type File folder
SE2MEK] File location C:\Users\Cypher\Downloads...
MPKI Videos Date modified 10/17/2025 4:11 PM

ﬁ Properties
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A. OPEN THE iKM (iSHIELD KEY
MANAGER) FOLDER

Next, open the iKM folder.

. . - (m] X
iShield_Key_Management_Kit, X +
< -2 ™ @) D > -~ iShield_Key Management Kit Windows > Search iShield_Key Managemeni Q.
@ New ~ T Sort ~ = View ~ aes (1) Details
Name Date modified Type Size
% Home o 4
~ Today
Ej Gallery
D CHANGELOG.md 3/13/2026 3:29 PM MD File 5KB
> @b Cyper - Personal
D LICENSE 3/13/2026 3:29 PM File 7TKB |
\j version.txt 3/13/2026 3:29 PM Text Document 1KB
@ Desktop  # minidriver 3/13/2026 2:29 PM File folder
+ Downloads # 3/13/2026 3:29 PM File folder
= Documents # iKMcli 3/13/2026 3:29 PM File folder

PN Pictures »

iShield_Key Management_Kit Wi...
@ Music » (6 items)

& videos »
Select a single file to get more

StrongKey Imag o information and share your

cloud content.
Documents for |

SB2 MPKI
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OPEN
iISHIELD_KEY_MANAGER.MSIX

AS

Double-click or right-click the “ishield_key_manager.msix” file and follow the
prompts.

p - =] X
iKM X +
&« ™ (&) Q > - iShield Key_Management Kit Windows > iKM > Search iKM Q
@ New ~ N Sort ~ = View > etL (B Details
0 v
Name Date modified Type Size
% Home :
v Toda'
Ej Gallery
| ishield_key_manager.msix 3/13/2026 3:29 PM MSIX File 21,502 KB
> @ Cyper - Personal
opensource-licenses 3/13/2026 3:29 PM File folder .
o
@l Desktop »
4 Downloads #
= Documents #
P8 Pictures » . .
iKM (2 items)

@ Music »

Select a single file to get more
o information and share your
StrangKey Imag cloud content.

i3 videos »

Documents for F

SB2 MPKI

2 items =4
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Y AN[@] CLICK INSTALL

Click Install.

Install iIShield Key Manager?

Publisher: Swissbit Germany AG

Version: 1.13.1.0

Source: C\Users\Cypher\Downloads\iShield_Key_Management_Kit_Windows
(2)\iShield_Key_Management_Kit_Windows\iKM\ishield_key_manager.msix

Capabilities:

» Uses all system resources

» Access your Internet connection
* Run as administrator

Launch when ready Install

@ I Internet applications can potentially harm your computer. If you do not trust the
~®~ source, do not install this software. Learn more
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Aﬂ'ﬂ END USERS LICENSE AGREEMENT

Scroll to the bottom of the window and check the box that states you have
“read and understand” the terms. Click Confirm.

B ishield key Manager

End Users License Agreement (EULA)

R R A § AP RPETE AR Eh A B REE A EE AR R PR AR R PR A R R LA,

§ 5 Changes

Swissbit reserves the right at any time and at its cwn discretion to change the terms and conditions of this
Agreement as it applies to future purchases of Product(s)

§ 6 Term and Termination

The term of this Agreement shall commence on the date of Swissbit's order confirmation and shall continue until
terminated a3 sat forth Delow, howevar, our Pr vaLy Matice and Cookie Natice may rémain in effect even after
expiry or termination of the Agreement. This Agreement shall terminate automatically without notice or action
by Swigshit (a) if you breach any matenal term or condition of thig Agreement: or [b) in the event you become
insalvent or makes an assignment of this Agreement for the benefit of creditors or if any other bankrupbcy
F'crgq-ﬂ-n:j". arg commenced by or against you,

Upon any termination of this EULA, or license granted pursuant ta this EULA, or upon expiration of a term
licanse: (2) 3l Software Licenses will immediately terminate: (b) You immediately cease all use of the Software:

1

and [c) You must either deliver to Swissbit or irrevocably destroy all copies of Seftware and Documentation

§ 7 General

This Agreement. including Exhibits attached hereto. represents the entire understanding and agreement between
the parties. and supersedes any and all previous discussions and communications. Any subseguent amendments
andfor additions hereto shall be effective anly iff in writing and signed by both parties. You may not assign your
nghts or obligations under this Agreement without the prior writben consent of SWIS5BIT. Subject to the
foregoing limitation on assignenent. this Agreement shall be binding upon and inure to the benefit of the
successors and assigns of the respective parties hereto.

The Software, including Documentation is subject to U5, export control laws. including the U.S. Export
Administration Act and its associated regulations, and may be subject to export or import regulations in other

COoUNtries. trictly with all regulations and has the responsibility to cbtain any licenses required
1o export 1 ort 5oftware or Documentation,

This Agreem nterpreted under the laws of Germany without reference to conflict of laws principles
and withous United Mations 1980 Convention on Contracts for the International 5ale of Goods and
any ammer

Except fidentiality obligations. or protection of intellectual property, neither party is

respo i failure in performance of this EULA to the extent due to causes beyond its

reas: e

The place a = gerlin {Germany)

If amy part ¢ provizion of this Agreement shall be held illegal. unenfarceable, or in conflict with any law of
a federal r local government hawing jurisdiction ower this Agreement. the validity of the remaining
portions % ons shall not be affected theraby.

| have read and agree to the terms of the End User License Agreement

.

Sy
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Y NIIZ4 iSHIELD KEY MANAGER

After clicking “confirm,” the iShield Key Manager will open automatically to the
Dashboard. After reviewing, you may close the iShield Key Manager
application.

B ishield Key Manager — =] X
iShield Key Manager
Dashboard
¥ iShield Key 2 Pro MIFARE o~ FIDO2 () B Passcode @ B PIV ()
Overview HOTPs, TOTPs and Passwords Personal Identity Verification

The iShield Key Manager must be run as an
administrator and your iShield Key must be Please select a slot - —

connected via USB to configure FIDO2. -— Installed: 1/ 25
Alternatively use the Windows settings to

X.509 Certificates

Code cee e
manage your FIDO2 PIN: Settings > Account >

Sign-in options > Security Key > Manage Vereion Version

v3.6.0 OpenFIPS201 v1.4.1
Serial Number
602782540039 Factory Reset l:

Firmware

vii2 I Details & Settings > J | Details & Settings > J
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SECTION B

Iﬂ INSTALLING THE SWISSBIT
MINIDRIVER FOR WINDOWS 11

This software is essential for enabling the use of a Swissbit iShield2 Security Key
on your computer. Before beginning the installation process, please review the
process and ensure your computer meets all prerequisites.
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[ OPEN THE iSHIELD FOLDER

Use File Explorer to return to your Downloads and Right-click or Double-click
the “iShield_Key_Management_Kit_Windows" folder.

- m] X
+ Downloads x ar
& i G J > Downloads > Search Downloads Q,
@ New ~ b (8] @D o] N Sort v = View ~ ee (B Details
Name
™ Home O
A iShield_Key_Management_Kit Windows (3)
M| Gallery % © [ED @
> @b Cyper - Personal Cut Copy Rename Delete
I = Open Enter
Bl Desktop  # Open in new tab
+ Downloads # (7 Open in new window
= Documents # < Pin to Quick access
PN Pictures » Pin to Start FA 3 3
= iShield_Key Management_Kit_Wi...
@ Music » B Compress to... > (3)
3 videos » Copy as path Ctrl+Shift+C Details
StrongKey Imag 22 Properties Alt+Enter Type File folder
I File location Ci\Users\Cypher\Downloads
SB2 MPKI ) ) ‘
B Open in Terminal Date modified 3/13/2026 8:30 AM
MPKI Videos
£7 Show more options /2 Properties
400items 1 item selected =0
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.3 OPEN THE MINIDRIVER FOLDER

Right-click or Double-click the minidriver folder.

— - - m] X
iShield_Key_Management_Kit. X< ar
<« T C [J > - iShield_Key Management_Kit Windows > Search iShield_Key_Managemeni Q
® New v N Sort ~ = View v ses (19 Details

~| Documents # [J Name Date modified Type Size

PN Pictures » v Today

D CHANGELOG.md 3/13/2026 6:08 PM MD File 5KB
O Music »
D LICENSE 3/13/2026 6:08 PM File 7KB .T
& videos » B
=l version.txt 3/13/2026 6:08 PM Text Document 1KB
StrongKey Imag
iKM 3/13/2026 6:08 PM File folder
SB2 MPKI
iKMcli 3/13/2026 6:08 PM File folder

MPKI Vid
deos 3/13/2026 6:08 PM File folder

iShield_Key_Mar
iShield_Key Management_Kit_Wi...

(6 items)

> [ This PC
v = USB321FD (D) Select a single file to get more
' ©® information and share your

> SB2 Document cloud content.

> 3 Network

6 items =]
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B INSTALL THE MINIDRIVER

Double-click the OpenSC “win64" minidriver. This will launch the iShield install
wizard.

L - [m] X
minidriver X +
& ™ c J > - iShield_Key Management Kit Windows > minidriver > Search minidriver Q
@ New ~ T Sort ~ = View - men ([ Details
4

= Documents # O Name Date modified Type Size

PN Pictures » ]

o Musi » 5 | OpenSC-0.26.3-swissbit-piv-wing4.msi I 3/13/2026 6:08 PM Windows Installer ... 11,332 KB

usic
5 | OpenSC-0.26.3-swissbit-piv-win32.msi 3/13/2026 6:08 PM Windows Installer ... 7976 KB z
3 videos »
opensource-licenses 3/13/2026 6:08 PM File folder

StrongKey Imag
SB2 MPKI
MPKI Videos

iShield_Key_Mar
minidriver (3 items)

Select a single file to get more

> [ This PC
USB321FD (D © information and share your
B © cloud content.
> SB2 Document
> @ Network
3 items
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2J5) iSHIELD KEY SETUP WIZARD

Follow the onscreen prompts. Click Next.

M OpenSC for Swissbit iShield Key (64bit) Setup - b4
Eﬂpenﬁﬂ Welcome to the OpenSC for Swissbit
iShield Key (64bit) Setup Wizard

The Setup Wizard will install OpenSC for Swisshit iShield
Key (64bit) on your computer. Click Next to continue or
Cancel to exit the Setup Wizard.

Back MNext Cancel
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]Gy SELECT SETUP TYPE

Select Typical.

A OpenSC for Swissbit iShield Key (64bit) Setup - 4
Choose Setup Type
Choose the setup type that best suits your needs B [IFEHEE

Installs the most common program features. Recommended for most users.

Custom

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Complete

All program features will be installed. Requires the most disk space.

Back Mext Cancel

SB2-HowTo-SB2PROD-swissbit-ishield-key2-pro-user-guide-windowsl11-v20.odt, May 11,2026, P 21



Ey/8l INSTALL MINIDRIVER

Click Install, then approve the prompt allowing the Wizard to make changes to
your computer.

=B OpenSC for Swissbit iShield Key (64bit) Setup — X

Ready to install OpenSC for Swissbit iShield Key (64bit I]FIEI'I SC

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back ‘ylnstall Cancel
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FINISH INSTALL

Click Finish. The Swissbit minidriver install is complete.

"M OpenSC for Swissbit iShield Key (64bit) Setup

0 ar Completed the OpenSC for Swissbit
g pen iShield Key (64bit) Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel
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SECTION C

IMPORTING SB2 ROOT CA AND
SUBORDINATE CA CERTIFICATES
INTO TRUSTSTORE

When using Security Keys with digital certificates for authentication to an SB2
site, the SB2 Root Certificate Authority (CA) certificate of the site is a critical

component in establishing trust between your browser and the site. It ensures
the digital certificate on your Security Key was issued by that SB2 site and is

currently valid.
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‘I@i@!{ACCESS1T"ESBZFHﬂINDRTAL

All required CA certificates are available for download from the SB2 PKI portal
at https://www.strongkey.com/sb2pki. Comprehensive SB2PROD
documentation is also accessible through this site.

) httpsy s strongkey.com/sb2pki = 8

@ https://www.strongkey.com/sb2pki Q)

(JSTRONGKEY

Welcome te the StrengKey Tellare Small Business Security Bundle (SB2)

This page provides information to help you get started working with SB2
If you have any questions, please send an e-mail to gatsecyre@strongkey.com

\H
I

5B2 Production How To Configure CA Certificates
CA Certificates

e ——
—— DHTML  Windows 10 Windows 11 macos
— &

WAL,
~ -
Derwn 7

& load Sub CA 2

3 B ror: Windows 10 Windows 11 macCs

O Wideo: Windows 10 Windows 11 macOs

Yubikey Security Keys

B HTML Windows 10 Windows 11 macOs
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https://www.strongkey.com/sb2pki

@3 SB2 CA CERTIFICATES

On the SB2 PKI page, the following digital certificate files are available - they
must be downloaded by clicking their individual Download buttons:

- Download Root CA (SB2ProdRootCA.crt)
- Download Sub CA 1 (SB2ProdSubordinateCAl.crt)
- Download Sub CA 2 (SB2ProdSubordinateCA2.crt)

{(iSTRONGKEY

Welcame to the StrongKey Tellaro Small Business Security Bundle (5B2)

This page provides information to help you get started working with 582
If you have any questions, please send an e-mail to getsecure@@stronghey.com

i k|

5B2 Production How To Configure CA Certificates
CA Certificates

Swissbit Security Keys

3 Download Sub CA 1 DHIML  Windows 10 Windows 11 macOs
7 \_\_\"‘ 1,

3 Downloadsubcaz BB & B FoF: Windaws 10 Windews 11 macOs

\, 0¥ video: Windows 10 Windows 11 macOs

Yubikey Security Keys

21 HTML: Windows 10 Windows 11 macs
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(o DOWNLOADING THE SB2 ROOT CA

First, click the Download Root CA button (1). The download will begin
automatically, and you'll see a dialog box confirming the file name once the
process is complete (2).

REPEAT this process for the Sub CA1and Sub CA 2 certificates.

Downlzads ] @ -

02 »‘ T resee Qo

(JSTRONGKEY

Welcame 1o the StrongHey Tellaro Small Business Security Bundle (SB2)

This page provides information to belp you get started working with 562

Il you have ary questions, please send an e-mail 10 getseoyre@eliongkey.com — ——

SB2 Production How To Configure CA Certificates
CA Certificates
01 o= i
DHTML  Windows 10 Windows 11 mac0s
& Download Sk EA 3 B roF: Windaws 10 Windows 11 macs
O yides: ‘Windows 10 Windows 11 macs
Yubikey Security Keys
B HTML ‘Windows 10 Windows 11 macls
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o5 NAVIGATE TO THE WINDOWS
START ICON &R

After clicking the Windows Start icon, search for Manage user certificates to
find the settings application for overseeing and configuring security

certificates, including importing. Next, select the Manage user certificates
application.

The Manage user certificates application is also known
as certmgr (short for Certificate Manager). In this document, these
terms are used interchangeably.

@ 0 manage s deificates

s .
freen = 0 Apps  Documents  Web  Seclings  Folders  Photos L
Beeid mestch
-
3{ Manage user cenificates y_}

o ENAQE User cerifcales Manage user certificates
= it

4 opan
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OPEN TRUSTED ROOT

@@ CERTIFICATION AUTHORITIES
FOLDER

To begin, expand the certmgr window by clicking and dragging the borders

(green arrows) to a larger size. This will provide a better view of the digital
certificates.

Next, click the arrow (yellow box) next to the Trusted Root Certification
Authorities folder to expand it, revealing the Certificates (red box) folder.

Trusted Raot Cerbhioation Autharitie: store.contmins 36 corSfraten

SB2-HowTo-SB2PROD-swissbit-ishield-key2-pro-user-guide-windows11-v20.odt, May 11,2026, P 29




C7

INITIATE THE SB2 ROOT
CERTIFICATE IMPORT

Right-click the Certificates folder to open the context menu.

Select All Tasks, and click Import to start the Certificate Import Wizard.

W crotegr - [Cortdcates - Curer Usan Trsted Boot Cestificafion Actacris miCentificated

Fila  Aton Vs Halp
e Ol 0 4d65E
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@. CERTIFICATE IMPORT WIZARD

The Certificate Import Wizard will open. Click Next to proceed.
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@@ LOCATE THE SB2 ROOT CA
CERTIFICATE

Click the Browse button to locate the SB2 Root CA certificate file.
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OPEN THE SB2 ROOT CA

@ﬂ@ CERTIFICATE

To find the SB2 Root CA Certificate, go to the SB2ProdRootCA.crt file's location,
which is typically the Downloads folder. Once the SB2ProdRootCA.crt is
located, select it and click Open.

E Open X
1+ > Downloads » 1-Clifton-Boyer-SB2TLSCA-SB2Prod (1) v ] Search 1-Clifton-Boyer-SB2.. P
Organize ¥ New folder =~ 0O O
> @b Cyper - Personal Name Date mudlha_;d Type Size
Last month
5] 1-Clifton-Boyer-SB2TLSCA.crt 3/17/2026 1:01 PM Security Certificate 2KB

@M Desktop #
Ak oy ] 1-SB2-RootCAcrt /2026 1:01 PM Security Certificate 1KB
w Downloads #

5 1-5B2-SubordinateCAl.crt 3 )26 1:01 PM Security Certificate 2KB

1 No preview available.
= Documents # - F
(5] 1-5B2-SubordinateCA2.crt 3/17/2026

101 PM Security Certificate 2KB

E Pictures »

&) Music #
& videos »
Sheanalons lonan

File name: 1-SB2-RootCA.crt ~ | X.509 Certificate (*.cer*.crt) ~
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@'ﬂ SELECT CERTIFICATE STORE

Ensure the Certificate Store field indicates the digital certificate will be added
to the Trusted Root Certification Authorities store before clicking Next to
continue.

W cemar - emseates e —

File Amon  View Help
o A0 ds B
& Cotificates - Curven L [ N b it P Fewatior Nates Iefartiol Pursis Fasrelly Marrs Fuahii Cerhheate Tamplats
| Poszonel 5 SLaaA Homin.  Secligo (A8
(] Truted Roct Cortfication Sutherties e v s Corturs Tusied Mot
| Camfaates ;4 Cerdfecie import Wzand p
| Eaboprise Tust e s \Mlm.;ld:ni Rz
| Iermediate Certification Autherdtiea e MR T
| Active Biractory User Béjact Giloga | - i
i vl i gt Cortfinas Durs fme - Digiert 5 RO
[T — Doy Cerificae FEXES a0 SYHE roas mhere cavafoaos. are et istio.  DigiCert
| ThirdPasty Riocn Cemiliassion Authwiities b fRin.  DigiCert Global Rena.
1 Trusad Pocla Dy iz DigiCent Glohil e,
e T — gy S R A By BT B CBATERE BV, & 0 R KSR & balER wtis.  Digicen
1 Cher Pegtes g Dy ot iz DigiCen frased Ao
1 Loosl ManRemovabie Cenifcates Ctmnn () Beskmrvaically sbect ths e tficain siore End on o pm of Corificats istis.  Emnatrer
| Cortificaty Irvciman Reguats Lg/Ertnn o imtis.  [mtrust DOIG
| Swsart Card Trusiad Racts Cohoicd © Place o curicaies it howng move Btie..  Glokaltigr oo Ch -
] Corifcily sore: iz, GlkalSign oot A
& Fohe Truses fom Cerslomon Ao Browse. GlobalSign Cods S
Lot Wio.  Globaliign Bool CA
oot Ilis_  GoDaddy Cliss 20
=LEY. ) istis_ o Daddy Roct Cord_
jE=t ] iatio_  I5ESS Moot X1
Cisticn o Micrassft Authontic.
Lahtirny Micrass#t BCE Prod.
LT Microssft BOC TS o
Lgmoa Wicrossft Boot Aut
g Moo Mot Foot Ceti.
Csnoe Micrassft Foat el
o Micrawsft Foat i,
Comnan R i
A L Meroesft Time S
W LABILITY ACCEPTIOL KPR e MO LIBILITY ACCEPTED o7 Wi, 19/2004 Teve Stamging VeriSgn Time Sam.
Lal Secunty Communinsion RootCAZ Secenty Communiosiion RoowChl SEREN Oiend Auherbicaiie.  SLCOM Trust Jyve.
L/ Starfieldl Cless 2 CoriiPrabion At Slarfield Oens 2 Cortifuation duih.  GESNEM Dien Autherki, Flerbeld Clags 2 Cert,

SB2-HowTo-SB2PROD-swissbit-ishield-key2-pro-user-guide-windows11-v20.odt, May 11,2026, P 34



@.ﬂz FINISH IMPORTING THE SB2 ROOT
CA CERTIFICATE

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

€ &+ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:
Trusted Root Certification Authorities
Certificate
C:\Users\Cypher\Downloads\1-Clifton-Boyer-SB2 TLSCA-SB2Prod (1)\1-SB2-RootCA.crt

SB2-HowTo-SB2PROD-swissbit-ishield-key2-pro-user-guide-windows11-v20.odt, May 11,2026, P 35



3 SECURITY WARNING

A security warning will be displayed regarding the Root CA Certificate. Make
sure the name of the certificate and the Thumbprint (shal) shown in the
warning window match the content shown here:

SB2 RootCA
6DCFFF6eD D5B73DF9 26511DB6 9D0B4914 F1649542

If it matches /identically; click Yes.

If the Thumbprint of the CA certificate does not match, contact the
Administrator of the SB2 site. This step represents the most
important step in establishing trust in the SB2 platform.
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(oqll;;} A SUCCESSFUL IMPORT

Once the SB2 Root CA Certificate is imported successfully, a confirmation
message will appear. Click OK to continue.

mar - Cersticates - {1

File Acbor  View  Help
&% R0 a5 HE
¥ Cortificates - Curmen Lier
) Personel
w0 (2] Trustad Roat Cortéiation futhortiss
| Corificates
0 Enterpre Tust
» 2 Imermediaie Deridustion Authonties
» (2] Active Ciractory User Ohiject
» [ Trussed Publithers
1 Lrtnted Contdficates
» [ Third-Pasty Roen Cerlicstion Auiorities
» [ Trusted Pecpla
» ] Chen fsthentiaon kv
1 Ot Poxples
» [ Locsl ManRemovabie Ceniifaates
» [ Corsfeste frncllment Roguatz
» (2 Smart Card Trurtod Roots

met User nasted Sont Certric

s Cprediates|

Tiswseed Ter
Ll Crtificae Servicen
LgiCanturn Trushed hestvnnt T4
g Chascs 3 e Primany Can i
lcapyright ) 1997 Micrasa Cerp.
Ciigicen Asiused 10 Roal iCA
Ciitant £ RAAANE foot 5.
Ciiicam Chabal Boat CA,
L) Dot (o bl ot G2
L) Dot Gk bl o1 G
gliigitan High Ausumancs BV Riza_
CPngyCan T Root 34
erteuit Moot Cardhaation Auths_
Entmuntnet Cartfistion Authonl
CGichaltign
Clichaliign
EgliFctetiign Code Sagrirg Root &
LattFobaliign Roct CA
gt Dty Chisi 2 Catification A
Cifa Dacdy R Cartificate Auth..
GRS oot K1
Eicronntt butherticodeltm) foa.
L Miroantt §0C Prockict oo Cert.
Lfdireantt B0 15 Rant Cersfioat.
Eainronnit koot Authenty
Laironnt Rool Corifcate utho.
Cmnicronntt Roal Cartilficats Rutha.
Cssiooaait Boot Carificats Autha..
Caniroantt 48 koot Cortdicate A
L Miroentt Time ftamp Bood Cad.
gl LI TY CCERTEDL (HT e
LgiSecanty Commusicrion Root(Al
g Strfiels Class 2 Conifcation Aut..

i By Exgsratian Dans
A Comteizme Servce 1aa0a
Carturn Truitedd hstwnry 02 a3
Class % Pubic Primary Coniflaion - B0
Copight |1 1997 Migosall Corp. 12300198
Dt Asiwrexd 1D Resal €A THER0e1
DiggCimen CE RLARIE oo G5 4208
DigpCmet Glnbal Root C& 1105
DigpCat Ghobal Roal G 15008
DigpCa Glhobal Raal G 15008
DigpCinn Hugh Asiunance v Roel C4 1 LAG0E)
DigeCian Truvsed Reot 4 140
Ervt Moot Carslication Authail_ 1277020
Ertuntnet Corbficstion Authority | 12402000
Gichallign Rt
Gichulfign 12400
Gichelgn Code Signing fr—m e
Rebaltion Rsst €A Certificane Impsce Wizard

Cha Dkl Cliss 7 St
s Dkl Bt Cantificantay

e

Ietereded Purpeses
Cliert Ausbemtenti.
it Authempcates.
Chiant Autbembeatis
T Searigiag
ient Aukbenbestic_
Code Sgning, Tims -
liart Authenbicatio..
(liert Authanboste.
(lient Sutbeembcitio.
Clbent Autbamboati:.
Clrant Authamboatic.
Cllank Authisbestio_
Cliant Autbenbeatio_
Cliert Autbenbontic.
(liwrt Autbenbontic.
Aadeaoag

it

0 et X1 Mestia_
Anirerakt futhersiodelm Eode_
Mimeraft FOC Procuct Aoy

Mimoaatft B0C TS Rant Cont

ranirivis: .
MM"WWM-\MW

Migoaolt ool Certificate Sufheel. <Ml
Bhigcaoft Boot Certificate Authenl- 322000 <Hlls
Migoaoft #58 Foot Cotficris At TRGo Clisnt Authonbicatic..
Mimeesft Bme Stamp Moot Cartif.  10C2/300 <hlls

0 UABIUTY ALCEPTED, (BT Verth. 17,0004 Teme Searmping
Separity Commumionion RootCA? S0 Cliert Auttmabostio.
Starfield Css 2 Cetificaton Auth..  BESE0H

hent Authenticstio,

Frivnclly blare
Secrgn AN
Corturn Trusted bst..
Whwifiagn Class. 3 Bubs
Mot Timiar,
Digicert
DigiCiert 5 REAGHHE
Digitart
Digiller! okl Roo..
DigiCer! ol Roo..
DigiCert
DigiCen Truisecd R
Ertssilnat
Enteant (048]
GlzbatSign oot A -
GlzbatSign Aoot A -
Globaliign Cocke §i.
GlsharSign Root CA
G0 Dty Ol 25
o Duadiy Mot Cart.
ERG Roat X1
Mookt Authantic.
Mhoonoft BOC Bod.
Wonoh B0C T3 i
Mol Root A
Mool Aok Certe
Mg Rl Carti
Mamnaf Root Corti.
Micamoft RE Boot -
Mhcscnof Fime S
Warifagn Tave Seam.,
SECOM Trust Synae
Starfiecd Oans 2 Cert

St Canificats Terpling

SB2-HowTo-SB2PROD-swissbit-ishield-key2-pro-user-guide-windows11-v20.odt, May 11,2026, P 37




@,ﬂg VERIFY SB2 ROOT CA IN
CERTIFICATES LIST

If you scroll down the list of CA certificates on the right-hand side of this
window'’s panel, you will see the SB2 Root CA certificate in the list.
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(@4ql[G] VERIFY SB2 ROOT CA: PART 1

By double-clicking the SB2 Root CA certificate - or right-clicking the mouse
button and selecting Open, you should see the following window. Select the
Certification Path tab in this window:

a Certificate X

General Detailk Certification Path

a Certificate Information

This certificate is intended for the following purpose(s):

* All issuance policies
* All application policies

Issued to: SB2 RootCA

Issued by: SB2 RootCA

Valid from 9/4/2025 to 9/4/2035

OK
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(o4qly/d VERIFY SB2 ROOT CA: PART 2

In the Certification Path tab of the SB2 Root CA certificate, you should be able
to confirm these two important attributes of the certificate:
* That the certificate symbol in the Certification Path sub-panel at the top
does not have any yellow warning symbol associated with it, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

n Certificate k4

General Detpils  Cortifcabion Path

Cartification path

W5 oo

| No warning symbol A\

is associated with the
image of certificate.

Cerificans smsns:

This centificate & OX,
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Cl

VERIFY SB2 ROOT CA: PART 3

Follow these steps to create a Friend/ly name for the SB2 Root CA:
Choose the Details tab.

1.

2. Click Edit Properties (image1).

3. Add name in Friendly name field (image 2).
4. Click Apply then Click OK to finish.

Friendly names make identifying Root CAs easier in the certificates list (image

3).

& Certificate

General Details Certification Path
Show: <Al> v
Field Value
[ version Vi
Serial number 14deb388923f57ef716f0876b5...
| Signature algorithm sha2S6ECDSA
Signature hash algorithm sha256
|| 1ssuer US, StrongAuth Inc, 1, SB2 Roo...
[ vaiid from Wednesday, November 19, 20...
:: Valid to Monday, November 19, 2035 4...
|| Subject US, StrongAuth Inc, 1, SB2 Roo...

jertim
Action

P =

® &=

briificates - Local Computer
Personal
| Trusted Root Certification Authorities
_| Certificates
Enterprise Trust
Intermediate Certification Authorities
Trusted Publishers
Untrusted Certificates
Third-Party Root Certification Authorities
Trusted People

rtificates - Local Com

View Help

XE= Hm

ication Issuers

iter\Trusted Root Certificat

Issued To

B§1SB2 RootCA.

Copy to File...

[ Miicrosoft Root Certificate Autho...
[ Microsoft Root Certificate Autho...
Sl Microsoft RSA Root Certificate A..
I Microsoft Time Stamp Root Cert...
[ZINOLLIARILITY ACCERTEN (A7 Ve

Lg!Sectigo PubIIc Server Authentica..
[55] Security Communication RootCA2
[51SSLcom EV Root Certification Au..
55 S5Lcom EV Root Certification Au..
[55)SSLecom Root Certification Auth..

S5l starfield Class 2 Certification Aut..

Certificate Properties

General (ross-Certificates OCSP  Extended Validation

Friendly name: SB2 PROD
Description:
Certificate purposes

© Enable all purposes for this certificate
(") Disable all purposes for this certificate
(C) Enable only the following purposes

Note: You may only edit certificate purposes that are allowed by

the certification path.

[/ server Authentication
Client Authentication
Code Signing
Secure Email
Time Stamping
Microsoft Trust List Signing
Microsoft Time Stamping

NN o oo U o el i

Add Purpose

Issued By Expiration Date  Intended Purposes
Microsoft Root Certificate Authorit..  6/23/2035 <All>

Microsoft Root Certificate Authorit..  3/22/2036 <All>

Microsoft RSA Root Certificate Aut..  7/18/2042 Client Authenticatio.
Microsoft Time Stamp Root Certifi..  10/22/2039 <All>

NO LIARILITY ACCEPTEN (A7 MariS, 172004 Tima Stamnina

SB2 RootCA 11/19/2035 <All>

Sectigo PuBIic Server Authenticatio...  3/21/2U4b Ulient Authenticatio...
Security C 1 RootCA2 5 Client Authenticatio.—
SSLcom EV Root Certification Auth..  2/12/2041 Client Authenticatio..
SSLeom EV Raot Certification Auth..  5/30/2042 Client Authenticatio...
SSLcom Root Certification Authori..  2/12/2041 Client Authenticatio.-
Starfield Class 2 Certification Auth..  6/29/2034 Client Authenticatio..

Friendly Name
Microsoft Root Certi..
Microsoft Root Certi...
Microsoft RSA Root ..
Microsoft Time Sta..
\ariSinn Tima Stam
SB2PROD

Sectigo Public Serve..
SECOM Trust Syste_.
SSLcom EV Root Cer...
SSLcom EV Root Cer...
SSLcom Root Certifi..
Starfield Class 2 Cert.. I
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@.ﬂ@ INTERMEDIATE CERTIFICATION
AUTHORITIES FOLDER

Just as you imported the SB2PROD Root CA certificate, you will now import the
two SB2PROD Subordinate CA (aka SubCA) certificates. The SubCA certificates
play a vital role in establishing the “certificate chain of trust" between the
digital certificate on your Security Key and the SB2 site.

Return to the certmgr application. Next, click the arrow (yellow box) next to the
Intermediate Certification Authorities folder to expand it, revealing the
Certificates (red box) folder.

& cenmgr - [Certificates - Current User\intermediate Certification Authorities]

File Action View Help

o0 nm 0 & Bm

(¥ Certificates - Current User Object Type
> [ Parsonal Centificate Revocation List

Cartificates

1 Trusted Root Certification Authorities
© Enterprise Trust

Third-Party Roat Certification Autharities
1 Trusted People
| Clent Authentication lssuers
» 1 Other Pecple
4 | Local NonRemovable Certificates
> (2 Centificate Enrollment Requests
Smart Card Trusted Rocts

| Intermediste Cortification Authorities store contains & certificates

L
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@2(@ INITIATING THE SB2 SUBORDINATE
CA CERTIFICATE IMPORT

To begin, right-click the Certificates folder to open the context menu. From
there, select All Tasks, and then click Import to start the Certificate Import

Wizard.

W cerimgr - [Cestificates - Curment Userijntermediate Cersfication Autharites)Certificates]

Al & contilicate b & ssrn
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'ﬂ CERTIFICATE IMPORT WIZARD

The Certificate Import Wizard will open. Click Next to proceed.

R et
File Metca  View  halp

s A0 &= BHm

W Certificates - Curern User Tt Y bl Fomisatinn Nats tevtimelant Popaiss Friendly Barne  Satus. Ceetificate Templats
gzt 20 X ng <Mones
Trusted Rl Cortdication Authermies = e
] Emterprive Bust W & & ceombcte mport Wiaard B e
w [ Wetwemdbabe Cortfication Autherites = g :
Certificate Remcation Lt | bomige
" = [ P23 <biones
1 Aetive Duectory Usir Ctijact = | Welcome to the Certificate Import Wizard | e e
1 Susted Fublishers
| Uritrustes Certificates
Third: Farty Riaos Cersficrtan Autharibes “The wzard Pk v oo CersFstem, corsicie it ket and certfics revocston sk
] Tustad Focgda e your ik e & cortiate sore
| ient Authentication bsuers
| Other People Foomricate, which & s by & certilcaion a Uiy, 5 & confirmation of yeur ety and
contaia. infrmafion ssed Ea grofed et o« & eeatsleh sevsre newor comacions A

Local NonRemovable Canmlicates
Cartrlicats Ervelimer Requats
| St Coeel Tustod ooty

cartficate Sore & S sysem ares shene oertficate are iece.

Saww Location
Current Usar

To caname, i e,
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@22 LOCATE SUBORDINATE SB2 CA 1
CERTIFICATE FOR IMPORTING

Click the "Browse" button to navigate to and select the Subordinate CA
certificate file.

nel vndesrbinnn) M TS R ee— Frienchy Warne Seuius Seetid ficate Tamplate
=1 X e
L

- Cortificata import
wh g
2
w3 T
=0 Tl b I mgart Tenticatio,

Specfy Te fle you want D Import

e raime

Mot Pose than e cerghosie (an

1 e stmred 1 5 sngie e . e fokeaing dorms
Personal Infarmation Exange- PACS 12 PN, F11)

Crvmiograghic Message Syntes Stanciard- PCS # 7 Certficates | FT8)

Meroscit Seriined Cersicate Stoee | 55T]
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OPEN THE SUBORDINATE SB2PROD
CA 1 CERTIFICATE

C23

To find the SB2ProdSubordinateCAl.crt certificate file, go to the file's location,
which is typically the Downloads folder. Once the SB2ProdSubordinateCAl.crt

file (yellow arrow) is located, select it and click Open.

Fﬂ Open X
i b > Downloads » 1-Clifton-Boyer-SB2TLSCA-SB2Prod (1) Search 1-Clifton-Boyer-SB2.. A2
Organize ¥ New folder = - a o
> @ Cyper - Personal Name Date modified Type Size
Earlier this month
@M Desktop ® & SB2TLSCAcrt 3/17/2026 1:01 PM Security Certificate 2KB
" | _nJ 1-SB2-RootCAcrt 3/17/2026 101 PM Security Certificate 1KB
+ Downloads #
I_ﬂ] 1-SB2-SubordinateCAl.crt 101 PM Security Certificate 2KB
T Documents # — o S sty z No preview available.
_p;l 1-SB2-SubordinateCA2.crt 3/17/2026 101 PM Security Certificate 2KB
E Pictures »
0 Music +
2 videos »
Chemmmll s lanam
~  X.509 Certificate (*.cer;*.crt) A

File name: 1-SB2-SubordinateCA1.crt

Cancel
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@2&] SB2PROD SUBORDINATE CA 1
CERTIFICATE FILE SELECTED

Before proceeding, verify the correct SB2 Subordinate CA Certificate file has
been selected. The name of the file will automatically populate the File Name
field upon selection. Click Next to continue.

& &* Certificate Import Wizard

File to Import
Specify the file you want to import.

File nama-

C:\Users\Cypher\Downloads'1 SB2ProdSubordinateCA1.crt\ Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.S5T)

Mext Cancel
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(®¢2J5] SELECTING CERTIFICATE STORE

Choose “Place all certificates in the following store” and ensure the certificate is
added to the Intermediate Certification Authorities certificate store. Click Next

to continue.

-
i
fouad T i B Funbamion Muas  bhnotas] Pufpiriid Fri ity v St Cetileiite Torspdans
== X b aliEnis
- chiteris
2 & Cerafome imaort Wizad
) : [ T B TR
S s
s 2%, chenes
| Bacthan Diroactoey Licer Db jact = M | o Hien
N Carfoacs CORRE B IR SNt whans CETtRACIEES arw Ret
Uranasted Certdiones
Thised. Pacty Riact Certification Abantie
Trittad Pk A o austrwatally Seiecta CerIRCME SlEve, o Ou CMA Sl ko
1 Hhe carthicy
| Cherst Aatherdicaion by "
Other Feople sk by wesect B corificate viore baed on B by of e
Lozl MsnRamovable Cenifates
[« e ey apre——

1| Corfificate Frvcllment Requests

| Sarvart Casel Truribid Rty Lot seee

Ireermeasiae Cermicason AVTortes Brows,
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@2@ FINISH IMPORTING THE SB2
SUBORDINATE CA 1 CERTIFICATE

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

=

Coampleting the Certificats Impert Wizard

True Cevnicite will o wrguenied sfe o Cick Finen

LT i e dnllowineg. WEErEH

Cardficats Siree Salerad by Uner I pr s e P P
(=t CorSficaiy
Fir Farne L ey it | Doweriioechy'| 5 3P oS shasd raiel A
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A SUCCESSFUL IMPORT

Once the SB2 Subordinate CA 1 certificate is imported successfully, a
confirmation message will appear. Click OK to continue.

VERIFY SB2 SUBORDINATE CA 1IN
@2 CERTIFICATES LISTS

After the SB2 Subordinate CA 1 Certificate has been successfully imported, it
will appear in the Intermediate Certification Authorities list as illustrated below:

W cenmgr - [Centicates - Curment Userdeiemediste Cerfification Aushontes\Cenificates)

File Amon  Vew  Help

qaratice O Elerdid Purposes.  Friendly b @ et
PG Code Signng <Manes
20m Al «Miares
20 Code W Mar
2312039 <Al «Manes
5 <M= « P
034 Cade Sgrng «MNanes
i 1A 14 L «Mane
=g wew.verizagn.comyPS Inrply - (Tlass 3 Public Pemary Certificetion = 10242016 Server Authenftimtio.  <Manex
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@2@ VERIFY SB2 SUBORDINATE CA 1 -
PART1

By double-clicking the SB2 Subordinate CA certificate — or right-clicking the

mouse button and selecting Open, you should see the following window. Select
the Certification Path tab in this window:

s Comidiate ®
'
4

General [ty Corification Pas:

Irmsdend Fuarpras s
Cartificats Infermation d Gk Code Sagrin,
R

Code Sigring
<Alls

- A Rsot Comtif) cate
This certificate i intended for the following purposs(sk:

= All apgication poies

lirees Hartuars Code Sigring, Wind.  «Nowes

<Blls Mo
ateCh L Mor
wde Sigring Interm.  S5Lcom DY R Cade Sigring oy
BITDAOCTISET0E. rbficate Aut. & TAR1ATININIG, Mo
eomAPS incoepty . Clas 3 etification . Server AnEnLCat Moo

Tessed vo! SRS SubordnateCa

Tsswed by: SEZ Rooelh

Valld feom 9472005 85 42005
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@3@ VERIFY SB2 SUBORDINATE CA 1 -
PART 2

In the Certification Path tab of the SB2 Subordinate CA certificate, you should
be able to confirm these two important attributes of the certificate:

* That the certificate symbols of the two certificates chained together n
the Certification Path sub-panel at the top, do not have any yellow
warning symbols associated with them, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

o W Cantinicans *

# Conersl Demi  Cortfcabos Pam

£ Comi S0 pat bsuied By Experstion Dste  Imended Purpeses Friendy Mame Steeus  Cemdicme Tem_
o 5B Aowech wd Gd Code Signn.  DigiCet Trusted Kaat G4 AN Coda Sgning <Miaras
# Root Certificate . Microsoft TPM Root Certifiate Aet. 1210203 <Al <Mones
wlows Mardwere . Microsoft Root Authomey 122002 Code Signing Wind_  <Nones
iz
eCA [T
Mo warning icons are associated with e Signing irleim.,  $ iy e
withver ceriificate, BiTOMOT LT thin L
@mTFS Incerpby - Oass 3 Public Frimary Corfication - 10242016 Ahendican « hicarge

Certhoaie s

[T cortuate  OK

aK
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VERIFY SB2 SUBORDINATE CA1:
PART 3

Follow these steps to create a Friendly name for the SB2 Subordinate CA1:
1. Choose the Details tab.
2. Click Edit Properties (image1).
3. Add name in Friendly name field (image 2).
4. Click Apply then Click OK to finish.

Friendly names make identifying SubordinateCAs easier in the certificates list
(image 3).

Certificate Properties

a| Certificate
General Details Certification Path General Cross-Certificates OCSP  Extended Validation

Friendly name: SB2PROD

Show: <All>

Description:

Field Value
DVersbn V3 Certificate purposes
‘ | Serial number 00fcddd3eb26d73f5f7880f38d... © Enable all purposes for this certificate

nature aigorithm sha256ECDSA el

nature hash algorithm sha256 (_) Disable all purposes for this certificate

ssuer US, StrongAuth Inc, 1, SB2 Roo... (C) Enable only the following purposes
& from Wedneaday, November 19:20... Note: You may only edit certificate purposes that are allowed by
Monday, November 19, 2035 4... the certification path.

bject US, StrongAuth Inc, 1,2, SB2 S...
A . Server Authentication

Client Authentication 1
Code Signing

Secure Email

Time Stamping

Microsoft Trust List Signing

Microsoft Time Stamping

Add Purpose

Edit Properties... Copy to File...

E:-:n:m [Ce s - Local Computen\Intermediate Certification Authorities\Certificates] = o X
File Action View Help

L ol 4 7j O az Hem

G Certificates - Local Computer Issued To . Issued By Expiration Date  Intended Purposes Friendly Name
» & Personal CglMicrosoft TPM Root Certificate .~ Microsoft TPM Root Certificate Aut..  12/10/2039 <All> <None>
. Trusted Root Certification . | || (=10 crosoft Windows Hardware C. Microsoft Root Authority 123172002 Code Signing, Wind.  <Nane>
e :Em;j:‘é‘mmmm GilRoot Agency Root Agency 123172039 <All> <None>
=% LISB2 SubordinateCA SB2 RootCA 11/19/2035 <All> <None>

| Certificate Revocation

Cortificates (551582 SubordinateCA SB2 RootCA 11/19/2035 <All> SB2PROD
- ;Jsled Publishers L-g)STM-KEYID-FB17D70D734870E9..  Microsoft TPM Root Certificate Aut..  5/7/2030 136.1413112136,..  <None>
= Untrusted Certificates Selwww.verisign.com/CPS Incorp.by .. Class 3 Public Primary Certification .. 10/24/2016 Server Authenticatio.. <None>

1 Third-Party Root Certificat
71 Trusted Pecple
1 Client Authentication Issuc
~| Preview Build Roots
|| Test Roots

AAD Token lssuer
ple
tion Authorit

R

rtification Authorities store contains 7 certificates.
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@32 IMPORT THE SB2 SUBORDINATE CA
2 CERTIFICATE

Import the SB2 Sub CA 2 certificate by repeating steps C20 — C33. Remember
to verify the Sub CA 2 certificate is selected during the process.

@3 RESTART THE COMPUTER

It is important to follow these exact steps to restart your computer:

1. Save all open work and close all active applications to prevent data loss.

2. Remove the Security Key from the USB port.

3. Perform a full Shut Down of the computer (avoid "Sleep" or "Hibernate").

4. Reinsert the Security Key once the computer has completely powered
down.

5. Power on the computer to allow the system to automatically find the
Security Key and register the new certificates as it starts up.

E To ensure the operating system recognizes the newly imported
digital certificates, you must remove and reinsert the Security Key.
This action triggers a required firmware re-initialization to
complete the certificate integration process.
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s
@.ﬂ ACCESSING AN SB2PROD
INVITATION LINK
This section will review the steps of accessing the invitation link you received to
register a FIDO credential with your iShield2 Security Key with the SB2PROD
site.

You must have the iShield2 Security Key — with Security Key PIN and the
SB2PROD Invitation URL that was sent to you for the FIDO registration process.

@2 PLUG IN THE iSHIELD2 SECURITY
KEY
Plug the Security Key into the USB-C port (or the USB-C to USB-A adapter)
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[))SY IDENTIFYING THE USB-C PORT

Locate the USB-C port—typically found along the edge of the computer, it
features a compact design with smooth, rounded corners that set it apart from

traditional USB-A ports.
The image below shows both a USB-C port and its matching male connector.
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NO USB-C PORT? NO PROBLEM.

With the USB-A to USB-C adapter provided by the Administrator of your SB2
site, simply plug the USB-A end into the computer and insert the Security Key
into the USB-C port.

The provided USB adapter pictured below.
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[»))S§ OPEN THE EDGE BROWSER

To begin, access the Edge browser by selecting its icon from the Windows
taskbar.
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@@ FIND THE EDGE BROWSER DROP
DOWN MENU

Locate the three-dots icon on the right side of the screen and select it.

(in] | B Hew b x B . a ®
€& 3 % Search or eeiler web addeess = :Db
[ = T we T P B woeeseuy  EJ Daw | =2

BT Microsoft
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[D)y/8l OPEN A NEW InPRIVATE WINDOW

Always use Edge InPrivate mode to access the SB2PROD platform URL
https://sb2.strongkey.com.

B 2 Wewse x B8 — o x|
& [0 O Seaich o enter web addiess Pofe & Ll
2 [ wponiasories | P Modiee Secwny [ Delt -+ B Mewtah st
] Mew wirclow
I EF Mew InPrivate wind i r
Foom -~
T Faviniles
T Hetory
@ Tab grong
B Microsoft g
3 Estons)

S ]

S € 80se
§
H

L=
:
.

£

SB2PROD PLATFORM URL

In the InPrivate browser address bar, enter the provided SB2PROD Platform
invitation link. You will receive the link in an email from a member of the
StrongKey Team.

URL will look like:

https://sb2.strongkey.com/sb2/register?
hash=3d500dec79f6ec257ebddcc56hj78ff1f2d31d557d4c7bf5654
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https://sb2.strongkey.com/

D)9} SELECT THE CERTIFICATE

A pop-up window will display the available certificates (yellow box). The name
in the prompt should match your name, as created by the Administrator of the
SB2 PROD site. Select the presented certificate and click OK to proceed.

E:ﬂlﬁlTIE You will only see such a certificate prompt if the SB2 Root CA and
- SB2 Subordinate CA certificates were imported correctly on your
computer. If you do NOT see a certificate prompt, please contact
support@strongkey.com for support.
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[®JI[(®] ENTER SECURITY KEY PIN

The next dialog box will prompt for the iShield2 (aka Smartcard) PIN. Enter and
click OK to continue. This PIN should have been provided to you by the
Administrator of the SB2 site.

For instructions on changing the iShield Key 2 PIN, refer to the appendix of this
guide.

T Wegoms oty

Smart Card

Phasarie erfier your PR

|

What InPrivitis broursirg deot

Always use “Strict” tracking prevention when beovsing InPrivate
' Nore detads
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[®]ljl] SB2 PLATFORM LANDING PAGE

will be displayed.

Upon successful authentication with the digital certificate, the following one
time SB2 Landing Page will be displayed. This page has three (3) sections:

* On the left-hand side, some details of your digital certificate information

* Legal disclosures for the SB2 platform are located in the middle section.
You must scroll all the way to the bottom and agree to the terms
disclosed before you may continue with this process.

* Use the right-hand panel to nickname your Security Key. This makes it
easier to identify each key if you use more than one.

Your Digital Certificate

Learn More

Username
cboyer

Full Name
Clifton Boyer

Organization
StrongAuth Inc

E-Mail

{# STRONGKEY SB2

Disclosures

If you agree with the terms presented
here, check the box below and register
your Security Key. You agree to:

8. Users who are uncertain about
which Personal Data is mandatory
are welcome to contact the Owner.

9. The Owner takes appropriate
security measures to prevent
unauthorized access, disclosure,
modification, or unauthorized
destruction of the Data.

. The Data concerning the User is
collected to allow the Owner to
provide its Service, comply with its
legal obligations, respond to
enforcement requests, protect its
rights and interests , detect any
malicious or fraudulent activity, as
well as the following: User data
management, Registration and
authentication.

11. User Data Management: This type of

Your Security Key

You were provided with a Security Key
(resembling the following image),
containing a digital certificate enabling
you to see this site. The Security Key will
also be used to register a new FIDO
credential to authenticate you.

You may give the Security Key a nickname
below - such as “JD's vault credential” or
“John Doe's access key" - to distinguish it
from additional Security Keys you may
already own and/or acquire in the future.

When you select Register below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
blinking LED on the Security Key.

[®]IZ4 TERMS & CONDITIONS

Review and accept the terms and conditions in the Disclosures panel. The “I
agree” box must be checked before proceeding with Security Key registration.
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@ﬂg GIVE SECURITY KEY NICKNAME

» Swissbit for sb2.strongkey.com

In the Security Key panel on the right, enter a descriptive nickname for the key
in the "Name" field. Then select Register to complete the process. Names are
typically short (up to 16-20 alpha-numeric characters), such as:

* John’s iShield2 Security Key for sb2.strongkey.com

Clifton Boyer

Organization

StrongAuth Inc

E-Mail

cl ] i B
INTENTIONALLY =

BLURRED FOR YOUR
PROTECTION

8. Users who are uncertain about
which Personal Data is mandatory
are welcome to contact the Owner.

9. The Owner takes appropriate
security measures to prevent
unauthorized access, disclosure,
modification, or unauthorized
destruction of the Data.

10. The Data concerning the User is
collected to allow the Owner to
provide its Service, comply with its
legal obligations, respond to
enforcement requests, protect its
rights and interests , detect any
malicious or fraudulent activity, as
well as the following: User data
management, Registration and
authentication.

. User Data Management: This type of
service allows the Owner to build
user profiles by starting from an
email address, a personal name, or
other information that the User
provides to this Application

. Registration and Authentication: By
registering or authenticating, Users
allow this Application to identify

prm and aive them access to
| agree

Copyright © 2001-2026 StrongAuth, Inc. (dba StrongKey)

You may give the Security Key a nickname
below - such as "JD's vault credential” or
“John Doe's access key"” - to distinguish it
from additional Security Keys you may
already own and/for acquire in the future.

When you select Register below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
blinking LED on the Security Key.

Name
o o —

SB2PROD DOCUMENTATION

—— o —————— o —]

7

Qegister_’

-
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D)z ENTER SECURITY KEY PIN

To continue adding a credential to the Security Key, enter the PIN and click OK.

This step is called User Verification (UV) in the FIDO ecosystem. It
confirms that the SB2PROD platform is interacting with the
legitimate Security Key owner by verifying your PIN, which should
never be shared. Each time you use your FIDO credential to sign in,
you'll complete this UV step as a required security measure.

which Personal Data 1s mandatory
are welcome to contact the Owner.
9. The Owner takes appropriate
security measures to prevent
unauthorized access, disclosure,
modification, or unauthorized

Clifton Boyer

Organization
StrongAuth Inc

E-Mail
clifton.boyer@strongkey.com @ Windows Security X bu may give the Security Key a nickname
. ielow —such as “JD's vault credential” or
Serial No. Save your passkey John Doe’s access key" - to distinguish it
'om additional Security Keys you may
Gy cliftonboyer@strongkey.com ° Iready own and/or acquire in the future.
on BRREC FO <t Passkey for strongkey.com ; ;
T THE IN ENT Vhen you select Register below, you will

ie prompted for a PIN to the Security Key,
Enter your security key PIN nd to touch the metal surface with a
linking LED on the Security Key.

Security Key PIN

lame

SB2PROD DOCUMENTATION

D This will be saved to your security key. Change

Cancel

Copyright © 2001-2026 StrongAuth, Inc. (dba StrongKey)
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[9)]lI5] TOUCH THE SECURITY KEY

To continue adding the credential, touch the metal (brass colored) contact at
the end of the Security Key with your finger.

This step is called the “Test of User Presence” (TUP) in the FIDO
ecosystem. It ensures that no remote attacker can impersonate
you, because they would need both your Security Key and your
physical interaction at your computer. Each time you use your FIDO
credential to sign in to the SB2 platform, you'll complete this brief
TUP check as a security safeguard.

which Personal Data Is mandatory
are welcome to contact the Owner.
9. The Owner takes appropriate
security measures to prevent
unauthoerized access, disclosure,
modification, or unauthorized

Clifton Boyer

QOrganization
StrongAuth Inc

E-Mail
clifton.boyer@strongkey.com @ Windows Security X bu may give the Security Key a nickname
) ielow - such as “JD's vault credential” or
Serial No. Save your passkey John Doe's access key" - to distinguish it
fom additional Security Keys you may
(" dlifton boyer@strongkey.com ° Iready own and/or acquire in the future.
< Passkey for strongkey.com Vhen you select Register below, you will
e prompted for a PIN to the Security Key,
/ nd to touch the metal surface with a
= LED on the Security Key.

lame
I SB!hOD DOCUMENTATION

ﬁ This will be saved to your security key. Change

Touch your security key.

Cancel

Copyright © 2001-2026 StrongAuth, Inc. (dba StrongKey)
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[®)I[G] SB2PROD CONFIRMATION

Upon successfully adding the credential, a dialog box will confirm the
registration action. Click Continue to sign-in to SB2PROD.

Clifton Boyer are welcome to contact the Owner.

The Owner takes appropriate

Organization i
security measures to prevent

StrongAuth Inc unauthorized access, discle * = You've successfully

modification, or unauthorized N\ registered

Extaall destruction of the Data. Click ‘Continue’ to proceed
clifton.boyer@strongkey.com . The Data concerning the User is to'the login page.
collected to allow the Owner to D's vault ¢

provide its Service, comply with its " ess key" - to AistINgUISHIT

legal obligations, respond to 2 Key
NTENTI A - enforcement requests, protect its already own and/or acquire in the future.

rights and interests , detect any . .
malicious or fraudulent activity, as When you select Register below, you will

well as the following: User data be prompted for a PIN to the Sect_mty Key,
management, Registration and and to touch the metal surface with a
authentication. blinking LED on the Security Key.

. User Data Management: This type of
service allows the Owner to build
uservproﬁles by starting from an SB2PROD DOCUMENTATION
email address, a personal name, or
other information that the User
provides to this Application

. Registration and Authentication: By
registering or authenticating, Users
allow this Application to identify
them and give them access to
dedicated services.

Copyright © 2001-2026 StrongAuth, Inc. (dba StrongKey)

Name
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[®)]ly/d SIGNING IN

After clicking Continue, a prompt will appear prompting you to sign in with the
new credential. Verify you are signing in with the Security Key when
authenticating to the SB2PROD. Enter your PIN and Click OK.

¥ Windows Security X

Sign in with a passkey

Security key
Passkey for strongkey.com

Enter your security key PIN

Security Key PIN

Choose a different passkey

Cancel
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[DJI[S] TEST OF USER PRESENCE (TUP)

To continue the login procedure, touch the metal (brass colored) contact at the
end of the Security Key - this confirms a user is present and attempting to sign
in from that computer with a legitimate credential on the Security Key.

¥  Windows Security X

Sign in with a passkey =
Security key o #
Passkey for strongkey.com e

>

Touch your security key.

Choose a different passkey

Cancel
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@ﬂ@ THE SB2PROD PLATFORM
DASHBOARD

CONGRATULATIONS! Your access to the SB2PROD Platform has been
successfully established, and your Security Key with your new FIDO credential
is registered. Your account name is displayed on the right side of the screen.
You may click the gear icon to edit your profile.

All SB2 users have access to two primary applications and:

1. StrongKey CryptoCabinet (SKCC): For securely storing and sharing
encrypted files containing sensitive data.

2. StrongKey Content Distribution (SKCD): For storing and sharing digitally
signed, unencrypted documents.

3. Settings, Notifications and profile picture.

Clicking either image on the SB2 Dashboard opens the application in a new
browser tab. Detailed user guides for both SKCC and SKCD are available
separately.

{()STRONGKEY B3R

Dashboard

SKCC SKCD

Encrypted Vault to safely share files with StrongKey Content Distribution App

trusted recipients.
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APPENDIX

NOTE: This document is for StrongKey customers, employees, suppliers and partners who will
interact with the StrongKey Production SB2 cluster (“SB2PROD”) for business operations.

COPYRIGHT & NOTICES

Copyright 2001-2026 StrongAuth, Inc. (d/b/a StrongKey), 21060 Homestead Rd Suite 222 Cupertino CA 95014, U.S.A. All
rights reserved.

StrongAuth, Inc. has intellectual property rights relating to technology embodied in the product that is described in this
document. In particular, and without limitation, these intellectual property rights may include one or more U.S. patents
or pending patent applications in the U.S. and in other countries. U.S. Government Rights—Commercial software.
Government users are subject to the StrongAuth, Inc. standard license agreement and applicable provisions of the
Federal Acquisition Regulations and its supplements. This distribution may include materials developed by third parties.
StrongAuth, StrongKey, StrongKey Lite, StrongKey CryptoCabinet, StrongKey CryptoEngine, StrongKey FIDO Server,
StrongKey Tellaro, StrongKey Tellaro Small Business Security Bundle (SB2), the StrongAuth logo, the StrongKey logo, the
StrongKey Lite logo, the StrongKey CryptoCabinet logo and the StrongKey CryptoEngine logo are trademarks or
registered trademarks of StrongAuth, Inc. or its subsidiaries in the U.S. and other countries.

Products covered by and information contained in this publication are controlled by U.S. Export Control laws and may be
subject to the export or import laws in other countries. Nuclear, missile, chemical or biological weapons or nuclear
maritime end uses or end users, whether direct or indirect, are strictly prohibited. Export or reexport to countries subject
to U.S. embargo or to entities identified on U.S. export exclusion lists, including, but not limited to, the denied persons
and specially designated nationals lists is strictly prohibited.

DOCUMENTATION IS PROVIDED “AS IS”" AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR
NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY
INVALID.
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This appendix guides you through changing your PINs on the Swissbit iShield
Key 2 Pro ("iShield2") Security Key.
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CHANGING A SWISSBIT iSHIELD
KEY 2 PRO PIV PIN

APT

The Security Key is a very powerful cybersecurity device and represents the
state-of-the-art in multi-factor authentication (MFA) technology that does not
use any passwords. The MFA is supported by the:

* Possession factor — where the physical possession of the Security Key is
essential to the authentication process;

* Knowledge factor - where know the PIN to the Security Key is also
essential to the authentication process.

Since the Security Keys provided with the SB2 use two different NIST-approved,
passwordless authentication protocols, there are two containers for the
cryptographic keys used with the protocols. Each container is managed by a
separate PIN.

However, StrongKey recommends using the SAME PIN to both containers of
the Security Key to reduce the burden on users. As long as the Security Key is
safely in the possession of the legitimate user, and the legitimate user is NOT
sharing the PIN to the Security Key with anyone, the user will be complying
with one of the strictest security policies recommended for access control.

This document outlines the process for changing the two required PINs — one
for the PIV certificate and the other for the FIDO credential.
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OPEN THE iSHIELD KEY MANAGER
APPLICATION

To begin, access the iShield Key Manager application by selecting the Windows
start icon from the Windows taskbar.
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V'N\=2X8l SELECT iSHIELD KEY MANAGER

Search for the iShield Key Manager application. Click Run as administrator.

To change your iShield Key’s FIDO2 PIN in Windows, you must run
the iShield Key Manager as an administrator. Windows requires
these elevated permissions to access specific security key settings.
If you do not run the app as an administrator, the Change

PIN settings for the FIDO2 container will remain inaccessible.

Q i

& m Apps Documents Web Settings Folders Photos [ ]

Find results in Documents
Best match

pvg iShield Key Manager %
App

Apps 4 > iShield Key Manager
App

& iSCSI Initiator

3 Windows PowerShell ISE (7 Open

B3 Windows PowerShell ISE (x86)

3% Unpin from taskbar
Search the web 11+ >

<7 Pinto Start

Q. is - See more search results @ App settings

Q  isolved login [  Uninstall
Hl_ Isco

Q_ island browser

E Israel Adesanya

Store 3 >

»{ Visual Studio Code
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THE iSHIELD KEY MANAGER
APPLICATION

AP&

Upon opening, the application displays the screen shown below and indicates
No iShield Key Found.

E iShield Key Manager — O X

iIShield Key Manager

Dashboard

No iShield Key found...

ATHD B
swissbit

Please connect your iShield Key via
USB or NFC
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INSERT THE iSHIELD KEY 2 PRO

Plug the Security Key into the USB-C port.

IDENTIFYING THE USB-C PORT

Locate the USB-C port—typically found along the edge of the computer, it
features a compact design with smooth, rounded corners that set it apart from
traditional USB-A ports. The image below shows both a USB-C port and its
matching male connector.
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NO USB-C PORT? NO PROBLEM.

With the provided USB-A to USB-C adapter, simply plug the USB-A end into the
computer and insert the Security Key into the USB-C port.

The provided USB adapter pictured below.
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CHANGING THE PERSONAL
IDENTITY VERIFICATION (P1V) PIN

AP8

From the home screen, navigate to the lower right-hand side of the screen and
open the PIV's Details & Settings.

E 1Shield Key Manager

iShield Key Manager

Dashboard

Serial Number
602782540039

Firmware

v1.1.2

Alternatively use the Windows settings to
manage your FIDO2 PIN: Settings > Account >
Sign-in options > Security Key > Manage

Passcode

HOTPs, TOTPs and Passwords

Please select a slot

Code EEERE @I—El

Version

v3.6.0

Details & Settings >

PIN ‘ Set PIN
Factory Reset ‘ Reset
& PIV [7)

Personal Identity Verification

X.509 Certificates
s Installed: 1 /25

Browse >

Version
OpenFIPS201 v1.4

l Details & Settings >
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CHANGE PIN OPTION

Select the Change PIN option.

Unless otherwise specified, each PIN on iShield2, must comply
with the following rules:

* PIN must be at least 6 characters long
* 4 identical characters are not permitted (e.g. 2222as), but PIN
with 3 identical characters is permitted (e.g. 222asd).

* Sequences of numbers are not permitted (e.g. 123456,
abcdef).

B iShield Key Manager - a X

iShield Key Manager

PIV: Details & Settings

p— Installed: 1/ 25
- 9 | Browse > J

Version
OpenFIPS201 v1.4.1

Cardholder Unique Identifier =
533b3019d4e739da739ced39ce739d8360d821084210842108421087f3341030d64367b2d1df959chchbabfs D c

Card Capability Container

5333f015a00000011604028137caf34d3af6798f8fac30c8a1f10121f20121f300f40100f50110f600f700fa00fb0 rD c
Secure Messaging Card Verifiable Certificate .
<Empty> 4
Pairing Code

®

PIN I Change PIN I | Unblock PIN J
PUK I Set PUK J
Management Key I Set Key J
PIN Protected Mode | Activate J
PIN / PUK Reset | Configure Retries J
Reset I Reset J
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JA\IO8 ENTER PIN INFORMATION

1. Enter the default PIN (112233).
2. Enter the new PIN. The PIN must contain 6 to 8 characters.

3. Re-enter the new PIN to confirm then click Change PIN.

Change PIV PIN

Current PIN

New PIN

Repeat new PIN ©

Cancel l Change PIN

2\l SUCCESS!

If the PIN was changed succesfully, a confirmation message will appear near
the bottom of the application. StrongKey recommends using the same PIN for
setting or changing the FIDO PIN.
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CHANGING THE FIDO PIN

Changing the PIN for the FIDO2 container uses the same procedure as outlined
in steps AP9 — AP11. If the Details & Settings button is not accessible, close the
iShield Key Manager and reopen but select Run as administrator (see Step

AP3).

u iShield Key Manager — O s

iIShield Key Manager

Dashboard

Y iShield Key 2 Pro MIFARE o~ FIDO2 ()

Overview
. Passkeys
2/300
) f—cr—

AAGuid
7787a48213e847848a06c7ed49%a7aaf4

Serial Number Version
602782540039 14.0
Firmware
vii2 Details & Settings >
Passcode @ & PIV ()
HOTPs, TOTPs and Passwords Personal Identity Verification
X.509 Certificates

Please select a slot v —

— Installed: 1/ 25

- Browse > J

»

Code I EEER ® |—|:| V 4
Version Version
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I\ CHANGE PIN

Click Change PIN.

iShield Key Manager

FIDO2: Details & Settings

. Passkeys
2/300
- Browse > J

AAGuid
7787a48213e847848a06c7ed49a7aafd

Version
1.4.0

Supported protocols
U2F, FIDO 2.0, FIDO 2.1

PIN Change PIN

Reset Reset J
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VIS ENTER NEW PIN

1. Enter the default PIN (112233).
2. Enter the new PIN. The PIN must contain 6 to 8 characters.

3. Re-enter the new PIN to confirm then click Change PIN.

Unless otherwise specified, each PIN on iShield2, must comply with
the following rules:
*  PIN must be at least 6 characters long
* 4 identical characters are not permitted (e.g. 2222as), but PIN
with 3 identical characters is permitted (e.g. 222asd).
* Sequences of numbers are not permitted (e.g. 123456,
abcdef).

Change FIDO2 PIN

Current PIN ©® ‘

Force PIN Change @

New PIN ®

Repeat new PIN

Cancel I

©0
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2\JIIS) SUCCESS!

If the PIN was changed succesfully, a confirmation message will appear near
the bottom of the application. StrongKey recommends using the same PIN for
setting or changing the FIDO PIN.
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