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This guide will help you set up your Yubico Yubikey 5C NFC by installing the
necessary software and drivers. It also covers how to configure your PC to access
the StrongKey Production SB2 cluster ("SB2PROD").

The SB2PROD platform allows you to:
« Securely share information with StrongKey using the SKCC app.
+ Download Tellaro software releases via the SKCD app.

* Access new secure services as StrongKey expands its customer support
tools.

The StrongKey Support Team

PREREQUISITES

* Windows 1l

* Microsoft (MS) Edge Browser, version 128.0.3351.7
* Yubikey 5C NFC

* Internet connection

* USB-C port or USB-C-to-USB-A adapter
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INSTALLING THE YUBICO AUTHENTICATOR

ATI APPLICATION

The Yubico Authenticator appljcation is necessary to use the Yubico Yubikey
5C NFC Security Key.

AZ DOWNLOAD YUBICO
AUTHENTICATOR APPLICATION

Download the Yubico Authenticator for 64-bit systems from
https:/MWww.yubico.com/products/yubico-authenticator/#h-download-yubico-
authenticator. Click Download now.

English @ Contact Sales Resellers Support

yubICO Why Yubico Products Solutions Industries Resources Support Q

Yubico Authenticator

The safest authenticator app experience across mobile and desktop

Download now

Home » Products » Yubico Authenticator
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https://www.yubico.com/products/yubico-authenticator/#h-download-yubico-authenticator.
https://www.yubico.com/products/yubico-authenticator/#h-download-yubico-authenticator.

A@ WINDOWS YUBICO
AUTHENTICATOR APPLICATION

Select Download for Windows directly here (64-bit). Click it to start download.

English @ Contact Sales  Resellers Support A
vu bl CO WhyYubico Products Selutions Industries Resources Support Q @
Linux Android
Download for Linux directly here Android Download (on Google Play)
Mac i0S
Download from macOS AppStore i0S Download (on Apple Store)

Download for Mac directly here

Windows

Download from Microsoft app store

I Download for Windows directly here (64-bit) I
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OPENING THE YUBICO
AUTHENTICATOR APPLICATION FILE

Al

After clicking the download link, MS Edge will display a pop-up confirming the

Authenticator application file has been successfully downloaded and ready for
installation. Click the open file link.

i @ Downloads Bl Q o g |Support "
VUbICO Why Yubico  Products  Solutions Industries

A_yubicoauthenticator-7.2.3-winf4msi
Resources Support r’ﬂemcaor winbd.msi w
Open file
Linux

Android

See more
Download for Linux directly here

Android Download (on Google Play)

Mac i0S
Download from macQS AppStore

i0S Download (on Apple Store)

Download for Mac directly here

Windows
Download from Microsoft app store

Download for Windows directly here (64-bit)
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ACE') NO POP-UP WINDOW? NO PROBLEM

If the pop-up does not appear, or is inadvertently closed, access the
downloaded file by clicking the 3-dot menu on the right side of the MS Edge
tool bar.

s/ fwww.yubico.com/pre f co-authenticator/#h-download-yubico-authenticator

English @ Contact Sales Resellers Support O

yu bICD Why Yubico Products Solutions Industries Resources Support Q w
Linux Android

Download for Linux directly here Android Download (on Google Play)
Mac i0s

Download from macQOS AppStore i0S Download (on Apple Store)

Download for Mac directly here
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@ CLICK DOWNLOADS

From the drop-down menu, select Downloads.
English & 3 Newtab Cirl+T -
. 5 New window Ctrl+N
yI,IbICO Why Yubico Products Solutions Industries Resources Support B New InPrivate window s
< Ctrl+Shift+|
Linux Android Zoom — 0% + S
Download for Linux directly here Android Download (on Google Play % Favorites Chril+Shift+0
Collections Ctrl+Shift=Y
. 0 Hist Ctrl+H
Mac i0S O Hisory
{) Shopping
Download from macQS AppStore i0S Download (on Apple Store) I T Downioeds p— I
Download for Mac directly here B Apps b
{3 Extensions
Windows % Performance
£ Passwords
Download from Microsoft app store Os Network
ecure
Download for Windows directly here (64-bit) W Delete browsing data Coleshife el I
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? YUBICO AUTH SETUP WIZARD

A Setup Wizard window will appear, Click Next.

Downloads B e P

English &
7 yubico-authenticator-7.2.3-win64 (1).msi @

y u bl CO WhyYubico Products Solutions Industries Resources Support e
pen e
Linux S J{be itegneatorsstup - X | yubico-authenticator-7.2.3-winAmsi
Open il
Download for Linux directly here Welcome to the Yubico Authenticator
Setup Wizard o
i
Mac The Setup Wizard wil install Yubico Authenticator on your
computer. Click Next to continue or Cance! to exit the Setup
Wizard.
e)

Download from macOS AppStore

Download for Mac directly here

Windows

Download from Microsoft app store
Cancel

Download for Windows directly here (64-bit)

Support

YUBICO AUTHENTICATOR

A8

APPLICATION TERMS & CONDITIONS

Accept the terms of the end-user license agreement.

English & Downloads By oa e P
yubICO Why Yubico Products Solutions Industries Resources Support - ’;M'DI utnentiestor 723 indd (el
" Yubico Authenticator Setup

Linux
End-User License Agreement Open file

Plezse read the folowing license greement carefully
e more

- & yubico-authenticator-7.2.3-win64.msi

Download for Linux directly here

b

By clicking Next you agree to the Yubico Toolset Software License
Mac \Agreement located at https://www.yubico.com/support/terms-
conditions/yubico-toalset-software-license-agreement/

Download from macQS AppStore

Download for Mac directly here

Windows
I (81 accept the terms in the License Agreement I

Download from Microsoft app store
Print Bk [ Nt | Cancel

Download for Windows directly here (64-bit)

Support
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YUBICO AUTHENTICATOR
APPLICATION TERMS & CONDITIONS

Click Next on the end-user license agreement window.

i

English @

yu bi CO WhyYubico Products
Linux

Download for Linux directly here

Mac

Download from macOS AppStore

Download for Mac directly here

Windows

Download from Microsoft app store

Download for Windows directly here (64-bit)

Support

%

> : D

Downloads ey
™ yubico-authenticator-7.2.3-win64 (1).msi

Open fie

Solutions Industries Resources Support

W Vubico Authenticator Setup - X | yubico-authenticator-7.23-win64msi
End-User License Agreement Open file

Please read the following license agreement carefully
le more
|

By clicking Next you agree to the Yubico Toolset Software License

Agreement located at https://www.yubico.com/support/terms-

conditions/yubico-toolset-software-license-agreement/
&)

(81 accept the terms in the License Agreement.

Print Back Cancel
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y2NI[@©)] SELECT DESTINATION FOLDER

. . o
Use the default Destination Folder and Click Next.
English @& Downloads B Q - g |Support 9
yu bl CO WhyYubico Products Solutions Industries Resources Support = ":h“fl'““‘he"t‘(‘“m'?‘z'a""‘inm Tmed m
pen file
Linux W Yubico Authenticator Sctup - X | yubico-authenticator-7.23-win64msi
Destination Folder Qpenfile
Download for Linux directly here Click Next to install to the default folder or dick Change to chaose anather.
e more
E
Install Yubico Authenticator to:
Mac
|c:Program Files\Vubica\yubico Authenticator
Download from macQS AppStore e)
Change...
Download for Mac directly here
Windows
Download from Microsoft app store I =
fack -— Conc
Download for Windows directly here (64-bit) — _
.
Click Install.
Downloads Py Q. e g [5upport 9

English &

W yubico-authenticator-7.23-win64 (1).msi m

Gpen file

yubICO Why Yubico Products Solutions Industries Resources Support

3 Yubico Authenticator Setup = X | yubico-authenticator-7.23-win64.msi

Linux

Open file
. : Ready to install Yubico Authenticator
Download for Linux directly here "
‘e more
b
Click Install to begin the instalation. Click Back to review o change any of your
Mac installation settings. Click Cancel to exit the wizard.
)

Download from macOS AppStore

Download for Mac directly here

Windows

Download from Microsoft app store I

Download for Windows directly here (64-bit)
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Y2NI)Z] PERMISSION TO MAKE CHANGES

The next pop-up message will ask permission to allow the application to make
changes on your computer. Click YES.

YANIKS] FINISH THE INSTALL

To complete the installation of the Yubico Authenticator application, click
Finish.

English &

Downloads Py Q e gp [jSupport

yublco Why Yubico  Products Solutions Industries Resources Support a

yubico-authenticator-7.2.3-win64 (1).msi

]
Open file
Linux o Tl et - X | yubico-authenticator-72.3-win64msi
Open file
Download for Linux directly here Completed the Yubico Authenticator | -
Setup Wizard
|
Click the Finish button to exit the Setup Wizard.
Mac
Download from macQOS AppStore te)

Download for Mac directly here

Windows

Download from Microsoft app store

Back Finish
Download for Windows directly here (64-bit)
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SECTION B

TI INSTALLING THE YUBIKEY
MINIDRIVER FOR WINDOWS

This software is essential for enabling the use of a Yubico Yubikey 5C NFC
Security Key on your computer. Before beginning the installation process,
please review the process and ensure your computer meets all prerequisites.
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B DOWNLOAD THE YUBIKEY
MINIDRIVER

Download Yubikey Minidriver for 64-bit systems from
https:/www.yubico.com/support/download/smart-card-drivers-tools/

English @ | Yiew site information Contact Sales Resellers Support
yLIbICO Why Yubico Products Solutions Industries Resources Support Q @

Manager CLI (ykman) User Manual.

of

The YubiKey Smart Card Minidriver enables users and administrators to use the native Windows interface for certificate enrollment, managing the YubiKey smart Card PIN,
and smart card authentication on Windows.

By downloading, you agree to the Yubico website terms and conditions of use as well as each download's respective license.

YubiKey Smart Card Minidriver (Windows)

Download Download Hash

YubiKey Minidriver - CAB YubiKey-Minidriver-4.6.3.252.cab.sha256
YubiKey Minidriver for 32-bit systems - Windows Installer YubiKey-Minidriver-4.6.3.252-x86.msi.sha256
YubiKey Minidriver for 64-bit systems - Windows Installer YubiKey-Minidriver-4.6.3.252-x64.msi.sha256
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https://www.yubico.com/support/download/smart-card-drivers-tools/

OPENING THE YUBIKEY MINIDRIVER
FILE

B3

After clicking the download link, Edge browser will display a pop-up confirming
the Minidriver file has been successfully downloaded and ready for installation.
Click the open file link.

English & Downloads P Qe §> ers Support

yublco Why Yubico Products Solutions Industries Resources Support ‘"id”VEM'E'S'ZSZ'm'MSi E7| \@

1 I-IIJII\\_’ STTHITAL L UL O VI iran tvel \" n I\J\JVV.J’ 8 yubienroll-1.1.0-win64.msi
Open file

W Slackmsix

[e] fil
Download Download Hi S

W SlackSetup.exe
Couldn't download - No permissions

YubiKey Minidriver - CAB YubiKey-Mini

W SlackSetup.exe
Open file

YubiKey Minidriver for 32-bit systems - Windows Installer YubiKey-Minj T VubiKey-Miniciiver-4.6.3.252-464 (msi

Open file

YubiKey Minidriver for 64-bit systems — Windows Installer YubiKey-Mini 78 vusikey-ihinidriver-t 63252 xkmsi

Removed

B Quickhmetnstaterexe

Guides and Documentation See more

We have officiallv announced the End of Life of YubiKev Manaaer GUI on Februarv 19. 2025. in line with Yubico’s End-of-Life policv. YubiKev Manaaer GUI will reach its End of Life on .
. " )

L
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2Y;/4 NO POP-UP WINDOW?

If the pop-up does not appear, or is inadvertently closed, access the
downloaded file by clicking the 3-dot menu on the right side of the MS Edge

tool bar.

a
(1 https)//www.yubico.com/support/download/smart-card-drivers-tools

Contact Sales Resellers Support L

English &

VUbICD Why Yubico Products Solutions Industries Resources Support O\@

YubiKey Smart Card Minidriver (Windows)

Download Download Hash

YubiKey-Minidriver-4.6.3.252.cab.sha256

YubiKey Minidriver - CAB

YubiKey Minidriver for 32-bit systems - Windows Installer YubiKey-Minidriver-4.6.3.252-x86.msi.sha256

YubiKey-Minidriver-4.6.3.252-x64.msi.sha256

YubiKey Minidriver for 64-bit systems - Windows Installer
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From the drop-down menu, select Downloads.
——
English & [E MNewtab Ctrl+ a
. 5 MNew window Ctrl+N
yu blCO Why Yubico Products Solutions Industries Resources Support R New InPrivate window R~
Zoom — 100% —+ e
= Favorites Ctrl+Shift=0
H H— H H Collections Ctrl+Shift+Y
YubiKey Smart Card Minidriver (Windows)
&) History CtrleH
) Shopping
Download Download Hash Ii Downloads Cirl+) I
B8 Apps v
YubiKey Minidriver - CAB YubiKey-Minidriver-4.6.3.2{ 2 Extensions
%2 Browser essentials
YubiKey Minidriver for 32-bit systems - Windows Installer YubiKey-Minidriver-4.6.3.2¢
W Delete browsing data Ctrl+Shift+ Delete
YubiKey Minidriver for 64-bit systems - Windows Installer YubiKey-Minidriver-4.63.21 = Print criee
[0 Split screen
(3%} Screenshot Ctrl+Shift+5
&) Find on page Ctrl+F
Guides and Documentation Mere toos .
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INSTALLING THE YUBIKEY
MINIDRIVER

B6

A Setup Wizard pop-up will open - Click Next.
|
English & Downloads P Q .. £ Ers Support o
y u bICD Why Yubico Products Solutions Industries Resources Support 2 ZSSH‘ET:'Mi”id"“E"4'5‘3'252'*64‘"‘5‘ | @
8 VubiKey Smart Card Minidriver x64 Setup - 53 |
Welcome to the YubiKey Smart Card B
Minidriver x64 Setup Wizard |
. . pnle
YubiKey Smart Card Mi
The Setup Wizard allows you to change the way Yubikey ckSetup.exe
Smart Card Minidriver x64 features are installed on your idn't download - No parmissions
computer or to remove it from your computer, Click Next to
continue or Cancel to exit the Setup Wizard.
lckSetup.exe
Download [
biKey-Minidriver-4.6.3.252-x64 (1)msi
YubiKey Minidriver - CAB |
noved
YubiKey Minidriver for 32-bit systems - Windows Ins
G tata e ave
noved
YubiKey Minidriver for 64-bit systems - Windows Ins E=s Cancel E.
. .
Guides and Documentation
-
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? CONTINUE INSTALLING THE
YUBIKEY MINIDRIVER

On the next pop-up window - Click Install.

English & R inaas Bl Qe 59 ers Support &
o ) . : W Vubikey-Minicriver-4,63.252-x64.msi
yLIbICO Why Yubico Products Solutions Industries Resources Support = a:en‘f:: b T I @
" VubiKey Smart Card Minidriver x64 Setup - x e

hoved

YubiKey Smart Card Min

Click Install to begin the installation. Click Back to review or change any of your | ke e B A
installation settings. Click Cancel to exit the wizard.

Download

Yubikey Minidriver - CAB

ck.msix

YubiKey Minidriver for 32-bit systems - Windows Ins

ckSetup.exe

YubiKey Minidriver for 64-bit systems - Windows Ins Back Cancel

ckSetup.exe

Guides and Documentation e

PERMISSION TO MAKE CHANGES

The next pop-up message will ask permission to allow the application to make
changes on your computer. Click YES.
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B FINISH THE INSTALL

To complete the installation of the Yubikey Minidriver, click Finish.

English & Downloads Qe 5? ers Support

H . . . b | - -4.6.3.252-x64.
y ubICO Why Yubico Products Solutions Industries Resources Support H YubiKey-Minidriver-4.8.3.252 464 msi | @

Open file

8 VubiKey Smart Card Minidriver x64 Setup - X Lo imicivert63 253wt

paved

Completed the YubiKey Smart Card 3 6395264
Minidriver x64 Setup Wizard |

YubiKey Smart Card Mi

Click the Finish button to exit the Setup Wizard. bikey-tinidriver-4:6:3252-%64H{Zpmsi
noved
Download hoved

paved

YubiKey Minidriver - CAB
ck.msix

Enfile

YubiKey Minidriver for 32-bit systems - Windows Ins

ckSetup.exe

Jidn't download - No permissiens

YubiKey Minidriver for 64-bit systems - Windows Ins Bk Encs kksetup.exe
i
IR :
Removed

Guides and Documentation e
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SECTION C

IMPORTING SB2 ROOT CA & SB2
SUBORDINATE CA CERTIFICATES
INTO TRUSTSTORE

When using Security Keys with digital certificates for authentication to an SB2
site, the SB2 Root Certificate Authority (CA) certificate of the site is a critical

component in establishing trust between your browser and the site. It ensures
the digital certificate on your Security Key was issued by that SB2 site and is

currently valid.
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‘IE;E!YACCE&HSTHELSBZPKJFUMGE

All required CA certificates are available for download from the SB2 PKI page at
https://www.strongkey.com/sb2pki.

& hittpsyfwwestrongkey. com/shapki w Qi 38
@ https://www.strongkey.com/sb2pki Q)
(JSTRONGKEY

Welcome to the StrongKey Tellaro Small Business Security Bundle (SB2) E——
This page provides information to help you get started working with SB2 (T W
If you have any questions, please send an e-mail to gatsecyre@strongkey.com — S—

5B2 Production How To Configure CA Certificates
CA Certificates

—
— R B HTML: Windows 10 Windows 11 macOS
— H.\ ’
- & i

Downl
Download Sub CA 2 - Bror Windows 10 Windows 11 macCs

(Y

\ O Wideo: Windows 10 Windows 11 macOs

Yubikey Security Keys

B HTML Windows 10 Windows 11 macOs
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https://www.yubico.com/support/download/smart-card-drivers-tools/

@3 SB2 CA CERTIFICATES

On the SB2 PKI page, the following digital certificate files are available - they
must be downloaded by clicking their individual Download buttons:

- Download Root CA (SB2ProdRootCA.crt)
- Download Sub CA 1 (SB2ProdSubordinateCAl.crt)
- Download Sub CA 2 (SB2ProdSubordinateCA2.crt)

{(iSTRONGKEY

Welcame to the StrongKey Tellaro Small Business Security Bundle (5B2)

This page provides information to help you get started working with 582
If you have any questions, please send an e-mail to getsecure@@stronghey.com

i k|

5B2 Production How To Configure CA Certificates
CA Certificates

Swissbit Security Keys

3 Download Sub CA 1 DHIML  Windows 10 Windows 11 macOs
7 \_\_\"‘ 1,

3 Downloadsubcaz BB & B FoF: Windaws 10 Windews 11 macOs

\, 0¥ video: Windows 10 Windows 11 macOs

Yubikey Security Keys

21 HTML: Windows 10 Windows 11 macs
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(o DOWNLOADING THE SB2 ROOT CA

First, click the Download Root CA button (1). The download will begin
automatically, and you'll see a dialog box confirming the file name once the
process is complete (2).

REPEAT this process for the Sub CA1and Sub CA 2 certificates.

Downlzads ] @ -

02 »‘ T resee Qo

(JSTRONGKEY

Welcame 1o the StrongHey Tellaro Small Business Security Bundle (SB2)

This page provides information to belp you get started working with 562

Il you have ary questions, please send an e-mail 10 getseoyre@eliongkey.com — ——

SB2 Production How To Configure CA Certificates

CA Certificates
01> a===m i
D HTML: Windaws 10 Windows 11 macOs

& Download Sub O 1

& Download Sk EA 3 B roF: Windows 10 Windows 11 macs
D yides: ‘Windows 10 Windows 11 macOs

Yubikey Security Keys
B HTML ‘Windows 10 Windows 11 macCs

SB2-HowTo-SB2PROD-yubico-5c-nfc-user-guide-windows11-v20.odt, May 11,2026, P 24




o5 NAVIGATE TO THE WINDOWS
START ICON &8

After clicking the Windows Start icon, search for Manage user certificates to
find the settings application for overseeing and configuring security

certificates, including importing. Next, select the Manage user certificates
application.

I—|__E The Manage user certificates application is also known
as certmgr (short for Certificate Manager). In this document, these
terms are used interchangeably.

6 L4 manage user cenificates

teigpy & 0 Apps  Doouments Wb Serlings  Folders  Photos »
Best match
-
19 Manage user cenificanes y
L |

- MEnAQE user cerificales Manage user certificates
= " "

& Opan
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OPEN TRUSTED ROOT

@@ CERTIFICATION AUTHORITIES
FOLDER

To begin, expand the certmgr window by clicking and dragging the borders

(green arrows) to a larger size. This will provide a better view of the digital
certificates.

Next, click the arrow (yellow box) next to the Trusted Root Certification
Authorities folder to expand it, revealing the Certificates (red box) folder.

= <=

Trusted Raot Cerbhioation Autharitie: store.contmins 36 corSfraten
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C7

INITIATE THE SB2 ROOT
CERTIFICATE IMPORT

Right-click the Certificates folder to open the context menu.

Select All Tasks, and click Import to start the Certificate Import Wizard.

W crotegr - [Certdicates. - Curern Unan Trusted Boot Cestificafion Asthcris etCentificated

File  Acton  Waw  Help
o N0 44
o Comtificates - Curserl Liisr

Penonal
- Truted Roal Cornfestion Aumhorites

| sl
e [
Irfmrrrecia
Aciveg Dine )
1 Truited Pul Refrech
=] ;l::—,;i Brpart Let
1 Tnised Pac Hep
Chent At hemaion rssr
1 Giher People

] Locsl Nenfenevable Conificaies
orfuste frncl mert Faguestt
7 Snai Cavsel Tasitind Rovits

At i partificati 10 & ore

Prirvaey Cartilicat

DegeCort Ausuend |0 Aoos CA

coal Cugeert 5 A5G Rogt &5
SalingrCert Giosel oot T4

) OugiCert Giosel Anoi 2

Lyl igicent Gloel Aot G

wal DRgECet Mgy Massrarion FV Roc,
Sl DigiCert Teustud Rioct G4
Eylirtruc: Ancd Cartifcabon Autha.
& irinuct not Cortficaion iethort
slHabatigr

sl Habatuge

gl Gobatgr Code Sgning Root R
o Globalge Foat CA

gl G Caacdety Clais 2 Comntil bzt o A
)G Dadidy Anct Carti cate futh.

Slens koot w1

SalMicronot: Austenticodet ) Roc
sl Microoo BCE Prod uck Foat Cert
ol Moo BCC TS Roos Canifat
plMicrosa Root Authanty
Moot Root Certifcate Adthin

CalMicroso Aot Centiicats futho

SlMicrosat Rock Cartificats hutho_

Slicrona i Anct Cartificatn A

CalMicroeat Time Stamp Boot Cort.
ol M BLARALITY ACCRRTED, (o7 Ve
ol Senurity Cormun cation BoatCa?
gl et Class 3 Cerafication s

» ik B a Euti e

Tesied Dy Esratian Date:
AR Caribcate Servios. mes
ot Trustad Metssark & s

sz 3 Putib Privvary Cartiiation
Copynighs ki 1997 Mimesaft Corp
DopiCert S purag I Aot &
DopCoert 5 R W28 Fioat G5
DvgeCert iobal oot 4

DégiCert Giobal Root G2

CegiCet Global Root 63

TEgCet High Assarinos T Bact TA
DigiCat Tusted Ract G4
Entruct Root Contcation Suth
Eriruttect Cortrfication hathorty |
Hotatagn

Hotagn

Glotaign Code Sgring Root 845
GlobeSign ot CA

Ga Dackdy Clats 2 Centication ..
Ga Dacdy Roat Certdste St
FRG Root N1

Mcramoft Asthentiodabn Boat
Mhcropoft EEC Prodct Moot Gertif

Marmsoft ECC T4 Boot etficaie Forpira i
Moot Root Authonty 20
Micrasolt Reol Certficate futhonty  S/2001
Maraioit Reol Carthems Suthert.  BELZON
Micrasoft Rool Carthicate kuthort.  H22/70M
Sdicramoft A Roat Cartdcats st

Microecit Time Stamp Soat Certif
W0 LIABLTY ACCEPTEDL ra i
Security Commumication ApmcAl
Starteid Ons 2 Cortifcatan suth,

Fue

i Finivan

A Fua cans

Itireded Purposes.
Qient Autheaticsiio.
Cliers Rushaaticatio,
Ciart Aushaaticatia.
Teme Stamging
e dustoabortag,
Codesgning Teme .
Dot futheabostio.
Cier Autheaticsiio.
Client Autheaticsio,
it Aushaaticatio.
Cliars Aushoabicstia.
Clert Auchaabestio.
Cliark Aushoabestio,
Uherk faghanbortio,
Dherk futhenbortn,
Code Sgning

Cliere Asheatcn o,
Cliart Aughaaticatia.
Cilert Aushaaticatio.
Cliark Authoabestio.
Socure fmail Code
<hil»

<l

<l

<l

<l

<l

Clierk Authoabicstio_
<Ml

Teme Seamming
Ciere Ausbrabostio,
Cliert Autheabcatic,

s

Frienudy Plase
Seciigo WA

Carbam Trushid Bt
Verikign s 3 Pubs
Micxanét Timastam,
DageCert
Dot 5 BRAMMGE
Dagient

DgiCert Gloil oo,
g et Gloial R,
igice

igicart Trustsd R
Erteat ot

ket G40
Gletatign Root O,
GlobatSgn Root 8,
Glsbatsagn Corde 51,
Glsbalfign Reot 04
G Dy Clas 2
Go Daddy Root Cert
PG oot X1
Mhcxonodt Autheric
Moo BLC Brod,
Miconoh ECC TS A0
Moonot Rnot Aut
Micxcrof oot Cartl.
Mcscroh Roe Cantl
Mcxcnof Rook Cortl
Mcxonch REA Boot -
Mbconcét Tema S
Werifagn Tirme Sewm.,
SECOM Truse Syase
Starfielcd s & Gt

Slatus Certitoate Tevplan

SB2-HowTo-SB2PROD-yubico-5c-nfc-user-guide-windowsl1-v20.odt, May 11,2026, P 27




@. CERTIFICATE IMPORT WIZARD

The Certificate Import Wizard will open. Click Next to proceed.
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@@ LOCATE THE SB2 ROOT CA
CERTIFICATE

Click the Browse button to locate the SB2 Root CA certificate file.
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OPEN THE SB2 ROOT CA
CERTIFICATE

Cilo

To find the SB2 Root CA Certificate, go to the SB2ProdRootCA.crt file's location,
which is typically the Downloads folder. Once the SB2ProdRootCA.crt is
located, select it and click Open.

E Ope X
1+ > Downloads » 1-Clifton-Boyer-SB2TLSCA-SB2Prod (1) v ] Search 1-Clifton-Boyer-SB2.. P
Organize ¥ New folder =~ 0O O
> @b Cyper - Personal Name Date modified Type Size
Last month
&l Desktop » 5] 1-Clifton-Boyer-SB2TLSCA.crt 3/17/2026 1:01 PM Security Certificate 2KB
ik i ] 1-SB2-RootCAcrt /2026 1:01 PM Security Certificate 1KB
w Downloads #
5 1-5B2-SubordinateCAl.crt 3/17/2026 1:01 PM Security Certificate 2KB
= Documents # No preview available.
5 1-5B2-SubordinateCA2.crt 3/17/2026 1:01 PM Security Certificate 2KB
E Pictures »
& Music *
& videos »
Chrmmmlms
File name: 1-SB2-RootCA.crt ~ | X.509 Certificate (*.cer,.crt) v
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@'ﬂ SELECT CERTIFICATE STORE

Ensure the Certificate Store field indicates the digital certificate will be added
to the Trusted Root Certification Authorities store before clicking Next to
continue.
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@ﬂz FINISH IMPORTING THE SB2 ROOT
CA CERTIFICATE

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

€ &+ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:
Trusted Root Certification Authorities
Certificate
C:\Users\Cypher\Downloads\1-Clifton-Boyer-SB2 TLSCA-SB2Prod (1)\1-SB2-RootCA.crt
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3 SECURITY WARNING

A security warning will be displayed regarding the Root CA Certificate. Make
sure the name of the certificate and the Thumbprint (shal) shown in the
warning window match the content shown here:

SB2 RootCA
6DCFFF6eD D5B73DF9 26511DB6 9D0B4914 F1649542

If it matches /identically; click Yes.

If the Thumbprint of the CA certificate does not match, contact the
Administrator of the SB2 site. This step represents the most
important step in establishing trust in the SB2 platform.
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(oqll;;} A SUCCESSFUL IMPORT

Once the SB2 Root CA Certificate is imported successfully, a confirmation
message will appear. Click OK to continue.
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@,ﬂg VERIFY SB2 ROOT CA IN
CERTIFICATES LIST

If you scroll down the list of CA certificates on the right-hand side of this
window'’s panel, you will see the SB2 RootCA certificate in the list.
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Smart Card Trusted Fisats ClMicrosalt ECC Product Root Cen Mcrossft BOC Produd Root Cenili 207/200) <hll= Mharpsalt LCC Peod
Itcronal ECC TS Reol Certifest.  Masroisft ECC TS Root Carsficats 2027,/2043 wllls Mecrosalt BCC TS Re.
o Micromalt Aot Authority i i Aot Buthority 131/0E0 Al Wicrema it ool Aut
o Mool Root Certilicate Autha.  Maerokef Roat Certilizats Authadty  SS200 <Al Mcrioaaa ' et Crti.
Calnaicersa Root Cortficets Authe . Mcroisft Roat Cetdising Authont..  603/20%8 <hlls Wiy Iy Mol it
Dlitcrosals Aot Cosdicate dutha.  Mercusht Roat Cartdicate dthant.. & L) =iz iiicrosaft Beat Corti.
3 Microsali RSA Boot Cortificate A Microsoft RSA Reot Certificibe dut.  7/18/2082 Chert duthenticatio..  Mrpeaft £54 Rogt .

Clntiornsafs Tome Stamp Root Cart . Micrcsoft Teme Samp Rooe Cenfi_ 10222009 wili= crozaft Tene Sta_
il BTy ACCEFTED: (8T e NGO LIABILITY ACCEPTED, (087 vend_ 172008 Time Seamping ‘verSign Time Sasm_
SE2 RooiCA A0S whlls « Mg
Sectig o Puble Sorver Autherticatio.  301,2085 el At Sectigs Pubkc Servs.
I Beurity Comren, et el Susibueri SECOHM Trunt Syte.
SSleomEY Rog S50/2083 il At SELcewn EV Root T,
SELonim Moot Camificaton futhar Chairet Auithes AL Rt Cartifl.

Clarst dastheant Searfiid Clas 7 Cort
Charit Authenticabeo.  Amazon Seneces Ra..
Code Sgreng <Mones
Time Seampng Thawae Timestsmpi_
Chervl huibriiicabin..  Sectige

il Clase 2 Cortification Aut.  Sarfiold Class 2 Cortification suth.
Lol starfeld Services Root Certrfiat..  Starfield Services Root Corrficate A
EelSymenier Enterpree Mobile . Symandec Enterprse Mobile Root f-
El Thewte: Temestsmping CA Thiswte Temestampsng CA

L USERTrust REA Cortfication Auth.  LISERTrust RS54 Cortiheation Author..

L]
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(@4ql[G] VERIFY SB2 ROOT CA: PART 1

By double-clicking the SB2 Root CA certificate - or right-clicking the mouse
button and selecting Open, you should see the following window. Select the
Certification Path tab in this window:

a Certificate X

General Detailk Certification Path

a Certificate Information

This certificate is intended for the following purpose(s):

* All issuance policies
* All application policies

Issued to: SB2 RootCA

Issued by: SB2 RootCA

Valid from 9/4/2025 to 9/4/2035

OK
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(o4qly/d VERIFY SB2 ROOT CA: PART 2

In the Certification Path tab of the SB2 Root CA certificate, you should be able
to confirm these two important attributes of the certificate:
* That the certificate symbol in the Certification Path sub-panel at the top
does not have any yellow warning symbol associated with it, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

n Certificate k4

General Detpils  Cortifcabion Path

Cartification path

W5 oo

| No warning symbol A\

is associated with the
image of certificate.

Cerificans smsns:

This centificate & OX,
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VERIFY SB2 ROOT CA: PART 3

Cl

Follow these steps to create a Friend/ly name for the SB2 Root CA:
1. Choose the Details tab.
2. Click Edit Properties (image1).
3. Add name in Friendly name field (image 2).
4. Click Apply then Click OK to finish.

Friendly names make identifying RootCAs easier in the certificates list (image
3).

a-| Certificate X Certificate Properties ? X
General Details Certification Path General Cross-Certificates OCSP  Extended Validation
Show: <All> v Friendly name: SB2 PROD
Description:
Value
V3 Certificate purposes
14deb3889a3f57ef716f9876bS5... © Enable all purposes for this certif
sha256ECDSA .
sha256 (_) Disable all purposes for this certificate
US, StrongAuth Inc, 1, SB2 Roo... () Enable only the following purposes
Wednesday, November 19, 20... Note: You may only edit certificate purposes that are allowed by
Monday, November 19, 2035 4... the certification path.
US, StrongAuth Inc, 1, SB2 Roo...
momsmng ey Server Authentication
Client Authentication |
Code Signing
Secure Email
Time Stamping
Microsoft Trust List Signing
Microsoft Time Stamping
e D L L e

Add Purpose...
Copy to File...

ertim - [Certificates - Local Computer\Trusted Root Certifi o X
Action View Help
R EELE
priificates - Local Computer Issued To Issued By Expiration Date  Intended Purposes Friendly Name
Personal L.ancrnsaft Root Certificate Autho.. Microsoft Root Certificate Authorit..  6/23/2035 <All> Microsoft Root Certi...
i Tiistec Baok Caification Juthorities 53]Microsoft Root Certificate Autho.. Microsoft Raot Certificate Authorit..  3/22/2036 <All> Microsoft Root Certi..
;‘;Tj:_:::‘ L”.]Micrcsnf't RSA Root Certificate A..  Microsoft RSA Root Certificate Aut..  7/18/2042 Client Authenticatio.  Microsoft RSA Root ..
e s Cartiteai s 5] Microsoft Time Stamp Root Cert..  Microsoft Time Stamp Root Certifi..  10/22/2039 <All> Microsoft Time Sta...
Trusted Publishers [Z1MIO LIARILITY ACCEPTED (107 \la___NIO LIARILITY ACCEDTED (7107 MariS. 1720004 Time Stamnina \eriSinn Tima Stam
Untrusted Certificates B§1SB2 RootCA SB2 RootCA 11/19/2035 <All> SB2PROD
Third-Party Root Certification Authorities \__._.I>e<t|go PUDNC Server Authentica..  >ectigo PUDIIC >erver Authenticatio..  3/21/2U4b Ulient Authenticatio..  >ectigo Fublic Serve..
Trusted Psople [55] Security Communication RootCA2  Security Communication RootCA2 5/29/2029 Client Authenticatio.  SECOM Trust Syste..
scation Issuers L.lSSLccm EV Root Certification Au.. SSLcom EV Root Certification Auth..  2/12/2041 Client Authenticatio.  SSLcom EV Root Cer..
ts ] s5Lcom EV Root Certification Au_ SSLcom EV Root Certification Auth..  5/30/2042 Client Authenticatio.  SSLcom EV Root Cer..
[51SSLcom Root Certification Auth.. ~ SSLcom Root Certification Authori..  2/12/2041 Client Authenticatio..  SSLcom Root Certifi..
[CglStarfield Class 2 Certification Aut— Starfield Class 2 Certification Auth..  6/29/2034 Client Authenticatio  Starfield Class 2 Cert...
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@.ﬂ@ INTERMEDIATE CERTIFICATION
AUTHORITIES FOLDER

Just as you imported the SB2PROD Root CA certificate, you will now import the
two SB2PROD Subordinate CA (aka SubCA) certificates. The SubCA certificates
play a vital role in establishing the “certificate chain of trust" between the
digital certificate on your Security Key and the SB2 site.

Return to the certmgr application. Next, click the arrow (yellow box) next to the
Intermediate Certification Authorities folder to expand it, revealing the
Certificates (red box) folder.

& cenmgr - [Certificates - Current User\intermediate Certification Authorities]

File Action View Help

e nm O &s B

(¥ Certificates - Current User Object Type
> [ Parsonal Centificate Revocation List

1 Cartificates

o Trusted Root Certfication Authoritees
© Enterprise Trust

Third-Party Roat Certification Authorities
1 Trusted People
1 Chent Authentscation ksuers
» 1 Other Pecple
> | Local NonRemovable Certificates
> (2 Centificate Enrollment Requests
Smart Card Trusted Rocts

l Intermediate Certification Authorities store contains 6 certificates.

T
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@@ INITIATING THE SB2 SUBORDINATE
CA CERTIFICATE IMPORT

To begin, right-click the Certificates folder to open the context menu. From
there, select All Tasks, and then click Import to start the Certificate Import
Wizard.

W cerimgr - [Certificates - Cumment Useriistemmediabe Cerification Autharites\Cerfifcates] — o x
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CERTIFICATE IMPORT WIZARD

The Certificate Import Wizard will open. Click Next to proceed.

File Metca  View  halp

e AM O ds Hm
W Certificates - Curern User Tt Y bl Fomisatinn Nats tevtimelant Popaiss Frindly Murne  Satus. Ceificate Tamplats
| Personal
Tustad Roat Certdication Authormes 'ﬁ B :::::
1 Entarprie St "_L §r Cortificato import Wizard B o
v ] temdate Cortfication Authoriies - e g
Certificate Remcation Lt | b
3 Cert 5 P23 <biones
1 Active Dwactery User Clrject e | Welcome to the Certificate Import Wizard | i
1 Tusted Pubilinhers i
| Urdrusied Cetificates |
Third: Farty Riaos Cersficrtan Autharibes Th wesard e v oy Ceebfme, cerSeme trune bet, s oot et it
] Wustsd Focpla S your disk 1o b cortfiety wore.
| Diert Autherticaion lsuers
| Other People Foomricate, which & s by & certilcaion a Uiy, 5 & confirmation of yeur ety and

ot ilrTnaion whad B profed dais of B eeablsh sdurs Neswork comacioni. &

Local NonRemovable Canmlicates
cartficate Sore & S sysem ares shene oertficate are iece.

Cartrlicats Ervelimer Requats
| St Coeel Tustod ooty

To caname, i e,

SB2-HowTo-SB2PROD-yubico-5c-nfc-user-guide-windows11-v20.odt, May 11,2026, P 41



@22 LOCATE SUBORDINATE SB2 CA 1
CERTIFICATE FOR IMPORTING

Click the "Browse" button to navigate to and select the Subordinate CA
certificate file.

ok e rnatinn T et Prrpraries Frienihy biarn Status Cesil
=1} M cMones
M
* §* Cemficate Import Wizard
=1 g
=]
J4 T
=9 Tl b gt Jewicatio.  <Mone>
Specfy Te fle you want D Import
fae rame

Vot Mose: e, e pershoste can be stsred 0 & srgis fe i e ooy dormats

Personal Infiormaton Encrange- FCE 312 (PR FLY)
Crvmiograghic Message Syntes Stanciard- PCS # 7 Certficates | FT8)

Meroscit Seriined Cersicate Stoee | 55T]
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OPEN THE SUBORDINATE SB2PROD
CA 1 CERTIFICATE

C23

To find the SB2ProdSubordinateCAl.crt certificate file, go to the file's location,
which is typically the Downloads folder. Once the SB2ProdSubordinateCAl.crt

file (yellow arrow) is located, select it and click Open.

Fﬂ Open X
i b > Downloads » 1-Clifton-Boyer-SB2TLSCA-SB2Prod (1) Search 1-Clifton-Boyer-SB2.. A2
Organize ¥ New folder = - a o
> @ Cyper - Personal Name Date modified Type Size
Earlier this month
@M Desktop ® & SB2TLSCAcrt 3/17/2026 1:01 PM Security Certificate 2KB
" | _nJ 1-SB2-RootCAcrt 3/17/2026 101 PM Security Certificate 1KB
+ Downloads #
I_ﬂ] 1-SB2-SubordinateCAl.crt 101 PM Security Certificate 2KB
T Documents # — o S sty z No preview available.
_p;l 1-SB2-SubordinateCA2.crt 3/17/2026 101 PM Security Certificate 2KB
E Pictures »
0 Music +
2 videos »
Chemmmll s lanam
~  X.509 Certificate (*.cer;*.crt) A

File name: 1-SB2-SubordinateCA1.crt

Cancel
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@2&] SB2PROD SUBORDINATE CA 1
CERTIFICATE FILE SELECTED

Before proceeding, verify the correct SB2 Subordinate CA Certificate file has
been selected. The name of the file will automatically populate the File Name
field upon selection. Click Next to continue.

& &* Certificate Import Wizard

File to Import
Specify the file you want to import.

File nama-

C:\Users\Cypher\Downloads'1 SB2ProdSubordinateCA1.crt\ Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.S5T)

Mext Cancel
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(®¢2J5] SELECTING CERTIFICATE STORE

Choose “Place all certificates in the following store” and ensure the certificate is
added to the Intermediate Certification Authorities certificate store. Click Next
to continue.

-
i
fouad T i B Funbamion Muas  bhnotas] Pufpiriid Fri ity v St Cetileiite Torspdans
-0 x R
Trusked Roct Carbfestion Rutharities :L (] e
| Estarprics T N & &* Cenfcaeimport Wiz B W el
. obiones
o [ iremeiate Corbiesticn Autharitiss _':! i
Cenifote Revoostion List =
CarsiFicaty 5 2%, chenes
- } Carsifinin Siorm -
— =] fmtizatia. e
::Lt::::““ et CArFEEe CENRE A FSIRM MR Whane CRrTACHES re SRpt
Uranasted Certdiones
Thised. Pacty Riact Certification Abantie
Trunsad Pecpis A o austrwatally Seiecta CerIRCME SlEve, o Ou CMA Sl ko
s Hhe corthicain
| Cherst Aatherdicaion by
Other Feople sk by wesect B corificate viore baed on B by of e
Lozl MsnRamovable Cenifates °
| Cortificate Frecllmend Raguarts Fiacy il cortficains in e Kolouing ey
| Sarvart Casel Truribid Rty Lot seee
IrierTnatiste Garmicason AOrTes B,
Pt Canca
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FINISH IMPORTING THE SB2
SUBORDINATE CA 1 CERTIFICATE

C26

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

=

HEE R L g R T

Coampleting the Certificats Impert Wizard

True Cevnicite will o wrguenied sfe o Cick Finen

Woai - i e dnllowineg. WEErEH

T oo e i
(=t CorSficaiy
Fir Farne L e w g | Doweriioaschs| S 3P oS shasd raiel A
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A SUCCESSFUL IMPORT

Once the SB2 Subordinate CA 1 certificate is imported successfully, a
confirmation message will appear. Click OK to continue.

VERIFY SB2 SUBORDINATE CA 1IN
@2 CERTIFICATES LISTS

After the SB2 Subordinate CA 1 Certificate has been successfully imported, it
will appear in the Intermediate Certification Authorities list as illustrated below:

B cenmgr - [Certdicates - Cuerent Userdenemediste Cerlification Aushonies)Ceriificates]

File Amon  Vew  Help

oo 20 as Bm

o Certificates - Current Lser s By prtion D terded Parpises Frisndly @ i
- et Tnsted Rost G4 A6 Code Sgnieg chanes
fi TR i Corddi 0 Al BT
“ 1t Root Autharity 2002 Cod W =Mar
Rack Agency 2312039 all <Mangs
B2 RootCa 945 all <P
SaL v 9SLeom DV Moot Cerbdication huth_ 4230004 Code dgnng «Manes
& STHA-KEVID-PB 1TDP00TRAIT0RS.  Microscrt TPM oot Cersficese At S/7/200 EETEPRERRCE T <Marer
= Wy verisign.comyCPS Imcerp by - Class: 3 Public Primnary Cemtificetion . 10242016 Server Autherttiatio.  <Monex
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@2@ VERIFY SB2 SUBORDINATE CA 1 -
PART1

By double-clicking the SB2 Subordinate CA certificate — or right-clicking the

mouse button and selecting Open, you should see the following window. Select
the Certification Path tab in this window:

s Comidiate ®
'
4

General [ty Corification Pas:

Irmsdend Fuarpras s
Cartificats Infermation d Gk Code Sagrin,
R

Code Sigring
<Alls

- A Rsot Comtif) cate
This certificate i intended for the following purposs(sk:

= All apgication poies

lirees Hartuars Code Sigring, Wind.  «Nowes

<Blls Mo
ateCh L Mor
wde Sigring Interm.  S5Lcom DY R Cade Sigring oy
BITDAOCTISET0E. rbficate Aut. & TAR1ATININIG, Mo
eomAPS incoepty . Clas 3 etification . Server AnEnLCat Moo

Tessed vo! SRS SubordnateCa

Tsswed by: SEZ Rooelh

Valld feom 9472005 85 42005
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@3@ VERIFY SB2 SUBORDINATE CA 1 -
PART 2

In the Certification Path tab of the SB2 Subordinate CA certificate, you should
be able to confirm these two important attributes of the certificate:

* That the certificate symbols of the two certificates chained together n
the Certification Path sub-panel at the top, do not have any yellow
warning symbols associated with them, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

o W Cantinicans *

# Conersl Demi  Cortfcabos Pam

£ Comi S0 pat bsuied By Experstion Dste  Imended Purpeses Friendy Mame Steeus  Cemdicme Tem_
o 5B Aowech wd Gd Code Signn.  DigiCet Trusted Kaat G4 AN Coda Sgning <Miaras
# Root Certificate . Microsoft TPM Root Certifiate Aet. 1210203 <Al <Mones
wlows Mardwere . Microsoft Root Authomey 122002 Code Signing Wind_  <Nones
iz
eCA [T
Mo warning icons are associated with e Signing irleim.,  $ iy e
withver ceriificate, BiTOMOT LT thin L
@mTFS Incerpby - Oass 3 Public Frimary Corfication - 10242016 Ahendican « hicarge

Certhoaie s

[T cortuate  OK

aK
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1.

VERIFY SB2 SUBORDINATE CA1:
PART 3

Choose the Details tab.

2. Click Edit Properties (image1).

3. Add name in Friendly name field (image 2).
4. Click Apply then Click OK to finish.

Friendly names make identifying SubordinateCAs easier in the certificates list
(image 3).

Follow these steps to create a Friendly name for the SB2 Subordinate CA1:

& Certificate

Show: <All>

General Details  Certification Path

Certificate Prop

Field

DVersbn

| |serial number

nature algorithm
nature hash algorithm

Value
V3

00fcddd3eb26d73f5f7880f38d...

sha256ECDSA
sha256

US, StrongAuth Inc, 1, SB2 Roo...
‘Wednesday, November 19, 20...
Monday, November 19, 2035 4...
US, StrongAuth Inc, 1,2, SB2 S...

ties

General (Cross-Certificates OCSP  Extended Validation
Friendly name: SB2PROD
Description:
Certificate purposes
O Enable all purposes for this certificate
() Disable all purposes for this certificate

(2) Enable only the following purposes.
Note: You may only edit certificate purposes that are allowed by

& certim - [Cer

File Action View Help

s - Local Computer\Intermediate

Edit Properties...

Copy to File...

the certification path.

| [/ server Authentcation
Client Authentication
Code Signing
Secure Email
Time Stamping
Microsoft Trust List Signing
Microsoft Time Stamping

Certification Authorities\Certificates]

Add Purpose

1 Untrusted Certificates
1 Third-Party Root Certificat
71 Trusted Pecple
1 Client Authentication Issuc
~| Preview Build Roots
|| Test Roots

AAD Token lssuer
ple
tion Authorit

R

9 @0 c= Hee

G Certificates - Local Computer Issued To Issued By Expiration Date  Intended Purposes Friendly Name

-l Personal [aMicrosoft TPM Root Certificate . Microsoft TPM Root Certificate Aut..  12/10/2030 <All> <None>

- Trusted Root Certification . | || (515 crocoft Windows Hardware C..  Microsoft Root Authority 1273172002 Code Signing, Wind_.  <Nane>

e :Em;j:‘é‘mmmm GilRoot Agency Root Agency 123172039 <All> <None>

=% N LISB2 SubordinateCA SB2 RootCA 11/19/2035 <All> <None>

7| Certificate Revocation
PR [55)SB2 SubordinateCA SB2 RootCA 11/19/2035 <All> SB2PROD
3 Trusted Publishers L-g)STM-KEYID-FB17D70D734870E9..  Microsoft TPM Root Certificate Aut.. 5/7/2030 136.1413112136,..  <None>
Selwww.verisign.com/CPS Incorp.by .. Class 3 Public Primary Certification .. 10/24/2016 Server Authenticatio.. <None>

rtification Authorities store contains 7 certificates.
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IMPORT THE SB2 SUBORDINATE CA
2 CERTIFICATE

Import the SB2 Sub CA 2 certificate by repeating steps C19 - C31 Remember to
verify the Sub CA 2 certificate is selected during the process.

@g RESTART THE COMPUTER

It is important to follow these exact steps to restart your computer:

1. Save all open work and close all active applications to prevent data loss.

2. Remove the Security Key from the USB port.

3. Perform a full Shut Down of the computer (avoid "Sleep" or "Hibernate").

4. Reinsert the Security Key once the computer has completely powered
down.

5. Power on the computer to allow the system to automatically find the
Security Key and register the new certificates as it starts up.

To ensure the operating system recognizes the newly imported digital
certificates, you must remove and reinsert the Security Key. This action

triggers a required firmware re-initialization to complete the certificate
integration process.
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T
ACCESSING SB2PROD INVITATION
LINK

This section will review the steps of accessing the invitation link you received to
register a FIDO credential with your Yubikey 5C NFC Security Key with the
SB2PROD site.

You must have the Yubikey 5C NFC Security Key — with Security Key PIN and the
SB2PROD Invitation URL that was sent to you for the FIDO registration process.

@2 PLUG IN THE YUBIKEY 5C NFC
SECURITY KEY

Plug the Security Key into the USB-C port (or the USB-C to USB-A adapter)
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[))SY IDENTIFYING THE USB-C PORT

Locate the USB-C port—typically found along the edge of the computer, it
features a compact design with smooth, rounded corners that set it apart from

traditional USB-A ports.
The image below shows both a USB-C port and its matching male connector.
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NO USB-C PORT? NO PROBLEM.

With the USB-A to USB-C adapter provided by the Administrator of your SB2
site, simply plug the USB-A end into the computer and insert the Security Key
into the USB-C port.

The provided USB adapter pictured below.
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[»))S§ OPEN THE EDGE BROWSER

To begin, access the Edge browser by selecting its icon from the Windows
taskbar.
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@@ FIND THE EDGE BROWSER DROP
DOWN MENU

Locate the three-dots icon on the right side of the screen and select it.

(in] | B Hew b x B . a ®
€& 3 % Search or eeiler web addeess = :Db
[ = T we T P B woeeseuy  EJ Daw | =2

BT Microsoft
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[D)y/8l OPEN A NEW InPRIVATE WINDOW

Always use Edge InPrivate mode to access the SB2PROD platform URL
https://sb2.strongkey.com.

o - T

= Q. Seanch or enter web addiess Yot & e My
2 CDwponiosories | ED Motiee Secwny ) Dell () 382 F1 Mew tah Ctri=T
1 Mo wincdow Ciri<h
I R Mew InPrivate window Chr=Sbify=h r
Taom LT
T Fawiniles Cirl=5hifi -0
0 Hioey Cir=H
E Tab groaips
=. Microsoft 4 Doanloads Cobel
3 Btoenslons
£ Passwords
0 Dwlate bowsing data CrleStifte Delete
Q newsd ‘r = Prnt CirleP
n [0 Split sereen
& o hd T W Sereenshot ChlaSiftes
Timara Wouhste  sddemosr.  Addehenoul
&) Find o page C¥isF
Move 10als
£l Settings
(T Help and feedback

Clase Miciosoft Edge
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https://www.yubico.com/support/download/smart-card-drivers-tools/

SB2PROD PLATFORM URL

In the InPrivate browser address bar, enter the provided SB2PROD Platform
invitation link. You will receive the link in an email from a member of the
StrongKey Team.

The SB2 registration invite URL is long so it will be advantageous to
use the “cut and paste” options. Here is an example of what the
URL will look like:

https://sb2.strongkey.com/sb2/register?
hash=3d500dec79f6ec257ebddcc56hj78ff1f2d31d557d4c7bf5654

SB2-HowTo-SB2PROD-yubico-5c-nfc-user-guide-windows11-v20.odt, May 11,2026, P 58



D)9} SELECT THE CERTIFICATE

A pop-up window will display the available certificates (yellow box). The name
in the prompt should match your name, as created by the Administrator of the
SB2 PROD site. Select the presented certificate and click OK to proceed.

I}‘;{ItﬁlT'E You will only see a certificate prompt if the SB2 Root CA and SB2
y Subordinate CA certificates were imported correctly on your

computer. If you do NOT see a certificate prompt, please contact
support@strongkey.com for support.

o3d5cnd
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[®JI[(®] ENTER SECURITY KEY PIN

The next dialog box will prompt for the Yubikey 5C NFC’s PIN. Enter and click
OK to continue. This PIN should have been provided to you by the
Administrator of the SB2 site.

For instructions on changing the PIN, refer to the Appendix of this guide.

W W Sy

Smart Card

Phasarie erfier your PR

|

What InPrivitis broursirg deot

Always use “Strict” tracking prevention when beovsing InPrivate

' Nore detads
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[®]ljl] SB2 PLATFORM LANDING PAGE

his privacy.).

Upon successful authentication with the digital certificate, the following one
time SB2 Landing Page will be displayed. This page has three (3) sections:
* On the left-hand side, some details of your digital certificate information
will be displayed (Cypher’s critical details have been redacted to protect

* Legal disclosures for the SB2 platform are located in the middle section.
You must scroll all the way to the bottom and agree to the terms
disclosed before you may continue with this process.

* Use the right-hand panel to nickname your Security Key. This makes it
easier to identify each key if you use more than one.

Your Digital Certificate

Learn More

Username
cboyer

Full Name
Clifton Boyer

Organization
StrongAuth Inc

{# STRONGKEY SB2

Disclosures

If you agree with the terms presented
here, check the box below and register
your Security Key. You agree to:

8. Users who are uncertain about
which Personal Data is mandatory
are welcome to contact the Owner.

9. The Owner takes appropriate
security measures to prevent
unauthorized access, disclosure,
modification, or unauthorized
destruction of the Data.

. The Data concerning the User is
collected to allow the Owner to
provide its Service, comply with its
legal obligations, respond to
enforcement requests, protect its
rights and interests , detect any
malicious or fraudulent activity, as
well as the following: User data
management, Registration and
authentication.

11. User Data Management: This type of

Your Security Key

You were provided with a Security Key
(resembling the following image),
containing a digital certificate enabling
you to see this site. The Security Key will
also be used to register a new FIDO
credential to authenticate you.

You may give the Security Key a nickname
below - such as “JD's vault credential” or
“John Doe's access key" - to distinguish it
from additional Security Keys you may
already own and/or acquire in the future.

When you select Register below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
blinking LED on the Security Key.

[®]I)Z4 TERMS & CONDITIONS

Review and accept the terms and conditions in the Disclosures panel. The “I
agree” box must be checked before proceeding with Security Key registration.
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@ﬂg GIVE SECURITY KEY NICKNAME

In the Security Key panel on the right, enter a descriptive nickname for the key
in the "Name" field. Then select Register to complete the process. Names are
typically short (up to 16-20 alpha-numeric characters), such as:

* John's Yubikey 5C Security Key for sb2.strongkey.com
*  Yubikey for sb2.strongkey.com

8. Users who are uncertain about

which Personal Data is mandatory

Organization are welcorne to contact the Owner.

9. The Owner takes appropriate

security measures to prevent

E-Mail unauthorized access, disclosure,

= modification, or unauthorized
destruction of the Data.

10. The Data concerning the User is
collected to allow the Owner to
provide its Service, comply with its
legal obligations, respond to
enforcement requests, protect its
rights and interests , detect any
malicious or fraudulent activity, as
well as the following: User data
management, Registration and
authentication. Name

. User Data Management: This type of - e e o e e o o o o -
service allows the Owner to build SB2PROD DOCUMENTATION
user profiles by starting from an
email address, a personal name, or —— o ——
other information that the User
provides to this Application

. Registration and Authentication: By
registering or authenticating, Users
allow this Application to identify

them and aive them access to l ,
Lages Qengter-

-~

Clifton Boyer

StrongAuth Inc

You may give the Security Key a nickname
below - such as "JD's vault credential” or
“John Doe's access key"” - to distinguish it
from additional Security Keys you may
already own and/for acquire in the future.

When you select Register below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
blinking LED on the Security Key.

Copyright © 2001-2026 StrongAuth, Inc. (dba StrongKey)
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D)z ENTER SECURITY KEY PIN

To continue adding a credential to the Security Key, enter the PIN and click OK.

This step is called User Verification (UV) in the FIDO ecosystem. It
confirms that the SB2PROD platform is interacting with the
legitimate Security Key owner by verifying your PIN, which should
never be shared. Each time you use your FIDO credential to sign in,
you'll complete this UV step as a required security measure.

which Personal Data 1s mandatory
are welcome to contact the Owner.
9. The Owner takes appropriate
security measures to prevent
unauthorized access, disclosure,
modification, or unauthorized

Clifton Boyer

Organization
StrongAuth Inc

E-Mail
clifton.boyer@strongkey.com @ Windows Security X bu may give the Security Key a nickname
. ielow —such as “JD's vault credential” or
Serial No. Save your passkey John Doe’s access key" - to distinguish it
'om additional Security Keys you may
Gy cliftonboyer@strongkey.com ° Iready own and/or acquire in the future.
on BRREC FO <t Passkey for strongkey.com ; ;
T THE IN ENT Vhen you select Register below, you will

ie prompted for a PIN to the Security Key,
Enter your security key PIN nd to touch the metal surface with a
linking LED on the Security Key.

Security Key PIN

lame

SB2PROD DOCUMENTATION

D This will be saved to your security key. Change

Cancel

Copyright © 2001-2026 StrongAuth, Inc. (dba StrongKey)
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[9)]lI5] TOUCH THE SECURITY KEY

To continue adding the credential, touch the metal contact visible on the
Security Key with your finger - it will have a light-emitting diode (aka LED)
blinking to indicate where it must be touched.

This step is called the “Test of User Presence” (TUP) in the FIDO
ecosystem. It ensures that no remote attacker can impersonate
you, because they would need both your Security Key and your
physical interaction at your computer. Each time you use your FIDO
credential to sign in to the SB2 platform, you'll complete this brief
TUP check as a security safeguard.

which Personal Data Is mandatory
are welcome to contact the Owner.
9. The Owner takes appropriate
security measures to prevent
unauthorized access, disclosure,
meodification, or unauthorized

Clifton Boyer

QOrganization
StrongAuth Inc

E-Mail

clifton.boyer@strongkey.com @ Windows Security X bu may give the Security Key a nickname
ielow - such as “JD's vault credential” or

Serial No. Save your passkey John Doe's access key” - to distinguish it

tom additional Security Keys you may
Iready own and/or acquire in the future.

Vhen you select Register below, you will

e prompted for a PIN to the Security Key,
nd to touch the metal surface with a

Fg LED on the Security Key.
lame
SB!MOD DOCUMENTATION

ﬁ This will be saved to your security key. Change

BROTEC 1E |

(_" clifton.boyer@strongkey.com o
NTENT 2 Al I.‘lURF: ED TO < Passkey for strongkey.com

Touch your security key.

Cancel

Copyright © 2001-2026 StrongAuth, Inc. (dba StrongKey)
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[®)I[G] SB2PROD CONFIRMATION

Upon successfully adding the credential, a dialog box will confirm the
registration action. Click Continue to sign-in to SB2PROD.

Y,
are welcome to contact the Owner.
The Owner takes appropriate

Organization security measures to prevent
StrongAuth Inc unauthorized access, discle ** &, You've successfully
E-Mail modiﬁca_ﬁon, or unauthorized N\ registered

destruction of the Data. Click ‘Continue’ to proceed
clifton.boyer@strongkey.com . The Data concerning the User is to'the login page.
collected to allow the Owner to D's vault ¢
provide its Service, comply with its ess key"” - to distiInguIsniIt:
legal obligations, respond to 2
NTENTI - enforcement requests, protect its already own and/or acquire in the future.

rights and interests , detect any . .
malicious or fraudulent activity, as When you select Register below, you will

well as the following: User data be prompted for a PIN to the Secyrity Key,
management, Registration and and to touch the metal surface with a
authentication. blinking LED on the Security Key.

. User Data Management: This type of
service allows the Owner to build
uservproﬁles by starting from an SB2PROD DOCUMENTATION
email address, a personal name, or
other information that the User
provides to this Application

. Registration and Authentication: By
registering or authenticating, Users
allow this Application to identify
them and give them access to
dedicated services.

Copyright © 2001-2026 StrongAuth, Inc. (dba StrongKey)

Clifton Boyer

Name
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[®)]ly/d SIGNING IN

After clicking Continue, a prompt will appear prompting you to sign in with the
new credential. Verify you are signing in with the Security Key when
authenticating to the SB2PROD. Enter your PIN and Click OK.

¥ Windows Security X

Sign in with a passkey

Security key o
Passkey for strongkey.com

Enter your security key PIN

Security Key PIN

Choose a different passkey

Cancel
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[DJI[S] TEST OF USER PRESENCE (TUP)

To continue the login procedure, touch the metal contact on top of the Security
Key - this confirms a user is present and attempting to sign in from that
computer with a legitimate credential on the Security Key.

¥  Windows Security X

Sign in with a passkey

Security key o
Passkey for strongkey.com

>

Touch your security key.

'\

Choose a different passkey

Cancel
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@ﬂ@ THE SB2PROD PLATFORM
DASHBOARD

CONGRATULATIONS! Your access to the SB2PROD Platform has been
successfully established, and your Security Key with your new FIDO credential
is registered. Your account name is displayed on the right side of the screen.
You may click the gear icon to edit your profile.

All SB2 users have access to two primary applications and:

1. StrongKey CryptoCabinet (SKCC): For securely storing and sharing
encrypted files containing sensitive data.

2. StrongKey Content Distribution (SKCD): For storing and sharing digitally
signed, unencrypted documents.

3. Settings, Notifications and profile picture.

Clicking either image on the SB2 Dashboard opens the application in a new
browser tab. Detailed user guides for both SKCC and SKCD are available
separately.

{()STRONGKEY B3R

Dashboard

SKCC SKCD

Encrypted Vault to safely share files with StrongKey Content Distribution App
trusted recipients.

WELL DONE!
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APPENDIX

NOTE: This document is for StrongKey customers, employees, suppliers and partners who will
interact with the StrongKey Production SB2 cluster (“SB2PROD”) for business operations.

COPYRIGHT & NOTICES

Copyright 2001-2026 StrongAuth, Inc. (d/b/a StrongKey), 21060 Homestead Rd Suite 222 Cupertino CA 95014, U.S.A. All
rights reserved.

StrongAuth, Inc. has intellectual property rights relating to technology embodied in the product that is described in this
document. In particular, and without limitation, these intellectual property rights may include one or more U.S. patents
or pending patent applications in the U.S. and in other countries. U.S. Government Rights—Commercial software.
Government users are subject to the StrongAuth, Inc. standard license agreement and applicable provisions of the
Federal Acquisition Regulations and its supplements. This distribution may include materials developed by third parties.
StrongAuth, StrongKey, StrongKey Lite, StrongKey CryptoCabinet, StrongKey CryptoEngine, StrongKey FIDO Server,
StrongKey Tellaro, StrongKey Tellaro Small Business Security Bundle (SB2), the StrongAuth logo, the StrongKey logo, the
StrongKey Lite logo, the StrongKey CryptoCabinet logo and the StrongKey CryptoEngine logo are trademarks or
registered trademarks of StrongAuth, Inc. or its subsidiaries in the U.S. and other countries.

Products covered by and information contained in this publication are controlled by U.S. Export Control laws and may be
subject to the export or import laws in other countries. Nuclear, missile, chemical or biological weapons or nuclear
maritime end uses or end users, whether direct or indirect, are strictly prohibited. Export or reexport to countries subject
to U.S. embargo or to entities identified on U.S. export exclusion lists, including, but not limited to, the denied persons
and specially designated nationals lists is strictly prohibited.

DOCUMENTATION IS PROVIDED “AS IS”" AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR
NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY
INVALID.
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This appendix guides you through changing your PINs on the Yubico Yubikey 5C
NFC Security Key.

CHANGING A YUBIKEY 5C NFC PIN

The Security Key is a very powerful cybersecurity device and represents the
state-of-the-art in multi-factor authentication (MFA) technology that does not
use any passwords. The MFA is supported by the:

* Possession factor — where the physical possession of the Security Key is
essential to the authentication process;

*  Knowledge factor - where know the PIN to the Security Key is also
essential to the authentication process.

Since the Security Keys provided with the SB2 use two different NIST-approved,
passwordless authentication protocols, there are two containers for the
cryptographic keys used with the protocols. Each container is managed by a
separate PIN.

However, StrongKey recommends using the SAME PIN to both containers of
the Security Key to reduce the burden on users. As long as the Security Key is
safely in the possession of the legitimate user, and the legitimate user is NOT
sharing the PIN to the Security Key with anyone, the user will be complying
with one of the strictest security policies recommended for access control.

This document outlines the process for changing the two required PINs — one
for the PIV certificate and the other for the FIDO credential.
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OPEN THE YUBICO
AUTHENTICATOR APPLICATION

To begin, access the Yubico Authenticator application by selecting the
Windows start icon from the Windows taskbar.
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J°\=2X8 SELECT YUBICO AUTHENTICATOR

From the menu, select the Yubico Authenticator application. If it does not
appear under Recommended, click the More option on the right to locate the

application.

Diopbasiite  Bockingsam PFhatas

Linkedin Cakuditg ik

T LLEEXY
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IA\EZ CLICKING THE “MORE” OPTION

Since the Yubico Authenticator application was recently installed, it will
typically appear near the top of the menu list.

Recommended

ﬂ Yubico Authenticator Recently added

Recently added

E Control Panel Frequently used app

Windows-menu-icon-1

£ : i el &m ago
ChUsersistron\Pictures\Screenshots

Screenshot (1) s et
ChUsers\stron'Pictures\Screenshots g

bico-authenticator-finish-install
1':“ e Er‘! Hfa e L Yesterday at 3:29 PM
ChUsers\stron'Pictures
Screenshot 2025-07-14 152745 -
o A e Yesterday at 3:27 PM
CAUsersistron'Pictures\Screenshots

ubico-authen-install-next

X s : Yesterday at 3:25 PM
ChUsers\stron\Pictures
Screenshot 2025-07-14 152317

) . Sl Yesterday at 3:23 PM
CAlUsersistronyPictures\Screenshots Lt
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THE YUBICO AUTHENTICATOR
APPLICATION

APS

Upon opening, the application displays the screen shown below and indicates
“No Yubikey Present.”

. # Yubico Authenticator = = X
= a
a g USB N Home Application
No Yubikey present
b 4 Settings
Change application preferences
A Home ©) Help and about

Troubleshoot and support

L

Insert your YubiKey

JA\=Z{58 INSERT THE YUBIKEY 5C NFC

Plug the Security Key into the USB-C port.
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/A\=y/8l IDENTIFYING THE USB-C PORT

Locate the USB-C port—typically found along the edge of the computer, it
features a compact design with smooth, rounded corners that set it apart from
traditional USB-A ports. The image below shows both a USB-C port and its
matching male connector.
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'NZIER NO USB-C PORT? NO PROBLEM.

With the provided USB-A to USB-C adapter, simply plug the USB-A end into the
computer and insert the Security Key into the USB-C port.

The provided USB adapter pictured below.
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CHANGING THE DIGITAL
CERTIFICATE PIN

AP

From the home screen, navigate to the left and select the Certificates option
from the menu.

" Vvubico Authenticator = O X

= a

o Home DEVICE

) 5 Toggle applications
YublKey 5CNFC / @ ~  Enable/disable applications
A . .
Serial number: 34648813 & Factory reset
Firmware version: 5.7.4 Restore YubiKey defaults
PIV  FIDO2
g

« DIGITAL CERTIFICATES
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Y\C4I(O CHANGE PIN OPTION

Select the Change PIN option from the Manage menu on the right.

P vubico Authenticator = O x

- } |
o Certificates o MANAGE

Change PIN
At
). nervication

@ StrongAuth Inc, SB2TLSCLIENT,1.3.6.1.4.1.10514.5!
Change PUK A
e Digital Signature Blocked, factory reset needed
No certificate loaded
o Management key
:? @ Key Management PIN can be used instead
StrongKey, RSA 4096,2.5.4.4=Boyer,2.5.4.42=Clif

= e Card Authentication
No certificate loaded
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2\CJIIM ENTER PIN INFORMATION

* In the top field, enter the default PIN: 123456.
* Enter the new PIN in the middle field. The PIN must contain 6 to 8
characters.

* Re-enter the new PIN in the final field to confirm.

# Yubico Authenticator = a X

Change PIN

 Current PIN

A PIN must be at least 6 characters long. 6/8

 Confirm PIN

6/8

Cancel Save
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SAVE NEW PIN

Click Save. The application returns to the previous screen. If the process is
successful, a “PIN changed” notification briefly appears at the bottom of the
screen.

¥ VYubico Authenticator — ] b4

Change PIN

r Current PIN

=

Default PIN used

— New PIN

A PIN must be at least 6 characters long.

r Confirm PIN
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¥ Yubico Authenticator = [m] X

= [} |

o YubiKey 5¢C NFC Cert|ﬁ CateS PIV Manage
+ S/N: 20471450 F/W:5.4.3
Change PIN

(=]
@ Authentication 3 attempts remaining
No certificate loaded

() Home Change PUK

Digital Signature 2 attempts remaining

- choyer, Clifton Boyer, For SB2 Test Use Only, StrongKey

S« Accounts ! ’ ! S
I Management key

@ Key Management PIN can be used instead
&¢ Passkeys No certificate loaded

Card Authentication

B Certificates No certificate loaded

?3 Slots
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IS PASSKEYS MENU

In the Passkeys menu, select Request Access.

¥ Yubico Authenticator = a X

o YubiKey 5¢ NFC P ass keys FIDO2
- S/N: 29471450 F/W: 5.4.3
Administrator privileges required
WebAuthn management requires elevated privileges

(1 Home Alternatively, you can use Windows Settings to manage
FIDO configuration

2. Accounts r all ) .
= DL IS, 7 Open Windows settings )

a9 Passkeys

[EF Certificates

?3 Slots

YUBICO AUTHENTICATOR
APPLICATION PERMISSION

AP15

The Yubico Authenticator application will ask Windows for permission to
implement changes on the computer. Click yes.
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/A48 CHANGE PIN OPTION

Select the Change PIN option located on the right of the screen.

# Yubico Authenticator

= o

. Yubikey 5C NFC Passkeys FiDo2 Manage
s S/N:29471450 F/W: 5.4.3

Change PIN
Enter the FIDO2 PIN for your YubikKey 8 attempts remaining
PIN

(1 Home [' @

S+ Accounts ~
1 Unlock
a9 Passkeys

[E3 Certificates

Q‘J Slots
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/N2yl ENTER PIN INFORMATION

* Inthe text field marked Current PIN type in your current PIN. If you have
not changed it, it is 123456 by default.

* Inthe text field marked New PIN enter a new PIN of your choice. It must
be a minimum of 6, and up to 63 characters.

* Inthe text field marked Confirm PIN enter the same PIN you selected.

# Yubico Authenticator = E *

(O

Cancel Save
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A\IIS) SUCCESS!

The display will return to the Passkeys menu, and a notification stating "PIN
Reset" will briefly appear at the bottom of the screen.
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