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Prerequisites

*  Windows 10

*  Microsoft (MS) Edge Browser, version 141.0.3537.99
*  Yubikey 5C NFC

* Internet connection

+ ZIPfile issued by an SB2 platform

 USB-C port or USB-C-to-USB-A adapter
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Installing the Yubico Authenticator
Application

The Yubico Authenticator application is necessary to access and configure the
Yubikey 5C NFC Security Key settings and features.

Prerequisites

*  Windows 10
* Microsoft (MS) Edge Browser, version 141.0.3537.99
* Internet connection
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Download Yubico Authenticator
Application

Download the Yubico Authenticator for 64-bit systems from
https://www.yubico.com/products/yubico-authenticator. Click Download now.

English & Contact Sales  Resellers  Support =

yubico About  Products Enterprise Resources Solutions Q Enterprise Sales E

Yubico Authenticator

The safest authenticator app experience across mobile and desktop

Download now

Home » Products » Yubico Authenticator
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https://www.yubico.com/support/download/yubikey-manager/

Windows Yubico Authenticator
Application

Select Download for Windows directly here (64-bit). Click it to start download.

English & Contact Sales  Resellers ~ Support A

yubico About  Products Enterprise Resources Solutions Q Enterprise Sales E

Yubico Authenticator for Desktop Yubico Authenticator for Mobile
Use the Yubico Authenticator for Desktop on your Windows, Mac, or Linux Use the Yubico Authenticator for Android and iOS, including secure tap-and-go
computers to generate OATH credentials on your YubiKeys. authentication for NFC-enabled mobile devices.
Linux Android
Download for Linux directly here Android Download (on Google Play)
Mac ios
Download from macOS AppStore iOS Download (on Apple Store)

Download for Mac directly here

Windows

Download from Microsoft app store

Download for Windows directly here (64—bit)|
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Opening the Yubico Authenticator
Application File

After clicking the download link, MS Edge will display a pop-up confirming the
Authenticator application file has been successfully downloaded and ready for
installation. Click the open file link.

English & Downloads B Q- 2 -
yubico About  Products Enterprise Resources Solutions rgmenmwﬂ S umehm
See more
Yubico Authenticator for Desktop Yubico Authenticator for Mobile
Use the Yubico Authenticator for Desktop on your Windows, Mac, or Linux Use the Yubico Authenticator for Android and iOS, including secure tap-and-go
computers to generate OATH credentials on your YubiKeys. authentication for NFC-enabled mobile devices.
Linux Android
Download for Linux directly here Android Download (on Google Play)
Mac ios
Download from macOS AppStore i0S Download (on Apple Store)

Download for Mac directly here

Windows

Download from Microsoft app store

Download for Windows directly here (64-bit)
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No pop-up window?

If the pop-up does not appear, or is inadvertently closed, access the
downloaded file by clicking the 3-dot menu on the right side of the MS Edge
tool bar.

& G O https//www.yubico.com/products/yubico-authenticator/#h-download-yubico-authenticator

A e

English & Contact Sales  Resellers  Support o

Q Enterprise Sales E

yubico About Products Enterprise Resources Solutions

Yubico Authenticator for Desktop

Use the Yubico Authenticator for Desktop on your Windows, Mac, or Linux
computers to generate OATH credentials on your YubiKeys.

Yubico Authenticator for Mobile

Use the Yubico Authenticator for Android and iOS, including secure tap-and-go
authentication for NFC-enabled mobile devices.

Linux Android

Download for Linux directly here Android Download (on Google Play)

Mac ios

Download from macOS AppStore

iOS Download (on Apple Store) I

Arsmland fav Mar divacths hava
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Click Downloads

From the drop-down menu, select Downloads.

English &

yubico About  Products  Enterprise Resources Solutions

Yubico Authenticator for Desktop

Use the Yubico Authenticator for Desktop on your Windows, Mac, or Linux
computers to generate OATH credentials on your YubiKeys.

Linux

Download for Linux directly here

Mac

Download from macOS AppStore

Download for Mac directly here

Windows

Download from Microsoft app store

Download for Windows directly here (64-bit)

B Newtab Ctrl+T
B New window Ctrl+N
Q B2 New InPrivate window Ctrl+Shift+N
Zoom — 100% +
Yubico Authenticator for Mobile = ot Cirl=Shift=0
. N X e O History Ctrl+H
Use the Yubico Authenticator for Android and iOS, ini
authentication for NFC-enabled mobile devices. S Tabgroups >
I L Downloads Ctri+)
{3 Extensions >
Android W Delete browsing data  Ctrl+Shift+Delete
Android Download (on Google Play) @ Pprint Ctri+P
03 Split screen
% screenshot Ctrl+Shift+s
i0s
&) Find on page Cerl+F
i0OS Download (on Apple Store) More tools >
€3 Settings
(@ Help and feedback >

Close Microsoft Edge
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Yubico Authenticator Setup Wizard

A Setup Wizard window will appear, Click Next.

English &

yubico About Products Enterprise Resources Solutions

B Q

Downloads

#®  yubico-authenticator-7.3.1-win64.msi
Open file

See more

Yubico Authenticator for Desktop e TrER——

Use the Yubico Authenticator for Desktop on your Wind . i
computers to generate OATH credentials on your YubiK Welcome to the Yubico Authenticator

Setup Wizard

The Setup Wizard will install Yubico Authenticator on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

Linux

Download for Linux directly here

Mac

or for Mobile

for Android and iOS, including secure tap-and-go
ed mobile devices.

igle Play)

Download from macQOS AppStore

Download for Mac directly here

B

Windows

Download from Microsoft app store

Download for Windows directly here (64-bit)
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& Conditions

Yubico Authenticator Application Terms

Accept the terms of the end-user license agreement.

English & Downloads O Q
- @ yubico-authenticator-7.3.1-winé4.msi
yublco About Products Enterprise Resources Solutions Openfile
See more
Yubico Authenticator for Desktop Vihica Authantisator for Mobile
18 Yubico Authenticator Setup - X
Use the Yubico Authenticator for Desktop on your Windq —End-User License Agreement O for Android and i0S, including secure tap-and-go
Please read the following license agreement carefully y

computers to generate OATH credentials on your YubiKe ed mobile devices.

By clicking Next you agree to the Yubico Toolset Software License
\Agreement located at https://www.yubico.com/support/terms-
. ditions/yubico-tool: v i /
Linux
Download for Linux directly here igle Play)
v
Mac

I [“]1 accept the terms in the License Agreement I

)

Download from macOS AppStore r
et | | Back [ Nex | | Cancel |

Download for Mac directly here

Windows
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Yubico Authenticator Application Terms
& Conditions

Click Next on the end-user license agreement window.

English & Downloads [in e U 4
- @ yubico-authenticator-7.3.1-win64.msi
yub 1ICO About  Products Enterprise Resources Solutions open fie
See more
Yubico Authenticator for Desktop Vuhica Authanticator for Mobile
19 Yubico Authenticator Setup - X
Use the Yubico Authenticator for Desktop on your Windq ~End-User License Agreement O for Android and i0S, including secure tap-and-go
Please read the fallowing license agreement carefully \J

computers to generate OATH credentials on your YubiKg led mobile devices.

By clicking Next you agree to the Yubico Toolset Software License  ~
\Agreement located at https://www.yubico.com/support/terms-
ditions/yubico-toolset-software-li /
Linux ’
Download for Linux directly here lgle Play)
v
Mac

Taccept the terms in the License Agreement

Download from macOS AppStore

I |
pint | | Bak | nex || | concel |
I 1

Download for Mac directly here

Windows

Download from Microsoft app store
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Select Destination Folder

Use the default Destination Folder and Click Next.

English & Downloads B Q- P &
. & yubico-authenticator-7.3.1-win64.msi
yub 1CO About Products Enterprise Resources Solutions open file
See more
Yubico Authenticator for Desktop Vihisa Authanticator for Mobile
8 Vubico Authenticator Setup — X
Use the Yubico Authenticator for Desktop on your Windq ~Destination Folder ® for Android and iOS, including secure tap-and-go

. . lick il he default fold lick Ch hi ther. . .
computers to generate OATH credentials on your YubiKg ek nstal to the defoultfolder or click Change to choose another. ed mobile devices.

Install Yubico Authenticator to:

Linux C:\Program Files\Yubico\Yubico Authenticator\
Download for Linux directly here igle Play)

Mac
Download from macOS AppStore pre)

CTR

Download for Mac directly here

Windows

.
Click Install.
English & Downloadls B Qe P .

. . . 7@ yubico-authenticator-7.3.1-win64.msi
yublco About Products Enterprise Resources Solutions

Open file
See more
Yubico Authenticator for Desktop Vuhica Authanticator for Mobile
#9 Vubico Authenticator Setup - X
Use the Yubico Authenticator for Desktop on your Wind Ready to install Yubico Authenticator @ for Android and iOS, including secure tap-and-go

computers to generate OATH credentials on your YubiKe ed mobile devices.

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Linux
Download for Linux directly here igle Play)
Mac

Download from macQS AppStore

B

| 1
Back | el | | Concel |
Download for Mac directly here L ]

Windows
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Permission to make changes

The next pop-up message will ask permission to allow the application to make
changes on your computer. Click YES.

Finish the install

To complete the installation of the Yubico Authenticator application, click
Finish.

English & Downloads P a2 -

o® yubico-authenticator-7.3.1-win64.msi

yubiCO About  Products Enterprise Resources Solutions Open file

See more

Yubico Authenticator for Desktop g/ = Vihisca Authantieator for Mobile

Use the Yubico Authenticator for Desktop on your Wind
computers to generate OATH credentials on your YubiK

for Android and iOS, including secure tap-and-go

Completed the Yubico Authenticator kd mobile devices.

Setup Wizard
Click the Finish button to exit the Setup Wizard.
Linux

Download for Linux directly here igle Play)

Mac

Download from macQS AppStore r
= o

Download for Mac directly here

I

Windows

The installation of the Yubico Authenticator application is now complete.
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Installing the Yubikey Minidriver for
Windows

This software is essential for enabling the use of a Yubico Yubikey 5C NFC
Security Key on your computer. Before beginning the installation process,
please review the process and ensure your computer meets all prerequisites.

Prerequisites

*  Windows 10
* Microsoft (MS) Edge Browser, version 141.0.3537.99
* Internet connection
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Download Yubikey Minidriver

Download Yubikey Minidriver for 64-bit systems from
https://www.yubico.com/support/download/smart-card-drivers-tools/

English & Contact Sales  Resellers  Support -

Q Enterprise Sales E

The Command Line tool offers more advanced configuration options, including setting the number of PIN and PUK retries allowed. For more information, see the YubiKey
Manager CLI (ykman) User Manual.

yubiCO About  Products Enterprise Resources Solutions

The YubiKey Smart Card Minidriver enables users and administrators to use the native Windows interface for certificate enrollment, managing the Yubikey smart Card PIN,
and smart card authentication on Windows.

By downloading, you agree to the Yubico website terms and conditions of use as well as each download's respective license.

YubiKey Smart Card Minidriver (Windows)

Download

Release Date

Download Hash

IVubiKey—Minidr\’ver 4.6.3.252 - x64 Installer I

YubiKey-Minidriver 4.6.3.252 - x86 Installer

YubiKey-Minidriver 4.6.3.252 - CAB (x64, arm64, x86)

May 23, 2024

May 23, 2024

May 23, 2024

SHA256-Hash

SHA256-Hash

SHA256-Hash
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https://www.yubico.com/support/download/smart-card-drivers-tools/

- Opening the Yubikey Minidriver File

After clicking the download link, MS Edge will display a pop-up confirming the
Minidriver file has been successfully downloaded and ready for installation.
Click the open file link.

English & Downloads B oa - -

IKey-Minidriver-latest-x64.msi

yubico About Products Enterprise Resources Solutions

See more
The Command Line tool offers more advanced configuration options, including setting the number of PIN and PUK retries allowed. _. ..._._

Manager CLI (ykman) User Manual.

S

The YubiKey Smart Card Minidriver enables users and administrators to use the native Windows interface for certificate enroliment, managing the YubiKey smart Card PIN,
and smart card authentication on Windows.

By downloading, you agree to the Yubico website terms and conditions of use as well as each download's respective license.

YubiKey Smart Card Minidriver (Windows)
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No pop-up window?

If the pop-up does not appear, or is inadvertently closed, access the
downloaded file by clicking the 3-dot menu on the right side of the MS Edge
tool bar.

A v g

Contact Sales  Resellers  Support -

Q Enterprise Sales Q

Yubico Authenticator for Mobile

Use the Yubico Authenticator for Android and iOS, including secure tap-and-go
authentication for NFC-enabled mobile devices.

Android

Android Download (on Google Play)

i0S

iOS Download (on Apple Store) |
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Click Downloads

From the drop-down menu, select Downloads.

English &

yubico About  Products  Enterprise Resources Solutions

Yubico Authenticator for Desktop

Use the Yubico Authenticator for Desktop on your Windows, Mac, or Linux
computers to generate OATH credentials on your YubiKeys.

Linux

Download for Linux directly here

Mac

Download from macOS AppStore

Download for Mac directly here

Windows

Download from Microsoft app store

Download for Windows directly here (64-bit)

B Newtab Ctrl+T
B New window Ctrl+N
Q B2 New InPrivate window Ctrl+Shift+N
Zoom — 100% +
Yubico Authenticator for Mobile = ot Cirl=Shift=0
. N X e O History Ctrl+H
Use the Yubico Authenticator for Android and iOS, ini
authentication for NFC-enabled mobile devices. S Tabgroups >
I L Downloads Ctri+)
{3 Extensions >
Android W Delete browsing data  Ctrl+Shift+Delete
Android Download (on Google Play) @ Pprint Ctri+P
03 Split screen
% screenshot Ctrl+Shift+s
i0s
&) Find on page Cerl+F
i0OS Download (on Apple Store) More tools >
€3 Settings
(@ Help and feedback >

Close Microsoft Edge
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Installing the Yubikey Minidriver

A Setup Wizard pop-up will open - Click Next.

The Command Line tool offers more advanced configuration options, including setting the number of PIN and PUK retries allowed. . —. ..._._.
Manager CLI (ykman) User Manual.

Downloads B Q- 2 -

##  YubiKey-Minidriver-latest-x64.msi
Open file

About Products Enterprise Resources Solutions

See more

The YubiKey Smart Card Minidriver enables users and ad
and smart card authentication on Windows.

By downloading, you agree to the Yubico website terms

YubiKey Smart Card Min

8 VubiKey Smart Card Minidriver x64 Setup — X

enroliment, managing the YubiKey smart Card PIN,
Welcome to the YubiKey Smart Card

Minidriver x64 Setup Wizard
Bnse.
The Setup Wizard will install Yubikey Smart Card Minidriver

64 on your computer. Click Next to continue or Cancel to
ext the Setup Wizard.

Download Hash

Back I Next | Cancel
YubiKey-Minidriver 4.6.3.252 - x64 Installer SHA256-Hash
YubiKey-Minidriver 4.6.3.252 - x86 Installer May 23, 2024 SHA256-Hash
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Continue Installing the Yubikey
Minidriver

On the next pop-up window - Click Install.

English & Downloads B a -2 -
. #®  YubiKey-Minidriver-latest-x64.msi
yu bico About Products Enterprise Resources Solutions Openfile
See more
The Command Line tool offers more advanced configuration options, including setting the number of PIN and PUK retries allowed. \ — oo oo
Manager CLI (ykman) User Manual. ¥ VubiKey Smart Card Minidriver x64 Setup - X
The YubiKey Smart Card Minidriver enables users and a enrollment, managing the YubiKey smart Card PIN,
and smart card authentication on Windows.
By downloading, you agree to the Yubico website terms Ense.

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

YubiKey Smart Card Mini

Download Download Hash
I 1
Back I G nstall I cancel
YubiKey-Minidriver 4.6.3.252 - x64 Installer SHA256-Hash
YubiKey-Minidriver 4.6.3.252 - x86 Installer May 23, 2024 SHA256-Hash
YubiKey-Minidriver 4.6.3.252 - CAB (x64, arm64, x86) May 23, 2024 SHA256-Hash

Permission to make changes

The next pop-up message will ask permission to allow the application to make
changes on your computer. Click YES.
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Finish the install

To complete the installation of the Yubikey Minidriver, click Finish.

English & Downloads Ba - P -

#®  YubiKey-Minidriver-latest-x64.msi

yubico About Products Enterprise Resources Solutions Open file

See more
The Command Line tool offers more advanced configuration options, including setting the number of PIN and PUK retries allowed. ...

Manager CLI (ykman) User Manual.

S RS P A e S oL

19 YubiKey Smart Card Minidriver x64 Setup — X

The YubiKey Smart Card Minidriver enables users and ag

enrollment, managing the YubiKey smart Card PIN,
and smart card authentication on Windows.

Completed the YubiKey Smart Card
Minidriver x64 Setup Wizard

By downloading, you agree to the Yubico website terms ense.
Click the Finish button to exit the Setup Wizard.

YubiKey Smart Card Min

Download Download Hash
Back ' Finish I Cancel

YubiKey-Minidriver 4.6.3.252 - x64 Installer SHA256-Hash

YubiKey-Minidriver 4.6.3.252 - x86 Installer May 23, 2024 SHA256-Hash

The installation of the Yubikey Minidriver is now complete.
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Importing an SB2 Root CA Certificate
into Microsoft Truststore

When using Security Keys with digital certificates for authentication to an SB2
website, the SB2 Root CA certificate is the most critical component in
establishing trust with that SB2 website. It verifies that the digital certificate on
your Security Key was issued by a trusted Certificate Authority specific to the
SB2 website—reflecting the unique “root of trust” established for each SB2
deployment worldwide.

This not only ensures the integrity of the authentication process, but also
guarantees that the trust established between the Security Key you were given
and the SB2 site, is unique from every other SB2 website in the world. This
ensures attackers cannot scale an attack on any other SB2 website even if they
managed to compromise one through an insider attack.

Prerequisites

*  Windows 10

*  Microsoft (MS) Edge Browser, version 141.0.3537.99

* Internet connection

* Individual CA certificate files downloaded from the MPKI website.

* NOTE: In the event the individual files for the SB2 Root CA and SB2
Subordinate CA certificates were provided, you may import them directly
from the stored location on your computer without the need for the ZIP
file — the process is similar, starting from step C7.
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Access the SB2 MPKI Landing Page

All required CA certificates are available for download from the SB2 MPKI portal
at https://demo.strongkey.com/mpki. Comprehensive SB2 documentation is
also accessible through this site.

G % demostrongkey.com/mpk

(J)STRONGKEY
Welcome to the StrongKey Tellaro Small Business Security Bundle (SB2)
This page provides information to help you get started working with SB2
If you have any questions, please send an e-mail to getsecure@strongkey.com
e
SB2 DEMO How To Configure CA Certificates —
CA Certificates GoTrust Security Keys E—— )
& Download SB2DEMO Root CA DHTML  Windows 10 Windows 11 macOSs - - -
& Download SE2DEMO Sub CA 1 B POR: Windows 10 Windows 11 macOS o
& Download SB2DEMO Sub CA 2 O Video:  Windows 10 Windows 11 mac0s
SB2 Production
" Swissbit Security Keys
— CA Certificates o
e & Download Root CA D HTML: Windows 10 Windows 11 macOS
& Download Sub CA 1 8 PDF: Windows 10 Windows 11 macOs
& Download Sub CA 2 O Video: Windows 10 Windows 11 mac0S
Yubikey Security Keys
D HTML: Windows 10 Windows 11 mac0s i
L] »

SB2-HowTo-Yubico-Yubikey-5C-NFC-User-Guide-Windows-10-MPKI-v6.0dt, December 5, 2025 Page 23



SB2 CA Certificates

At the SB2 MPKI portal, locate the available CA Certificate download options.
Each of the following certificate files are required:

« SB2DEMO Root CA
« SB2DEMO Sub CAl
« SB2DEMO Sub CA2

G % demostrongkey.com/

@wSTRONGKEY
Welcome to the StrongKey Tellaro Small Business Security Bundle (SB2)
This page provides information to help you get started working with SB2
If you have any questions, please send an e-mail to getsecure@strongkey.com
1
SB2 DEMO How To Configure CA Certificates —
CA Certificates GoTrust Security Keys N T
& Download SB2DEMO Root CA DHMLE  Windows 10 Windows 11 mac0s - - —
& Download SB2DEMO Sub CA 1 B PR Windows 10 Windows 11 macOS .
& Download SB2DEMO Sub CA 2 @ Video:  Windows 10 Windows 11 macOS
SB2 Production
Swissbit Securi
- CA Certificates ity Keys
— & Download Root CA D HML: Windows 10 Windows 11 mac0s
# Download Sub CA 1 & pDR: Windows 10 Windows 11 mac0s
& Download Sub CA 2 O Video:  Windows 10 Windows 11 mac0s
Yubikey Security Keys
D HML: Windows 10 Windows 11 mac0s .
4 »
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Downloading the SB2DEMO Root CA

To download the Root CA, click the SB2DEMO Root CA button. The download
will begin automatically, and you'll see a dialog box confirming the file name
once the process is complete.

Repeat this process for the SB2DEMO Sub CAl and the SB2DEMO Sub CA2 files.

Cc 25 demo.strongkey.com/mpki/index.html

(iSTRONGKEY

Welcome to the StrongKey Tellaro Small Business Security Bundle (SB2)

This page provides information to help you get started working with SB2
If you have any questions, please send an e-mail te getsecure@strongkey.com

SB2 DEMO How To Configure CA Certificates
CA Certificates GoTrust Security Keys

& Download SB2DEMO Root CA D HTML: Windows 10 Windows 11 macO0S

& Download SB2DEMO Sub CA 1 B POk Windows 10 Windows 11 macO0S

SB2 Production

& Download SBZDEMO Sub CA 2 O Video: Windows 10 Windows 11 macO0S

- Swissbit Security Keys
- CA Certificates "
~— & Download Root CA DHTMLE  Windows 10 Windows 11 macOs
& Download Sub CA 1 2 PoF: Windows 10 Windows 11 macOs
+ Download Sub CA 2 O Video: Windows 10 Windows 11 macOs
Yubikey Security Keys
D HTML: Windows 10 Windows 11 macOS -
4 »
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Navigate to Windows Start Icon: g

After clicking the Windows Start icon (or alternatively clicking on the search
bar at the right of the Windows Start icon), search for Manage user certificates
to find the settings application for overseeing and configuring security
certificates, including importing. From here, select the Manage user certificates
application.

L
".

0

s eR o e R elio B o [ o)

All Apps Documents Web More ¥

Best match

Manage user certificates

Control panel

Search the web

Manage user certificates prted work
manager User ce - See more search Control panel o getsecu

results

 manager user certificates

manager user certificates win 10 .
9 Yubike

user certificate manager

ok, dows 10
user certification manager
user cert manager dows 10
windows user certificate manager

current user certificate manager

local user cert manager

windows certificate manager
current user

S TI

manadger user ce
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Open the Trusted Root Certification
Authorities Folder

To begin, expand the Certification Manager window by clicking and dragging
the borders (green arrows) to a larger size. This will provide a better view of the
digital certificates. Next, click the arrow (yellow box) next to the Trusted Root
Certification Authorities folder to expand it, revealing the Certificates (red box)
folder.

certmagr - [Certificates - Current User\Trusted Root Certification Authorities] = ] X
File Action View Help
L AR B o= HE

¥ Certificates - Current User Object Type
_| Personal
v | Trusted Root Certification Aut|

L Enterprise Trust

__ Certificates

~ Intermediate Certification Aut|
[ Active Directory User Object

7| Trusted Publishers
[ Untrusted Certificates

_ Third-Party Root Certification
[ Trusted People

" Client Authentication Issuers
[ Local NonRemovable Certifice|

| Certificate Enrollment Regues;
(] Smart Card Trusted Roots

= =

< >

Trusted Root Certification Authorities store contains 34 certificates.
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Initiate the SB2 Root CA Certificate
Import

Wizard.

To begin, right-click the Certificates folder to open the context menu. From
there, select All Tasks, and then click Import to start the Certificate Import

ﬁ certmgr - [Certificates - Current User\Trusted Root Certification Authorities\Certificates] 3 O
File Action View Help
e nm O/lc=Hm
& Cgrl‘tficates - Current User Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Tem..
dl Personal (5] AAA Certificate Services AAA Certificate Services 12/31/2028 Client Authenticatio..  Sectigo (AAA)
~ || Trusted Root Certification Aut|| — Add 5
= 5 AddTrust External CA Root AddTrust External CA Root 5/30/2020 Client Authenticatio..  Sectigo (AddTrust)
Evftarori B Import.. ficati.. Class 3 Public Primary Certification ..  8/1/2028 Client Authenticatio..  VeriSign Class 3 Pub...
: “terp' TR Aut.  COMODO RSA Certification Autho..  1/18/2038 Client Sectigo (formerly Co..
| Intermec .
S Active DI View " Jpyright (¢) 1997 Microsoft Corp. Copyright () 1997 Microsoft Corp. 12/30/1999 Time Stamping Microsoft Timestam...
= Trusted F Refeety iCert Assured ID Root CA DigiCert Assured ID Root CA 11/9/2031 Client Authenticatio..  DigiCert
1 _- Untruste Exportlists |‘Cert CS RSA4096 Root G5 D!g!Cerl CS RSA4096 Root G5 1/14/2046 Cc?de Signing, '-ﬁmle i D!g!Cert CS RSA4096...
=l Third-Pa iCert Global Root CA DigiCert Global Root CA 11/9/2031 Client Authenticatio.. DigiCert
[ Trusted £ Help iCert Global Root G2 DigiCert Global Root G2 1/15/2038 Client Authenticatio..  DigiCert Global Roo...
] Client Authentication Issuers || ==/ DigiCert Global Root G3 DigiCert Global Root G3 1/15/2038 Client Authenticatio..  DigiCert Global Roo...
7 Local NonRemovable Certificz|| S DigiCert High Assurance EV Roo.. DigiCert High Assurance EV Root CA  11/9/2031 Client Authenticatio.. DigiCert
| Certificate Enrollment Reques|| gl DigiCert Trusted Root G4 DigiCert Trusted Root G4 1/15/2038 Client Authenticatio..  DigiCert Trusted Ro..
eq g 9 g
[ Smart Card Trusted Roots lGlobalSign GlobalSign 3/18/2029 Client Authenticatio..  GlobalSign Root CA ..
5] GlobalSign Root CA GlobalSign Root CA 1/28/2028 Client Authenticatio.. ~GlobalSign Root CA ..
53] Hotspot 2.0 Trust Root CA - 03 Hotspot 2.0 Trust Root CA - 03 12/8/2043 Client Authenticatio.. Hotspot 20 Trust Ro..
:.] ISRG Root X1 ISRG Root X1 6/4/2035 Client Authenticatio.. ISRG Root X1
S Microsoft Authenticode(tm) Roo.. Microsoft Authenticode(tm) Root .. 12/31/1999 Secure Email, Code ..  Microsoft Authentic..
53] Microsoft ECC Product Root Cert..  Microsoft ECC Product Root Certifi..  2/27/2043 <All> Microsoft ECC Prod..
53] Microsoft ECC TS Root Certificat.. Microsoft ECC TS Root Certificate .. 2/27/2043 <All> Microsoft ECC TS Ro...
g Microsoft Root Authori Microsoft Root Authorit 12/31/2020 <All> Microsoft Root Aut...
ty ty
=) Microsoft Root Certificate Autho.. Microsoft Root Certificate Authority 5/9/2021 <All> Microsoft Root Certi..
y
S5 Microsoft Root Certificate Autho.. Microsoft Root Certificate Authorit..  6/23/2035 <All> Microsoft Root Certi...
55 Microsoft Root Certificate Autho.. Microsoft Root Certificate Authorit..  3/22/2036 <All> Microsoft Root Certi...
55 Microsoft RSA Root Certificate A..  Microsoft RSA Root Certificate Aut..  7/18/2042 Client Authenticatio.. Microsoft RSA Root ...
gl Microsoft Time Stamp Root Cert.. Microsoft Time Stamp Root Certifi..  10/22/2039 <All> Microsoft Time Sta...
P P
[INO UABILITY ACCEPTED, ()97 Ve.. NO LIABILITY ACCEPTED, ()97 VeriS..  1/7/2004 Time Stamping VeriSign Time Stam...
Z5)QuoVadis Root Certification Aut.. QuoVadis Root Certification Autho..  3/17/2021 Client Authenticatio.. QuoVadis Root Certi..
(5] Starfield Class 2 Certification Aut.. Starfield Class 2 Certification Auth..  6/29/2034 Client Authenticatio..  Starfield Class 2 Cert..
5 L | T o S T T T Y WP R P TN

Contains actions that can be performed on the item.
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Certificate Import Wizard

oo . . .
The Certificate Import Wizard will open. Click Next to proceed.
AR [(dlravel==>excnange Z2o
certmagr - [Certificates - Current User\Trusted Root Certification Authorities\Certificates] = O s
File Action View Help
e 2@ B ez HE 5
& Certificates - Current User Issued To . § X idly Name Status  Certificate Tem.. -
} Personal 551 AR Certificate Sery £* Certificate Import Wizard g0 (AA8)
v 1 Trusted Root Certification Aut| (=) pqrust External ¢ go (AddTrust)
. E:‘:f“m':;";:zt 5 lass 3 Public Prims ign Class 3 Pub..
 nemedste ercston aut| #COMOPRBACE Welcome to the Certificate Import Wizard go tormery Co-
5] Active Directory User Object L;]C?pyrighl (c) 19971 psoft Timestam...
| Trusted Publishers E5DigiCert Assured 1B E
[ Untrusted Certificates E5IDigiCert €S RsA409 “This wizard helps you copy certficates, certiicate trust lists, and certificate revocaton lists fert CS RSA4096.- Weszg
2| Third-Party Root Certification [ DigiCert Global Roc from your disk to a certificate store. lert
[ Trusted People L] Digicert Global Roc fert Global Roo... ‘
1 Client Authentication Issuers || Ca DigiCert Global Ro¢ A certificate, which is issued by a certification authority, is a confirmation of your identity and fert Global Roo..
] Local NonRemovable Certificd| EglDigiCert High Assul contains information used to protect data or to establsh secure network connections. A Tert
1 Certificate Enroliment Reques|| 5 DigiCert Trusted Ra cenfiale store k& the sys=m ares where cerlicates are lept. fert Trusted Ro..
[ Smart Card Trusted Roots 5lGlobalsign alSign Root CA ..
5] GlobalSign Root C2 Store Locafion alSign Root CA ...
[ Hotspot 2.0 Trust Ry Current User pot 20 Trust Ro...
[Z1ISRG Root X1 Local Machine Root X1
5] Microsoft Authentii osoft Authentic..
s 5 Micrasoft ECC Prod osaft ECC Prod...
—_— | ] Microsoft ECCTS R e contiue; ok Neod bsoft ECC TS Ro..
5] Microsoft Root Aut osoft Root Aut..
e 5] Microsoft Root Cer osoft Root Certi...
53l Microsoft Root Cer osoft Root Certi...
5] Micrasoft Root Cer osoft Root Certi..
53l Microsoft RSA Roof osoft RSA Root ...
5l Microsoft Time Stai osoft Time Sta..
5INO UABILITY ACCER Cancel ign Time Stam..
[55]QuoVadis Root Cerumcauun muts: — wuwvaurs nuwt eruntauon rutnes— a7 rrevet et mut ek wueVadis Roat Certi..
o 5 __,J‘ Starfield Class 2 Certification Aut.. Starfield Class 2 Certification Auth..  6/29/2034 Client Authenticatio..  Starfield Class 2 Cert... >
R R T R A T e B e R s T M b b
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Locate the SB2 Root CA Certificate

Click the Browse button to locate the SB2 Root CA certificate file.

&% Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.S5T)

| Next | Cancel
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Open the SB2 Root CA Certificate

To find the SB2 Root CA Certificate, go to the file's location, which is typically
the Downloads folder. Once the SB2 Root CA file is located, select it and click
Open.
— X !
e Status
Open b4
ite Seny
emald | & v A * > This PC » Downloads * v O Search Downloads »
¢ Prima
SA Cert Organize ¥ New folder B= ~ [H e
1997 | 7

J B Desktop * 2 Name Date modified &l
Jred |1D ‘

Downloads
A5A409 et - Today (3)
bal Rog jf] Documents A

5 sb2demosubcazert 11/3/2025 9:29 AM

bal Roc & Pictures + ;
bal Rod Q sb2demosubcal.ort 11/3/2025 9:29 AM
h Assu A Eﬂ] sb2demorootea.crt 11/3/2025 9:28 AM
L Carea
ited Ro - Last week (9)

keystores
oot CA 4 7477-u11-u11-SB2TLSCA 10/31/2025 4:53 PM

Wi 10T
frust R ndows T e 7477-u9-u9-SB2TLSCA 10/31/2025 453 PM
1 & OneDrive 7477-U6-ub-SB2TLSCA 10/31/2025 4:53 PM
ithenti 7477-u5-u5-SB2TLSCA 10/31/2025 4:53 PM
I ~ [ Thispc o
*C Prod ; T477-u2-u2-SB2TLSCA 10/31/2025 453 PM
CTSR ~B 3D Objects 7477-u3-u3-SB2TLSCA 10/31/2025 453 PM v
2ot Aut I Desktop o] ES >
yot Cerd

File name: b X.509 Certificate (*.cer;".crt) o

»ot Cer
ot Cer Open Cancel
A Roof
Te Sta soft Time Sta..
* ACCEF Cancel ign Time Stam..
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SB2 Root CA Certificate File selected

Before proceeding, verify the correct SB2 Root CA Certificate file has been
selected. The name of the file will automatically populate the "File Name" field
upon selection. Click Next to continue.

& &F Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

C:\Users\SKPR Lab Use Only\Downloads\sb2demorootca.crt Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.S5T)
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Select Certificate Store

Choose “Place all certificates in the following store” (yellow box) and ensure the
certificate is added to the Trusted Root Certification Authorities certificate
store. Click Next to continue.

“ & Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

) Automatically select the certificate store based on the type of certificate

® Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities Browse...

= -
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Finish Importing the SB2 Root CA
Certificate

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

& &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:

e R e e VTl Trusted Root Certification Authorities

Content Certificate

File Name C:\Users\SKPR Lab Use Only\Downloads\sb2demaroc
< >
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Security Warning

A security warning will be displayed regarding the Root CA Certificate. Make sure the
name of the certificate and the Thumbprint (shal) shown in the warning window
match the content shown here:

SB2 RootCA
B227CE87 E18D66CD EG7EB3F3 E9F59904 6F4ACS5C

If it matches identically, click Yes.

NOTE: If the Thumbprint of the CA certificate does not match, get in touch with the
Administrator of the SB2 site. This step represents the most important step in
establishing trust in the SB2 platform.

Security Warning

You are about to install a certificate from a certification authority (CA)
! claiming to represent:

SB2 RootCA

Windows cannot validate that the certificate is actually from "SB2
RootCA". You should confirm its origin by contacting "SB2 RootCA".
The following number will assist you in this process:

Thumbprint (sha1): B227CE87 E18D66CD E6TEB3F3 E9F59904
6F4ACS55C

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you click "Yes" you
acknowledge this risk.
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A Successful Import

Once the SB2 Root CA Certificate is imported successfully, a confirmation
message will appear. Click OK to continue.

i nta travel 2= exchanae '25

& certmar - [Certificates - Current Usen\Trusted Root Certification Authorities\Certificates - ] X

File Action View Help

= 2/ B d=H

@ aniﬂcates - Current User Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Tem.. f
- Personal 5] ABA Certificate Services AAA Certificate Services 12/31/2028 Client Authenticatio  Sectigo (AAA)
v [ Trusted Root Certification Aut|| £ 4411t External CA Root AddTrust External CA Root 5/30/2020 Client Authenticatio..  Sectigo (AddTrust)
- E::re:ﬂ::::i‘ ;C\ass 3 Public Primary Certificati.. Class 3 Public Primary Certification .. 8/1/2028 Client Authenticatio..  VeriSign Class 3 Pub...
8 Intermediate Certification Aut [5]COMODO RSA Certification Aut.. COMODO RSA Certification Autho..  1/18/2038 Client Authenticatio..  Sectigo (formerly Co..
B Active Directory User Object :.'JCopyrighl (<) 1997 Microsoft Corp. Copyright (c) 1997 Microsoft Corp. 12/30/1399 Time Stamping Microsoft Timestam...
B Trusted Publishers 5 DigiCert Assured ID Root CA DigiCert Assured 1D Root CA 11/9/2031 Client Authenticatio..  DigiCert
B Untrusted Certificates [ DigiCert CS RSA4096 Root G5 DigiCert CS RSA4096 Root G5 1/14/2046 Code Signing, Time..  DigiCert CS RSA4096.. | ==
" Third-Party Root Certification ;I DigiCert Global Root CA DigiCert Global Root CA 11/9/2031 Client Authenticatio..  DigiCert
~| Trusted People [/ DigiCert Global Root G2 DigiCert Global Root G2 1/15/2038 Client Authenticatio..  DigiCert Global Roo... 2
1 Client Authentication Issuers || s DigiCert Global Root G3 DigiCert Global Root G3 1/15/2038 Client Authenticatio..  DigiCert Global Roo..

Client Authenticatio..
Client Authenticatio..
Client Authenticatio...
Client Authenticatio..

] Local NonRemovable Certificz j DigiCert High Assurance EVRoo.. DigiCert High Assurance EV Root CA  11/9/2031
"I Certificate Enrolment Reques|| gl DigiCert Trusted Root G4

| Smart Card Trusted Roots [5]GlobalSign

5 GlobalSign Root CA G 8

[/ Hotspot 20 Trust Root CA - 03 H 3
The import was successful.

DigiCert

DigiCert Trusted Ro...
GlobalSign Root CA ..
GlobalSign Root CA ..
Hotspot 20 Trust Ro...

o Certificate Import Wizard x
G

Client Authenticatio...

/1SRG Root X1 1§ Client Authenticatio.. ISRG Root X1

_;J Microsoft Authenticode(tm) Roo.. M Secure Email, Code . Microsoft Authentic.
- [ Microsoft ECC Product Root Cert.. M 3 <All> Microsoft ECC Prod..
A (5 Microsoft ECC TS Root Certificat.. M 3 <All> Microsoft ECC TS Ro..

S5l Microsoft Root Authority M 20 <All> Microsoft Root Aut..
-3 :“J Microsoft Root Certificate Autho.. Microsoft Root Certificate Authority ~ 5/9/2021 <All> Microsoft Root Certi...

5] Microsoft Root Certificate Autho.. Microsoft Root Certificate Authorit.  6/23/2035 <All> Microsoft Root Certi...

=gl Microsoft Root Certificate Autho.. Microsoft Root Certificate Authorit..  3/22/2036 <All> Microsoft Root Certi...

5] Microsoft RSA Root Certificate A..  Microsoft RSA Root Certificate Aut..  7/18/2042 Client Authenticatio.. Microsoft RSA Root ...

< >

_'.'J Microsoft Time Stamp Root Cert.. Microsoft Time Stamp Root Certifi.  10/22/2039 <All> Microsoft Time Sta..
[2INO UABILITY ACCEPTED, ()97 Ve..  NO LIABILITY ACCEPTED, ()97 VeriS..  1/7/2004 Time Stamping VeriSign Time Stam...
[ QuoVadis Root Certification Aut.. QuoVadis Root Certification Autho..  3/17/2021 Client Authenticatio.. QuoVadis Root Certi...
[ starfield Class 2 Certification Aut.. Starfield Class 2 Certification Auth..  6/29/2034 Client Authenticatio..  Starfield Class 2 Cert..

) bk dd Fonfnee Dok Fokifinnt  Cheokiold Comione Peok Fackifioabe A 3713 ANIT Flioms Boblomtioosie PP e ey ety , 7

Trusted Root Certification Authorities store contains 34 certificates.

Convrinht @ 2001-2025 StronaAuth Inc (dha StronaKev)

WJIKUI‘VI\EI

SB2-HowTo-Yubico-Yubikey-5C-NFC-User-Guide-Windows-10-MPKI-v6.0dt, December 5, 2025 Page 36



Verify SB2 Root CA in List of Certificates

If you scroll down the list of CA certificates on the right-hand side of this
window'’s panel, you will see the SB2 Root CA certificate in the list.

u Illd LldVEl === excnanye £o

certmgr - [Certificates - Current User\Trusted Root Certification Authorities\Certificates] o O x
File Action View Help
= 2@ 0 6=z HmE
= C?’tiﬁmtes - Current User Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Tem... ~
- Personal [ZlDigiCert Global Root CA DigiCert Global Root CA 11/9/2031 Client Authenticatio..  DigiCert
* 1 Trusted Root Certification Aut| (21 icert Global Root G2 DigiCert Global Root G2 1/15/2038 Client Authenticatio..  DigiCert Global Roo..
. E:‘:r::::’;:‘:t G5IDigiCert Global Root 63 DigiCert Global Root G3 1/15/2038 Client Authenticatio..  DigiCert Global Roo...
o= o [ DigiCert High Assurance EV Roo.. DigiCert High Assurance EV Root CA  11/8/2031 Client Authenticatio..  DigiCert
S Intermediate Certification Autl] o ot Trusted Root G4 DigiCert Trusted Root G4 1/15/2038 Client Authentica DigiCert Trusted Ro..
1 Active Directory User Object ) ) "
3 Trusted Publishers 5l GlobalSign GlobalSign 3/18/2029 Client Authenticatio..  GlobalSign Root CA ..
™ Untrusted Certificates =3/ GlobalSign Root CA GlobalSign Root CA 1/28/2028 Client Authenticatio..  GlobalSign Root CA .. |
| Third-Party Root Certification|| % Hotspot 20 Trust Root CA- 03 Hotspot 20 Trust Root CA - 03 12/8/2043 Client Authenticatic.. Hotspot 2.0 Trust Ro...
1] Trusted People [51ISRG Root X1 ISRG Root X1 6/4/2035 Client Authenticatio.. 1SRG Root X1 =
% Client Authentication Issuers || =&l Microsoft Authenticode(tm) Roo.. Microsoft Authenticode(tm) Root .. 12/31/1999 Secure Email, Code ..  Microsoft Authentic...
7| Local NonRemovable Certifice| | ) Microsoft ECC Product Root Cert.. Microsoft ECC Product Root Certifi..  2/27/2043 <All> Microsoft ECC Prod...
| Certificate Enroliment Reques [ZaIMicrosoft ECC TS Root Certificat..  Microsoft ECC TS Root Certificate .. 2/27/2043 <All> Microsoft ECC TS Ro...
(71 Smart Card Trusted Roots =gl Miicrosoft Root Authority Microsoft Root Authority 12/31/2020 <All> Microsoft Root Aut..
=3l Microsoft Root Certificate Autho.. Microsoft Root Certificate Authority  5/9/2021 <All> Microsoft Root Certi...
=& Microsoft Root Certificate Autho.. Microsoft Root Certificate Authorit..  6/23/2035 <All> Microsoft Root Certi...
:‘] Microsoft Root Certificate Autho.. Microsoft Root Certificate Authorit..  3/22/2036 <All> Microsoft Root Certi...
:,J Microsoft RSA Root Certificate A.. Microsoft RSA Root Certificate Aut..  7/18/2042 Client Authenticatio.. Microsoft RSA Root ..
1 I Microsoft Time Stamp Root Cert.. Microsoft Time Stamp Root Certifi..  10/22/2039 <All> Microsoft Time Sta...
-2 [Z2]NO UABILITY ACCEPTED, ()97 Ve..  NO UIABILITY ACCEPTED, ()97 VeriS..  1/7/2004 Time Stamping VeriSign Time Stam...
Root Certification Aut.. QuoVadis Root Certification Autho..  3/17/2021 Client Authenticatio.. QuoVadis Root Certi...
- SB2 RootCA, SB2 RootCA 9/4/2035 <All> <None>
[l starfield Class 2 Certification Aut.. Starfield Class 2 Certification Auth..  6/29/2034 Client Authenticatio..  Starfield Class 2 Cert...
[5) starfield Services Root Certificat.. Starfield Services Root Certificate A 12/31/2037 Client Authenticatic.. Amazon Services Ro...
L5l Symantec Enterprise Mobile Ro..  Symantec Enterprise Mobile Root f..  3/14/2032 Code Signing <None>
25l Thawte Timestamping CA Thawte Timestamping CA 12/31/2020 Time Stamping Thawte Timestampi..
[Z5] USERTrust RSA Certification Auth.. USERTrust RSA Certification Author..  1/18/2038 Client Authenticatio..  Sectigo
53 veriSign Class 3 Public Primary C.. VeriSign Class 3 Public Primary Cert..  7/16/2036 Client Authenticatio..  VeriSign
. , || EslveriSign Universal Root Certifica... VeriSign Universal Root Certificatio.. 12/1/2037 Client Authenticatic..  VeriSign Universal R... o

. N WVINVUNE
Copyright © 2001-2025 StrongAuth, Inc. (dba StrongKey). T .
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Verify SB2 Root CA -1

By double-clicking the SB2 Root CA certificate - or right-clicking the mouse
button and selecting Open, you should see the following window. Select the
Certification Path tab in this window:

n  Certificate X

General Detail. Certification Path

| ﬁ Certificate Information

This certificate is intended for the following purpose(s):

¢ Allissuance policies
= All application paolicies

Issued to: SB2 RootCA

Issued by: SB2 RootCA

Valid from 9/4/2025 to 9/4/2035

Issuer Statement

OK
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Verify SB2 Root CA - 2

In the Certification Path tab of the SB2 Root CA certificate, you should be able
to confirm these two important attributes of the certificate:

* That the certificate symbol in the Certification Path sub-panel at the top
does not have any yellow warning symbol associated with it, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

a  Certificate X

General Details Certification Path

Certification path

[E5: oo

| No warning symbols associated with
the certificate image.

View Certificate

Certificate status:

| This certificate is OK.

OK
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Importing SB2 Subordinate CA
Certificate into Microsoft Truststore

Subordinate CA certificates play a vital role within the SB2 platform. They are
part of the “certificate chain” establishing trust between the digital certificate
on your Security Key and the SB2 Root CA embedded within the SB2 platform.

- Prerequisites

*  Windows 10

* ZIP File issued by the Administrator of an SB2 platform* at your site; or

* Individual CA certificate files issued by the Administrator of an SB2
platform at your site

*  NOTE: In the event the SB2 Administrator provided individual files for the
SB2 Root CA and SB2 Subordinate CA certificates, you may import them
directly from the stored location on your computer without the need for
the ZIP file — the process is similar, starting from step D5

* If you have not extracted the SB2 ZIP file provided by the Administrator of the
SB2 platform, see Importing an SB2 Root CA Certificate into Microsoft Truststore,_
steps C3 - C7.
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Navigate to Windows Start Icon: g

After clicking the Windows Start icon (or alternatively clicking on the search

bar at the right of the Windows Start icon), search for Manage user certificates
to find the settings application for overseeing and configuring security
certificates, including importing. From here, select the Manage user certificates
application.

All Apps Documents Web More ¥

Best match

z » Manage user certificates
Control panel
Search the web .
Manage user certificates
,O manager user ce - See more search Control panel

results
J/ manager user certificates
manager user certificates win 10
user certificate manager
user certification manager
user cert manager
windows user certificate manager
current user certificate manager

local user cert manager

0
0
0
0
0
Jeo!
0
0

windows certificate manager
current user

manager user ce
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Open the Intermediate Certification
Authorities Folder

To begin, expand the Certification Manager window by clicking and dragging
the borders (green arrows) to a larger size. This will provide a better view of the
security certificates. Next, click the arrow (yellow box) next to the Intermediate

Certification Authorities folder to expand it, revealing the Certificates (red box)
folder.

& -
-] & certmor - [Certificates - Current User] — O X -
File Action View Help
e[ 6= HmE
(3 Certificates - Current User Logical Store Name
irecchl - i [ Personal
- Trusted Root Certification Authorities ] Trusted Root Certification Authorities
| Enterprise Trust =
- % o » ~ Enterprise Trust
~ ] Intermediate Certification Authorities - i 4
2 . | Intermediate Certification Authorities
grtificate Revocation List 3 Active Directory User Object
o5 5ihve Srectony eer 24)
~ Active Directory User Object 8 Yeted Publishens
» ] Trusted Publishers = | Untrusted Certificates
S| Untrusted Certificates I Third-Party Root Certification Authorities -
[ Third-Party Root Certification Authorities || - Trusted People
7| Trusted People I Client Authentication Issuers ‘
[ Client Authentication Issuers ~ Local NonRemovable Certificates
| Local NonRemovable Certificates ] Certificate Enroliment Requests L=t
| Certificate Enroliment Requests [ smart Card Trusted Roots

" Smart Card Trusted Roots

=) @
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Initiating the SB2 Subordinate CA
Certificate Import

To begin, right-click the Certificates folder to open the context menu. From
there, select All Tasks, and then click Import to start the Certificate Import

Wizard.

[ Certificate Enrollment Requests
“I Smart Card Trusted Roots

:‘ ﬁ certmgr - [Certificates - Current User\Intermediate Certification Authorities\Certificates] G a
File Action View Help
@ 2Mm 0O/ c= Hm
ﬁ] C‘enilimtes - Current User Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Tem..
. Personal o N I Microsoft TPM Root Certificate . Microsoft TPM Root Certificate Aut..  12/10/2039 <All> <None>
= Zrustedrio;wl Santification futhonties 5] Microsoft Windows Hardware C..  Microsoft Root Authority 12/31/2002 Code Signing, Wind..  <None>
e N L3 NTC-KEVID-882F047B87121CF98..  Microsoft TPM Root Certificate Aut.. ~ 5/2/2030 1361413112136, <None>
v | Intermediate Certification Authorities GlRoot Root 12/31/2030 Al N
& <All> < >
_| Certificate Revocation List oot Agency ot faenor rikii
S Cartificates ;) starfield Services Root Certificat..  Starfield Class 2 Certification Auth..  6/28/2034 <All> <None>
5 Active Directol I ‘Al Tasks Import.. rS Incorpby .. Class 3 Public Primary Certification ..  10/24/2016 Server Authenticatio.. <None>
] Trusted Publis Vi
I Untrusted Cer e =
[ Third-Party Re Refresh
= E
- Trusted People Export List.
| Client Authent
| Local NenRerr Help

Contains actions that can be performed on the item.
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Certificate Import Wizard

The Certificate Import Wizard will open. Click Next to proceed.

a E certmgr - [Certificates - Current User\Intermediate Certification Authorities\Certificates] - =] X q

File Action View Help

= 2@ BBz HE
G Certificates - Current User Issued To Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Tem...
§ Porsonal 55 Microsoft TPM Ro s« one>

Trusted Root Certification Authorities 5IMicrosoft Window one>

| Enterprise Trust 55 NTC-KEYID-882F0: £* Certificate Import Wizard one>
+ [ Intermediate Certification Authorities
= g [5JRoot Agency one>
| Certificate Revocation List Elsterfeld Sevices | | o
" Certificates i
S 7 5l wwwverisign.comy . . one>
Active Directory User Object Welcome to the Certificate Import Wizard

Trusted Publishers

Untrusted Certificates

= Third-Party Root Certification Authorities This Wizard helos You copy o= 5, co trust ists, and certi tion lists
_ Trusted People from your disk to a certificate store.

Client Authentication Issuers

~| Local NonRemovable Certificates

Acertficate, which is issued by a certiication authory, s a confirmation of your identity and

T- Certificate Enrollment Requests contains information used to protect data or to establish secure network connections. A
_| Smart Card Trusted Roots certificate store is the system area where certificates are kept.
Store Location
Current User
Local Machine

To continue, click Next.

Cancel
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Locate the Subordinate SB2 CA
Certificate for Importing

Click the Browse button to navigate to and select the Subordinate CA
certificate file.

b % certmgr - [Certificates - Current User\Intermediate Certification Authorities\Certificates] - O X
File Action View Help
e 2 0 = HE

G Certificates - Current User Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Tem...

8l Personal o " =] Microsoft TPM Ro X fne>
L] Trusted Root Certification Authorities 55 Microsoft Window one>

| Enterprise Trust

= NTC-KEVID-882F« ¢ £* Certificate Import Wizard one>
~ L Intermediate Certification Authorities SR t Ag | 3
oot Agen o>
| Certificate Revocation List sediudike
et [l starfield Services F one>
“| Active Directory User Object Elwwwerisign.com, File to Import one>
[ Trusted Publishers Specify the file you want to import.

" Untrusted Certificates

[ Third-Party Root Certification Authorities

| Trusted People File name:

4 Client Authentication Issuers | e

"] Local NonRemovable Certificates I_I
» [ Centificate Enroliment Requests

“| Smart Card Trusted Roots

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)

Microsoft Serialized Certificate Store (.SST)

coc

Intermediate Certification Authorities store contains 6 certificates.
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Open the SB2 Subordinate CA
Certificate

To find the SB2 Subordinate CA Certificate, go to the file's location, which is
typically the Downloads folder. Once the SB2 Subordinate CA file is located,
select it and click Open.

Please note: Should the SB2 ZIP file contain more than one Subordinate CA
Certificate, or if the SB2 Administrator provided more than one SB2
Subordinate CA certificate, you must import all of them.

idow L
2F« | i Open x
. 2 ¥ ° ThisPC > Downloads ° v &  Search Downloads »
©OM | Organize ¥ New folder = M @
@ OneDrive s Name Date modified 2!
v [ This PC “ Today (3)
B 3D Objects Cql sb2demosubca2.crt 11/3/2025 929 AM
B Desktop [ sb2demosubeal.crt 11/3/2025 %29 AM
® o t Eol sb2demorootea.crt 11/3/2025 9:28 AM
= oCUMents
» I Dowtloads - Last week (9)
J" Music 7477-u11-u11-SB2TLSCA 10/31/2025 4:53 PM
& Pictures 7477-u9-u9-SB2TLSCA 10/31/2025 4:53 PM
B/ vid 7477-u6-u6-SB2TLSCA 10/31/2025 4:53 PM
1deos
5 7477-u5-u5-SB2TLSCA 10/31/2025 4:53 PM
& 05 74T7-u2-u2-SB2TLSCA 10/31/2025 453 PM
= USBDISK (D) 7477-u3-u3-SB2TLSCA 10/31/2025 4:53 PM -
W £ >
File name: - X509 Certificate (*.cer;*.crt) >
I Open Cancel
I LW e ~ 1] {
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SB2 Subordinate CA Certificate File
selected

Before proceeding, verify the correct SB2 Subordinate CA Certificate file has
been selected. The name of the file will automatically populate the File Name
field upon selection. Click Next to continue.

z| E(G tmgr - [Certificates - Current User\Intermediate Certification Authorities\Certificates] e (] X «
File Action View Help
e 2@ B = HE

G Certificates - Current User Issued To Issued By Expiration Date Intended Purposes Friendly Name Status  Certificate Tem..
| Personal GMicrosoft TPM Ro % pne>
L Trusted Root Certification Authorities ] Microsoft Window B
Bl Enterprise Trust LINTCKEVID-882F0 ©  &* Certificate Import Wizard ane>
~ [ Intermediate Certification Authorities ElRoot Ag E
. oot Agen o>
| Certificate Revocation List Sistarfiid s:’yvices ! b
>
| Certificates
“ Active Directory User Object Elwwwerisign.com) File to Import ane>
| Trusted Publishers Specify the file you want to import.
~| Untrusted Certificates 9
» [ Third-Party Root Certification Authorities
| Trusted People File name: =
1 Client Authentication Issuers C:\Users\SKPR Lab Use Only\Downloads\sb2demosubcal crt =

"I Local NonRemovable Certificates
1 Certificate Enrollment Requests

| Smart Card Trusted Roots Note: More than one certificate can be stored in a single file in the following formats:

Personal Informatien Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certfficates (.P78)

Microsoft Serialized Certiicate Store (SST)

- Coneel

Intermediate Certification Authorities store contains 6 certificates.
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Selecting Certificate Store

Choose “Place all certificates in the following store” and ensure the certificate is
added to the Intermediate Certification Authorities certificate store. Click Next
to continue.

B % certmgr - [Certificates - Current User\Intermediate Certification Authorities\Certificates, = a X
File Action View Help

e 2@ 0/ = Hm

=] Certificates - Current User Issued To Issued By Expiration Date Intended Purposes  Friendly Name Status  Certificate Tem..
8l Personl ) ) C5Microsoft TPM Ro « ones
— Trusted Root Certification Authorities 5 Microsoft Windou |
d Enterprise Trust [5INTC-KEVID-882F < £ Certificate Import Wizard Bne>
~ [ Intermediate Certification Authorities
< S [Z]Root Agency one>
| Certificate Revocation List s g g
P gl starfield Services | one>
" Active Directory User Object Eslwwwverisign.com Certificate Store |
L Trusted Publishers Certificate stores are system areas where certificates are kept.
"I Untrusted Certificates =]
[ Third-Party Root Certification Authorities
_| Trusted People Windows can automatically select a certificate store, or you can specify a location for »
[ Client Authentication Issuers the certficate. n
2 | NonR if
t !:’C:_'_Notn Eemulrab\etf:m \ca‘tes © Automatically select the certificate store based on the type of certificate
(] Certificate Enrollment Requests
| Smart Card Trusted Roots ® Place all certificates in the following store
Certificate store:

Intermediate Certification Authorities Browse...

Intermediate Certification Authorities store contains 6 certificates.
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Finish Importing the SB2 Subordinate
CA Certificate

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

E certmar - [Certificates - Current User\Intermediate Certification Authorities\Certificates]
File Action View Help
e 2@ 0 6= Hm

= Certificates - Current User Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Tem..
d Personal SIMicrosoft TPM Ro % one>
L] Trusted Root Certification Authorities 55 Microsoft Window snes
Bl Enterprise Trust [3INTC-KEVID-882F0« ©  (&* Certificate Import Wizard one>
v 1 Intermediate Certification Authorities ol
: gl Root Agency one>
7| Certificate Revocation List BStarfield Services |
= arfield Services one>
| Certificates
8 Active Directory User Object gl wwwverisign.comy . 2 , bne>
R/ e Direciony e bl Completing the Certificate Import Wizard
| Trusted Publishers
7 Untrusted Certificates -
|| Third-Party Root Certification Authorities it Wil be imported after you clck Fnish
" Trusted People :
L] Client Authentication Issuers n

You have specified the following settings:

“| Local NenRemovable Certificates
L] Certificate Enrollment Requests
“| Smart Card Trusted Roots

el el Intermediate Certification Authorities
Content Certificate
Fle Name C:\Users\SKPR Lab Use Only\Downloads\sb2demosut

o

Intermediate Certification Authorities store contains 6 certificates.

A Successful Import

Once the SB2 Subordinate CA Certificate is imported successfully, a
confirmation message will appear. Click OK to continue.
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Verify SB2 Subordinate CA in List of
Certificates

After the SB2 Subordinate CA Certificate has been successfully imported, it will
appear in the Intermediate Certification Authorities list as illustrated below:

3 E certmgr - [Certificates - Current Usen\Intermediate Certification Authorities\Certificates] i a x

File Action View Help

&= 2m A8z B

= Certificates - Current User Issued To Issued By Expiration Date  Intended Purposes  Friendly Name Status ~ Certificate Tem...
=l Personal S Microsoft TPM Root Certificate . Microsoft TPM Root Certificate Aut..  12/10/2039 <All> <Nene>
% Trusted_Rom il 3l Microsoft Windows Hardware .. Microsoft Root Authority 12/31/2002 Code Signing, Wind..  <None>
= Fn'l';:::;:;“éznmmﬁm uthortics [5INTC-KEYID-882F047BE7121CF98..  Microsoft TPM Root Certificate Aut..  5/2/2030 1361413112136,..  <None>
o 8 Certificate Revocation List 5IRoot Anency Root Agency 12/31/2039 <All> <None>
] Certificates 1l L]]SBZ SubordinateCA SB2 RootCA 9/4/2035 <All> <None>
< ive Directory User Object Sl starfield Services Root Certificat..  Starfield Class 2 Certification Auth..  6/28/2034 <All> <None>
xlwwwverisign.com/CPS Incorpby . Class 3 Public Primary Certification .. 10/24/2016 Server Authenticatio..  <None>

[ Trusted Publishers
7 Untrusted Certificates

] Third-Party Root Certification Authorities
| Trusted People

L] Client Authentication Issuers (=)
“ Local NonRemovable Certificates

[l Certificate Enroliment Requests
| Smart Card Trusted Roots
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Verify SB2 Subordinate CA - Part1

By double-clicking the SB2 Subordinate CA certificate — or right-clicking the
mouse button and selecting Open, you should see the following window. Select
the Certification Path tab in this window:

- : ehacitiag\ Certificates] = ] X
d & Certificate X
4 General Details Certiication Path
& Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Tem..
’ | g Certificate Information ificate . Microsoft TPM Root Certificate Aut..  12/10/2039 <All> <None>
ware C..  Microsoft Root Authority 12/31/2002 Code Signing, Wind..  <None>
WO omrancine e Tering . ) 21CF98..  Microsoft TPM Root Certificate Aut..  5/2/2030 1361413112136,..  <None>
* All application policies Root Agency 12/31/2039 <All> <None>
SB2 RootCA 9/4/2035 <All> <None>
rtificat.. Starfield Class 2 Certification Auth..  6/28/2034 <All> <None>
korpby .. Class 3 Public Primary Certification .. 10/24/2016 Server Authenticatio.. <None>

Issued to: SB2 SubordinateCA

Issued by: SB2 RootCA

Valid from 9/4/2025 to 9/4/2035

Issuer Statement

Intermediate Certification Authorities store contains 7 certificates.
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Verify SB2 Subordinate CA - Part 2

In the Certification Path tab of the SB2 Subordinate CA certificate, you should
be able to confirm these two important attributes of the certificate:

* That the certificate symbols of the two certificates chained together n
the Certification Path sub-panel at the top, do not have any yellow
warning symbols associated with them, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

|- DS— - Aushmcisio Certificates - o 4
4 & Certificate X
4 General Detais Certfication Path
& Certification path Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Tem...
’ Lﬁi 'SB2 RootCA lificate ..  Microsoft TPM Root Certificate Aut.. 12/10/2039 <All> <None>
4831 552 subordinatech | ware C..  Microsoft Root Authority 12/31/2002 Code Signing, Wind..  <None>
R1CF98.. Microsoft TPM Root Certificate Aut..  5/2/2030 1361413112136,.. <None>
Root Agency 12/31/2039 <All> <Nones
SB2 RootCA 9/4/2035 <All> <None>
rtificat..  Starfield Class 2 Certification Auth..  6/28/2034 <All> <None>
corp.by .. Class 3 Public Primary Certification ..  10/24/2016 Server Authenticatio.. <None>
View Certificate
Certificate status:
ﬁ'hs certificate is OK.

Intermediate Certification Authorities store contains 7 certificates.
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Import the SB2DEMO Sub CA2
Certificate

Import the SB2DEMO Sub CA2 certificate by repeating steps D3 - D15.
Remember to verify the Sub CA2 certificate is selected during the process.

Restart the Computer

Save any open files you may have and restart the computer.
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- Accessing an SB2 Platform URL

This section will review the steps of accessing an SB2 URL with a Yubikey 5C
NFC Security Key.

- Prerequisites

Windows 10

Microsoft (MS) Edge Browser, version 141.0.3537.99

Internet connection

Yubikey 5C NFC Security Key — with the PIN to the Security Key
SB2 Platform URL

USB-C port or USB-C adapter
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Open the Edge Browser

To begin, access the Edge browser by selecting its icon from the Windows
taskbar.

10:29 AM B
11/3/2025 1

N D mdx 7
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Find the Edge Drop Down Menu

Locate the three-dots icon on the right side of the screen and select it.

— a X

vw) = €L

Dorado “a 29°C 8333 Iniciar s
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Open a New InPrivate Window

Access the SB2 URL in Edge’s InPrivate window.
ﬁ) = &
<) Newtab Ctri+T
0 New window Ctrl+N .
(2 New InPrivate window Cirl+Shift+N
Zoom — 100% + A
fE Favarites Ctrl+5Shift+0
YD) History Ctri+H
& Tab groups >
i Downloads Ctrl+J
G Extensions >

Plug in the Yubikey

Plug the Security Key into the USB-C port (or the USB-C to USB-A adapter)
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Identifying the USB-C port

Locate the USB-C port—typically found along the edge of the computer, it
features a compact design with smooth, rounded corners that set it apart from

traditional USB-A ports.
The image below shows both a USB-C port and its matching male connector.
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- No USB-C port? No problem.

With the USB-A to USB-C adapter provided by the Administrator of your SB2
site, simply plug the USB-A end into the computer and insert the Security Key
into the USB-C port.

The provided USB adapter pictured below.
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SB2 Platform URL

In the InPrivate browser address bar, enter the provided SB2 Demo invitation
link. You will receive the link in an email from a member of the StrongKey
Team. Please note, the URL is long so it will be advantageous to use the “cut
and paste” options. Here is an example of what the URL will look like:

*https://sb2demo.strongkey.com:443/sb2/register?
hash=3d500dec79f6ec257ebddcc56h)78ff1f2d31d557d4c7bf5654
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Select the Certificate

A pop-up window will display the available certificates (yellow box). The name
in the prompt should match your name, as created by the Administrator of the
SB2 site. Select the certificate and click OK to proceed.

NOTE: You will only see such a certificate prompt if the SB2 Root CA and SB2
Subordinate CA certificates were imported correctly on your computer. If you
do NOT see a certificate prompt, please contact the Administrator of your SB2
site for help.

B2 Import favorites  For quick access, place your favorites here on the favorites bar.

Select a certificate for authentication

sh2v1.skpr.com:9191 needs your credentials:

InPrivate search with M

' What InPrivate browsing does

Deletes your close all InPrivate v

Always use "Strict" tracking prevention when browsing InPrivate (WD)

If this is off, we'll use the same tracking prevention setting as a normal br i
More details
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Enter Security Key PIN

The next dialog box will prompt for the Yubikey 5C NFC (aka Smartcard) PIN.
Enter and click OK to continue. This PIN should have been provided to you by
the Administrator of the SB2 site.

For instructions on changing the Yubikey PIN, refer to the appendix of this
guide.

InPrivate browsina

Windows Security >

Smart Card

Please enter your PIN.

:h with I ‘P N |

Click here for more information

oK Cancel
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SB2 Landing Page

Upon successful authentication with the digital certificate, the following one-
time SB2 Landing Page will be displayed. This page has three (3) sections:

* On the left-hand side, details of your digital certificate information will be
displayed.

* Inthe middle section are the legal disclosures by the SB2 platform. You
must scroll all the way to the bottom and agree to the terms disclosed
before continuing.

* On theright-hand side, is the option to give your Security Key a nickname
to distinguish it from other Security Keys.

Your Digital Certificate Disclosures Your Security Key
Learn More If you agree with the terms presented here, You were provided with a Security Key
check the box below and register your (resembling the following image),
Security Key. You agree to: containing a digital certificate enabling
you to see this site. The Security Key will
1. Accept the assigned digital a also be used to register a new FIDO
certificate shown here to be used in credential to authenticate you.
John Doe accordance with the certificate
policy available at:

Organization https:/pkistrongkey.com/sb2/cp.html 0@

Username
John Doe

Full Name

SKPR Inc . Register a new FIDO credential on

. the assigned Security Key, to be used

E-Mail ONLY by you and not to share it with

john.dow@skpr.com or assign to others; You may give the Security Key a nickname

. . Use the applications available to you below —such as “JD's vault credential” or

Serial No. in accordance with US laws “John Doe's access key” - to distinguish it

EAB:D7:6B:D3:09:F7.03:E312:F8:DD:77:C3:B governing export control of from additional Security Keys you may

3:5AFESL69.C encryption; already own and/or acquire in the future.

. Lorem ipsum dolor sit amet,

Valiity consectetur adipiscing elit. Sed in When you select Register below, you will

Mon Nov 03 06:56:52 PST 2025 - Wed Nov metus a sapien gravida interdum. be prompted for a PIN to the Security Key,

0319:35:16 PDT 2027 Suspendisse in nisl neque. In hac and to touch the metal surface with a

habitasse platea dictumst. blinking LED on the Security Key.

Other 4+ . Cras quis volutpat nisi. In quis
volutpat dolor. Duis posuere erat ut Name
tempor tempus. Phasellus cursus
congue rutrum. In porta nibh vel
ligula molestie semper.

6. Cras in lorem nec tortor vehicula
tincidunt. Quisque vestibulum

Give your Security Key a name here
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Terms and Conditions

Review and accept the terms and conditions in the Disclosures panel. The “I
agree” box must be checked before proceeding with Security Key registration.

Full Name
John Doe

Organization
SKPR Inc

E-Mail
john.dow@skpr.com

Serial No.

EAT 7:6B:D3:09:F7.03.E3:12:F8:DD:77.C3:B
3:5AFE91:69:C

Valiity

Mon Nov 03 06:56:52 PST 2025 - Wed Nov
0319:35:16 PDT 2027

Other 4

. Accept the assigned digital
certificate shown here to be used in
accordance with the certificate
policy available at:
https//pkistrongkey.com/sb2/cp.html

. Register a new FIDO credential on
the assigned Security Key, to be used
ONLY by you and not to share it with
or assign to others;

. Use the applications available to you
in accordance with US laws
governing export control of
encryption;

. Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Sed in
metus a sapien gravida interdum.
Suspendisse in nisl neque. In hac
habitasse platea dictumst.

. Cras quis volutpat nisi. In quis
volutpat dolor. Duis posuere erat ut
tempor tempus. Phasellus cursus
congue rutrum. In porta nibh vel
ligula molestie semper.

. Cras in lorem nec tortor vehicula
tincidunt. Quisque vestibulum
semper odio, eget porttitor diam
interdum sed. In vitae volutpat enim.

. Cras dapibus turpis ac felis
accumsan, at blandit dui commodo. w

Copyright © 2001-2025 StrongAuth, Inc. (dba StrongKey)

oy e .
also be used to register a new FIDO
credential to authenticate you.

Q)

You may give the Security Key a nickname
below - such as “JD's vault credential” or
“John Doe's access key" - to distinguish it
from additional Security Keys you may
already own and/or acquire in the future.

When you select Register below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
blinking LED on the Security Key.

Name

[Give your Security Key a name here
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Give the Security Key a Nickname

In the Security Key panel on the right, enter a descriptive nickname for the key
in the Name field. Then select Register to complete the process. Names are
typically short (up to 16-20 alpha-numeric characters):

= John's SB2 key at mysite.com

= Yubikey for mysite.com SB2

e The Securty Rey W
1. Accept the assigned digital . also be used to register a new FID
certificate shown here to be used in credential to authenticate you.

John Doe accordance with the certificate

- policy available at Q
Organization https://pki.strongkey.com/sb2/cp.html
SKPR Inc 2. Register a new FIDO credential on
the assigned Security Key, to be used

E-Mail ONLY by you and not to share it with
Jjohn.dow@skpr.com or assign to others. You may give the Security Key a nickname
. 3. Use the applications available to you below - such as “JD’s vault credential” or
Serial No. in accordance with US laws “John Doe's access key” - to distinguish it
EAIB:D7:6B:D3:09:F7:03:E3:12:F8:DD:77:C3:B governing export control of from additional Security Keys you may
Z5AFEQ169:C encryption. already own and/or acquire in the future.

Full Name

Valiity When you select Register below, you will
Mon Nov 03 06:56:52 PST 2025 - Wed Nov be prompted for a PIN to the Security Key,
0319:35716 PDT 2027 and to touch the metal surface with a
blinking LED on the Security Key.

Other =+
Name

John Doe

Copyright © 2001-2025 StrongAuth, Inc. (dba StrongKey)

Save ‘Passkeys’ Option

A box will appear at the top of the page providing the option to create a
Passkey. Do not create a Passkey. Click on Back to continue.
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Passkeys

[e] Use your phone or tablet
Scan this QR code with the camera on the device where you want
to create and save your passkey for skpr.com

Cancel
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Select external security key

A box will appear at the top of the page. Click on Windows Hello or external
security key to choose a security key and continue.

Choose where to save your passkey for skpr.com

D Windows Hello or external security key

m

1 Use a phone or tablet

Cancel
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Security Key Setup

A dialog box will verify the Security Key is being setup to login to the SB2
Platform. Click OK.

Windows Security b4

Security key setup

Set up your security key to sign in to skpr.com as
john.dow@skpr.com.

This request comes from Msedge, published by Microsoft
Corporation.
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Continue Setup

This message is to inform the user the SB2 Platform will create a credential on
the Security Key. Click OK.

Windows Security b4

Continue setup

This will let skpr.com see the make and model of your security
key

skpr.com wants to create a credential on your security key. This
lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

| oK | Cancel
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Enter Security Key PIN

To continue adding a credential to the Security Key, enter the PIN and click OK.

NOTE: This step in the process is known as the “User Verification” (aka UV) in
the FIDO ecosystem. It is a security feature of the FIDO authentication protocol
to ensure that the SB2 platform can verify the legitimate owner’s PIN of the
Security Key. SB2 sites will mandate a security policy where the PIN to the
Security Key is not shared with others. Every time the FIDO credential is used to
authenticate you to the SB2 platform, you will be required to perform the UV
function as a security precaution.

Windows Security >

Continue setup

Please enter your security key PIN.

R I ssecee e

oK Cancel
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Touch the Security Key

To continue the setup, touch the metal contact visible on the Security Key with
your finger, it will have a light-emitting diode (aka LED) blinking to indicate
where it must be touched.

NOTE: This step in the process is known as the “Test of User Presence” (aka
TUP) in the FIDO ecosystem. It is a security feature of the FIDO authentication
protocol to ensure that a remote attacker can never steal your identity from a
remote computer since they will neither have a Security Key with your FIDO
credential nor will they be able to perform the “test of user presence” at your
computer (where the FIDO transaction is occurring). Every time the FIDO
credential is used to authenticate you to the SB2 platform, you will be required
to perform the TUP as a security precaution.

Windows Security >

Continue setup

B

Touch your security key.

Cancel
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SB2 Confirmation

After clicking OK, SB2 will flash a blue message confirming successful
registration.

eetr e. The Secur
i 1. Accept the assigned digital _ also be used to register a new FIDO
certificate shown here to be used in credential to authenticate you.

John Doe accordance with the certificate

o policy available at Q You've successfully
Organization https:/fokistrongkey.com/sb2/cp.ntml registered
SKPR Inc . Register a new FIDO credential on Click ‘Continue’ to proceed
5 the assigned Security Key, to be used to the login page.
E-Mail ONLY by you and not to share it with
john.dow@skpr.com or assign to others. You may give the Security Keyamnickna
. . Use the applications available to you below —such as “JD’s vault credential” or
Serial No. in accordance with US laws “John Doe's access key” - to distinguish it
EA1B:D7 D3:09:F7:03:E3:12:F8:DD:77:C3:B governing export control of from additional Security Keys you may
35AFEDE9:C encryption. already own and/or acquire in the future.

Valiity When you select Register below, you will

Mon Nov 03 06:56:52 PST 2025 - Wed Nov be prompted for a PIN to the Security Key,
0319:35]16 PDT 2027 and to touch the metal surface with a
blinking LED on the Security Key.

Other =
Name

John Doe

lagree

Copyright © 2001-2025 StrongAuth, Inc. (dba StrongKey)
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User Authentication

The next dialog box will verify the user. Enter the PIN to the Security Key and
click OK.

Windows Security X
Making sure it's you
Please sign in to skpr.com.

This request comes from Msedge, published by Microsoft
Corporation.

AL

Please enter your security key PIN.

R Security Key PIN ‘
I
- oK Cancel
O
y Policy
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Test of User Presence

To continue the login procedure, touch the metal contact on top of the Security
Key where an LED is blinking - this confirms a user is present and attempting
to sign in from that computer with a legitimate credential on the Security Key.

Windows Security b4
Making sure it's you
Please sign in to skpr.com.

This request comes from Msedge, published by Microsoft
Corporation.

\ \\\
\
AN

B

Touch your security key.

_ Cancel
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SB2 Platform Dashboard

CONGRATULATIONS!

Your access to the SB2 Platform has been successfully established, and your
Security Key with your new FIDO credential is registered. Your account name is
displayed on the right side of the screen. You may click the gear icon to edit
your profile.

All users of the SB2 platform have access to a web application — StrongKey
CryptoCabinet (SKCC) - that enables the secure storage and sharing of files
with sensitive data. Clicking on the SKCC image on the SB2 Dashboard opens a
new tab in the browser and presents the SKCC Dashboard. Details on how to
use SKCC are provided in separate documents.

- Welcome
() STRONGKEY ER BEREE
Dashboard

Secure File Vault, Simplified.

SKCC

Encrypted Vault to safely share files with
trusted recipients.
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Appendix
STRONGKEY

Changing a Yubikey Personal
Identification Number (PIN)

Copyrights and Notices

Copyright 2001-2025 StrongAuth, Inc. (d/b/a StrongKey), 21060 Homestead Rd Suite 222 Cupertino CA 95014, U.S.A. All
rights reserved.

StrongAuth, Inc. has intellectual property rights relating to technology embodied in the product that is described in this
document. In particular, and without limitation, these intellectual property rights may include one or more U.S. patents or
pending patent applications in the U.S. and in other countries. U.S. Government Rights—Commercial software.
Government users are subject to the StrongAuth, Inc. standard license agreement and applicable provisions of the Federal
Acquisition Regulations and its supplements. This distribution may include materials developed by third parties.
StrongAuth, StrongKey, StrongKey Lite, StrongKey CryptoCabinet, StrongKey CryptoEngine, StrongKey FIDO Server,
StrongKey Tellaro, StrongKey Tellaro Small Business Security Bundle (SB2), the StrongAuth logo, the StrongKey logo, the
StrongKey Lite logo, the StrongKey CryptoCabinet logo and the StrongKey CryptoEngine logo are trademarks or registered
trademarks of StrongAuth, Inc. or its subsidiaries in the U.S. and other countries.

Products covered by and information contained in this publication are controlled by U.S. Export Control laws and may be
subject to the export or import laws in other countries. Nuclear, missile, chemical or biological weapons or nuclear
maritime end uses or end users, whether direct or indirect, are strictly prohibited. Export or reexport to countries subject
to U.S. embargo or to entities identified on U.S. export exclusion lists, including, but not limited to, the denied persons and
specially designated nationals lists is strictly prohibited.

DOCUMENTATION IS PROVIDED “AS IS” AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR
NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY
INVALID.
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Changing a Yubikey 5C NFC Personal
Identification Number (PIN)

The Security Key is a very powerful cybersecurity device and represents the
state-of-the-art in multi-factor authentication (MFA) technology that does not
use any passwords. The MFA is supported by the:

* Possession factor — where the physical possession of the Security Key is
essential to the authentication process;

*  Knowledge factor —- where know the PIN to the Security Key is also
essential to the authentication process.

Since the Security Keys provided with the SB2 use two different NIST-approved,
passwordless authentication protocols, there are two containers for the
cryptographic keys used with the protocols. Each container is managed by a
separate PIN.

However, StrongKey recommends using the SAME PIN to both containers of
the Security Key to reduce the burden on users. As long as the Security Key is
safely in the possession of the legitimate user, and the legitimate user is NOT
sharing the PIN to the Security Key with anyone, the user will be complying
with one of the strictest security policies recommended for access control.

This document outlines the process for changing the two required PINs — one
for the digital certificate and the other for the FIDO credential.

Prerequisites

*  Windows 10
* USB-C port or USB-C adapter
*  Yubico Authenticator application
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Open the Yubico Authenticator
Application

To begin, access the Yubico Authenticator application by selecting the
Windows icon from the Windows taskbar.

1:59 PM =)
11/3/2025 1

o = dx 7

SB2-HowTo-Yubico-Yubikey-5C-NFC-User-Guide-Windows-10-MPKI-v6.0dt, December 5, 2025 Page 78



Select Yubico Authenticator

From the menu, select the Yubico Authenticator application. If it does not
appear, type ‘Yubico Authenticator’ in the search bar or scroll down in the
recently added tab.

Cortana
D
@ el supportassist

{8 Dell Update

.y . _ 201PM
0 hype here to search % i LS 11/3/2025 51
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Using the search bar

After typing a few letters of Yubico Authenticator, the application will display.
Hit Enter on the keyboard or click on the application name to access.

= v Al Apps Documents Web More =
“HA

; Best match

EE—
-—IIE Yubico Authenticator
App

- Search the web B N
5 Yubico Authenticator

=T | ,O YU - See more search results App
i ‘% @ vubikey
Firefc g8 Yuta Watanabe Open

B £ yuppow Run as administrator

E ,O yumove for dogs Open file location

GoTe 2 Unpin from Start
Golc O yuki

L yu-gi-oh

Pin to taskbar

Uninstall

#1 Yungblud
Help from the Web

X Yul Brynner
F y Setting up YubiKey for MFA

£ yunexpress

Using YubiKey with Google accounts

Fixing YubiKey PIN unblock errors
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The Yubico Authenticator application

Upon opening, the Authenticator application displays the screen shown below
and indicates there is “No Yubikey Present.”

¥ Yubico Authenticator = O x

USB
‘.I' No YubiKey present H O m e

A Home

(.

Insert your YubiKey

5@‘3 Settings

Insert the Yubikey

Plug the Security Key into the USB-C port.
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Identifying the USB-C port

Locate the USB-C port—typically found along the edge of the computer, it
features a compact design with smooth, rounded corners that set it apart from
traditional USB-A ports. The image below shows both a USB-C port and its

matching male connector.
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- No USB-C port? No problem.

With the provided USB-A to USB-C adapter, simply plug the USB-A end into the
computer and insert the Security Key into the USB-C port.

The provided USB adapter pictured below.
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Changing the Digital Certificate PIN

From the home screen, navigate to the left and select the Certificates option
from the menu.

¥ Yubico Authenticator = O >
YubiKey 5C NFC DEVICE
Toggle applications
YublKey 5CNFC # @ LS Enable/disable applications
A Home ‘ -
Serial number: 29471440 Factory reset
Firmware version: 5.4.3 Restore YubiKey defaults

2.  Accounts
Yubico OTP  PIV OATH OpenPGP  YubiHSM Auth FIDO U2F

ay Passkeys abee

[E3 certificates

3:3 Slots

533 Settings
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Change PIN option

Select the Change PIN option from the Manage menu on the right.

¥ Vubico Authenticator = O x

Il
=

Yubikey 5C NFC Ce rt|ﬂcates PIV Manage

S/N: 20471400 F/W: 5.4.3

Authentication
CE-:-yer authentication

Change PIN
3 attempts remaining

(W Home Change PUK
Digital Signature 3 attempts remaining
choyer, Clifton Boyer, For SB2 Test Use Only, StrongKey

= Accounts
(=9
& Manageme tkey

@ Key Management PIM can be used instead

a9 Passkeys CBoyer km

Card Authentication

B Certificates No certificate loaded

Slots

CJ—D
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Enter PIN information

¢ Inthe top field, enter the default PIN: 123456.

* Enter the new PIN in the middle field. The PIN must contain 6 to 8
characters.

* Re-enter the new PIN in the final field to confirm.

¥ Vubico Authenticator — = X

Change PIN

r Current PIN

— New PIN

A PIN must be at least 6 characters long.

~ Confirm PIN

Cancel Save
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Save new PIN

Click Save. The application returns to the previous screen. If the process is
successful, a “PIN changed” notification briefly appears at the bottom of the
screen.

¥ VYubico Authenticator — ] b4

Change PIN

r Current PIN

=

Default PIN used

— New PIN

A PIN must be at least 6 characters long.

~ Confirm PIN
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Changing the FIDO Credentials PIN

To update the second PIN, click on the Passkeys menu option to the left. NOTE:
StrongKey recommends using the same PIN for the Security Key.

# Yubico Authenticator = (m] X

= [} |

o Yubikey 5C NFC Cert|ﬂcates PIV Manage
e S/N:29471450 F/W: 5.4.3

Change PIN

@ Authentication 3 attempts remaining
No certificate loaded

Home
] o Change PUK
Digital Signature 2 attempts remaining
o cboyer, Clifton Boyer, For SB2 Test Use Only, StrongKey
=+ Accounts

Management key

=
@ Key Management PIN can be used instead
&9 Passkeys No certificate loaded

Card Authentication

B3 Certificates No certificate loaded

Q‘J Slots
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Passkeys Menu

In the Passkeys menu, select Request Access.

¥ VYubico Authenticator

[ Home

Ss Accounts
a9 Passkeys
[£F certificates

\TD Slots

o YubiKey 5C NFC PaSS keys FIDO2
B S/N: 29471450 F/W: 5.4.3

Administrator privileges required

WebAuthn management requires elevated privileges
Alternatively, you can use Windows Settings to manage
FIDO configuration

4 | . .
|§| Request access [4 oOpen Windows settings )
| |

Yubico Authenticator Application
Permission

The Yubico Authenticator application will ask Windows for permission to
implement changes on the computer. Click yes.
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Change PIN option

Select the Change PIN option located on the right of the screen.

¥ Vubico Authenticator = (] x

= a

o YubiKey 5C NFC Passkeys FiDo2 Manage
+ S/N: 20471450 F/W: 5.4.3

Change PIN
Enter the FIDO2 PIN for your YubiKey 8 attempts remaining

PIN

(1 Home [' @

S« Accounts -
1 Unlock
a9 Passkeys

[E3 Certificates

{7 Slots
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Enter PIN information

* In the text field marked Current PIN type in your current PIN. If you have
not changed it, it is 123456 by default.

* In the text field marked New PIN enter a new PIN of your choice. It must
be a minimum of 6, and up to 63 characters.

* In the text field marked Confirm PIN enter the same PIN you selected.

¥ Vubico Authenticator — [m] *

(O

 Confirm PIN

Cancel Save
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Success!

The display will return to the Passkeys menu, and a notification stating "PIN
Reset" will briefly appear at the bottom of the screen.
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