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Prerequisites

*  Windows 11

*  Microsoft (MS) Edge Browser, version 128.0.3351.7
*  Yubikey 5C NFC

* Internet connection

+ ZIPfile issued by an SB2 platform

*+ USB-C port or USB-C-to-USB-A adapter
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Installing the Yubico Authenticator
Application

The Yubico Authenticator application is necessary to access and configure the
Yubikey 5C NFC Security Key settings and features.

Prerequisites

*  Windows 11
* Microsoft (MS) Edge Browser, version 128.0.3351.7
* Internet connection
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Download Yubico Authenticator
Application

Download the Yubico Authenticator for 64-bit systems from
https://www.yubico.com/products/yubico-authenticator. Click Download now.

English @& Contact Sales Resellers Support o

yubICO Why Yubico  Products  Solutions Industries Resources Support Q

Yubico Authenticator

The safest authenticator app experience across mobile and desktop

Download now

Home » Products » Yubico Authenticator
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https://www.yubico.com/support/download/yubikey-manager/

Windows Yubico Authenticator
Application

Select Download for Windows directly here (64-bit). Click it to start download.

A

English @ Contact Sales Resellers Support
yu b ICO WhyYubico Products Solutions Industries Resources Support Q M
Linux Android
Download for Linux directly here Android Download (on Google Play)
Mac ios
Download from macQS AppStore i0S Download (on Apple Store)

Download for Mac directly here

Windows

Download from Microsoft app store

I Download for Windows directly here (64-bit) I
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Opening the Yubico Authenticator
Application File

After clicking the download link, MS Edge will display a pop-up confirming the
Authenticator application file has been successfully downloaded and ready for
installation. Click the open file link.

&

English & Downloads Bl Q o g |Support
yu b |CO WhyYubico Products Solutions Industries Resources Support ",e”t“at""?zj"”i"ﬁ‘i‘ms; m
Linux Android See more
Download for Linux directly here Android Download (on Goagle Play)
Mac ios
Download from macQS AppStore i0S Download (on Apple Store)

Download for Mac directly here

Windows
Download from Microsoft app store

Download for Windows directly here (64-bit)
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No pop-up window?

If the pop-up does not appear, or is inadvertently closed, access the
downloaded file by clicking the 3-dot menu on the right side of the MS Edge
tool bar.

English @ Contact Sales Resellers Support -
yu b ICO WhyYubico Products Solutions Industries Resources Support Q w
Linux Android
Download for Linux directly here Android Download (on Google Play)
Mac i0s
Download from macQOS AppStore i0S Download (on Apple Store)
Download for Mac directly here

Click Downloads

From the drop-down menu, select Downloads.
English & 3 Newtab Cirl+T -
. 5 New window Ctrl+N
yI,IbICO Why Yubico Products Solutions Industries Resources Support B New InPrivate window s
£ Ctrl+Shift+|
Linux Android Zoom — 0% + S
Download for Linux directly here Android Download (on Google Play % Favorites Chrl+Shifts0
Collections Ctrl+Shift=Y
. T Hist Cerl+H
Mac i0s O ey :
{) Shopping
Download from macQS AppStore 105 Download (on Apple Store) I T Downioeds p— I
Download for Mac directly here B Apps v
{3 Extensions
WindOWS % Performance
£ Passwords
Download from Microsoft app store Os Network
ecure INetworl
Download for Windows directly here (64-bit) 1 Delete browsing data Coleshife el I
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Yubico Authenticator Setup Wizard

A Setup Wizard window will appear, Click Next.

) Downloads B Q e g [Suppart
yu bico Why Yubico  Products  Solutions Industries Resources Support = g“"“::'a“the"“ca‘“"T‘z‘s .
pan s

T Yubico Authenticstor Setup - X | ubico-authenticator-7.23-winGhmsi

Linux
Open file
Download for Linux directly here Welcome to the Yubico Authenticator
Setup Wizard o
Mac The Setup Wizard wil install Yubico Authenticator on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard.
Download from macQS AppStore e)

Download for Mac directly here

Windows

Download from Microsoft app store

Back I Next I Cancel

Download for Windows directly here (64-bit) \ =

Yubico Authenticator Application Terms
& Conditions

Accept the terms of the end-user license agreement.

English & Downloads P Q .- gp | Support
H . . . bico-authenticator-7.2.3-win64 (1).msi
yu bico Why Yubico  Products Solutions Industries Resources Support = i (st
pen file
Linux W Yubico Authenticator Setup - X | yubico-authenticator-7.23-win64.msi
End-User License Agreement Open file
Download for Linux directly here Please read the following license agreement carefuly ®
e more

By clicking Next you agree to the Yubico Toolset Software License
Mac \Agreement located at https://www.yubico.com/support/terms-
conditions/yubico-toalset-software-license-agreement/

Download from macQOS AppStore ie)

Download for Mac directly here

Windows
I (81 accept the terms in the License Agreement I

Print Bk [ Nt | Cancel

Download from Microsoft app store

Download for Windows directly here (64-bit)
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Yubico Authenticator Application Terms
& Conditions

Click Next on the end-user license agreement window.

i

English @ Downloads B Q & Support
H : : . A yubico-authenticator-7.23-wingd (hmsi [
yLIbICO Why Yubico  Products Solutions Industries Resources Support = i (o] ] @
penfie
Linux | em eIy - X | yubico-authenticatar-7.2.3-win64 msi
End-User License Agreement Open fie
Download for Linux directly here Please read the folloing license agreement carefully @
e more

=

By clicking Next you agree to the Yubico Toolset Software License
Agreement located at https://www.yubico.com/support/terms-

Mac
conditions/yubico-toolset-software-license-agreement/

5

Download from macOS AppStore

Download for Mac directly here

Windows
(81 accept the terms in the License Agreement.

Download from Microsoft app store

Print Back Cancel

Download for Windows directly here (64-bit)
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Select Destination Folder

Use the default Destination Folder and Click Next.

yubICO Why Yubico Products Solutions Industries Resources Support

" Yubico Authenticator Setup

Download for Linux directly here Click Next to install to the default folder or dick Change to chaose anather.

Linux
Destination Folder @

- X yubico-authenticatar-7.2.3-win64.msi

Open file

Install Yubico Authenticator to:

Mac

|c:Program Files\Vubica\yubico Authenticator

Download from macQS AppStore
Change...

Download for Mac directly here

Windows

emore

®

Download from Microsoft app store

—_—
= - =
=

Download for Windows directly here (64-bit)

7 a
English @& Downloads B Q . g | Support
T yubico-authenticator-7.23-win64 (1).msi m

Ready to Install

Click Install.

a

English &

yUbICO Why Yubico Products Solutions Industries Resources Support

LiRuX "3 VYubico Authenticator Setup
Download for Linux directly here e 0 -tk Y UbloD AT IEn Tt

support

Downloads [im o N

M yubico-authenticator-7.2.3-win64 (1).msi m

Open file

& yubico-authenticator-7.2.3-win64.msi

®

Open file

‘emore

Click Install o begin the installation, Click Back to review or change any of your
nstallation settings. Click Cancel to xit the wizard.

Mac

Download from macOS AppStore

Download for Mac directly here

Windows

-

)

Download from Microsoft app store I

Download for Windows directly here (64-bit)
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Permission to make changes

The next pop-up message will ask permission to allow the application to make

changes on your computer. Click YES.

Finish the install

To complete the installation of the Yubico Authenticator application, click

Finish.

English & Downloads By @ e 5 [EuppoT
yu bicO whyvubico Products Solutions Industries Resources Support = z“"i‘:'““m‘"“““‘"'723""i"ﬁd e
pen e
Linux | Vubico Authenticator Setup - X | yubico-authenticator-7.2.3-win6d,mei
Open file
Download for Linux directly here Completed the Yubico Authenticator
Setup Wizard e

Clck the Finish button to exit the Setup Wizard,
Mac

Download from macOS AppStore

Download for Mac directly here

Windows

Download from Microsoft app store
Back cancel

Download for Windows directly here (64-bit)

a

The installation of the Yubico Authenticator application is now complete.
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Installing the Yubikey Minidriver for
Windows

This software is essential for enabling the use of a Yubico Yubikey 5C NFC
Security Key on your computer. Before beginning the installation process,
please review the process and ensure your computer meets all prerequisites.

Prerequisites

*  Windows 11
* Microsoft (MS) Edge Browser, version 128.0.3351.7
* Internet connection
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Download Yubikey Minidriver

Download Yubikey Minidriver for 64-bit systems from
https://www.yubico.com/support/download/smart-card-drivers-tools/

English @& | View ste informatin | Contact Sales Resellers Support [
if
yu bICO Why Yubico Products Solutions Industries Resources Support Q @

Manager CLI (ykman) User Manual.

The YubiKey Smart Card Minidriver enables users and administrators to use the native Windows interface for certificate enrollment, managing the YubiKey smart Card PIN,
and smart card authentication on Windows.

By downloading, you agree to the Yubico website terms and conditions of use as well as each download's respective license.

YubiKey Smart Card Minidriver (Windows)

Download Download Hash

YubiKey Minidriver - CAB YubiKey-Minidriver-4.6.3.252.cab.sha256
YubiKey Minidriver for 32-bit systems - Windows Installer YubiKey-Minidriver-4.6.3.252-x86.msi.sha256
YubiKey Minidriver for 64-bit systems - Windows Installer YubiKey-Minidriver-4.6.3.252-x64.msl.sha256
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https://www.yubico.com/support/download/smart-card-drivers-tools/

- Opening the Yubikey Minidriver File

After clicking the download link, MS Edge will display a pop-up confirming the
Minidriver file has been successfully downloaded and ready for installation.
Click the open file link.

English & Downloads Pl Q e £ ETS Support q
H ) . ) T VubiKey-Minidriver-4.6.3.252464.msi =

yublco Why Yubico Products Solutions Industries Resources Support ) T Henmst juj \@
TUMIINLCY DU L U U VT TTUT IV S (VY I TUU VY D) T yubienroll-1.1.0-win64msi

Open file

W Slackmsix

O fil

Download Download Hi e

W SlackSetup.exe
Coulan't downioad - No permissions

YubiKey Minidriver - CAB YubiKey-Mini
@ SlackSetup.exe
Open fila
YubiKey Minidriver for 32-bit systems - Windows Installer YubiKey-Mini T Vubikey-Minidriver-4.6.3252-464 (1)msi
Open file
YubiKey Minidriver for 64-bit systems - Windows Installer YubiKey-Mini 5 yubisey-Minidriver-46:3252x64ms
Removed
W GuickFimeinstaterexe
Removed
H 1 See more
Guides and Documentation

Deploying_the YubiKey Minidriver to Workstations and Servers

We have officiallv announced the End of Life of YubiKev Manaaer GUI on Februarv 19. 2025. in line with Yubico’s End-of-Life policv. YubiKev Manaaer GUI will reach its End of Life on 5
.

L
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No pop-up window?

If the pop-up does not appear, or is inadvertently closed, access the
downloaded file by clicking the 3-dot menu on the right side of the MS Edge

tool bar.

‘www.yubico.com,

Contact Sales Resellers Support =

English &

yl.IbICD Why Yubico Products Solutions Industries Resources Support O\@

YubiKey Smart Card Minidriver (Windows)

Download Download Hash

YubiKey-Minidriver-4.6.3.252.cab.sha256

YubiKey Minidriver - CAB

YubiKey Minidriver for 32-bit systems - Windows Installer YubiKey-Minidriver-4.6.3.252-x86.msi.sha256

YubiKey-Minidriver-4.6.3.252-x64.msi.sha256

YubiKey Minidriver for 64-bit systems - Windows Installer
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Click Downloads

From the drop-down menu, select Downloads.
——
English @ [F MNewtab Ctrl+ a
. & New window Ctrl+N
yu blCO Why Yubico Products Solutions Industries Resources Support R New InPrivate window R~
Zoom — 100% —+ e
T= Favorites Ctrl+Shift=0
H H— H H Collections Ctrl+Shift+Y
YubiKey Smart Card Minidriver (Windows)
&) History CtrleH
) Shopping
Download Download Hash Ii Downloads Ctrl+) I
B8 Apps v
YubiKey Minidriver - CAB YubiKey-Minidriver-4.6.3.2{ 2 Extensions
%2 Browser essentials
YubiKey Minidriver for 32-bit systems - Windows Installer YubiKey-Minidriver-4.6.3.2¢
W Delete browsing data Ctrl+Shift+ Delete
YubiKey Minidriver for 64-bit systems - Windows Installer YubiKey-Minidriver-4.63.21 = Print criee
[0 Split screen
{3} Screenshot Ctrl+Shift+5
&) Find on page Ctrl+F
Guides and Documentation Mere toos .
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Installing the Yubikey Minidriver

A Setup Wizard pop-up will open - Click Next.
|
English & Downloads B Q e s ES Support o
yu biCO Why Yubico Products Solutions Industries Resources Support 2 Z::;ET:'M'”'d”“E"“'ﬁ‘z'zsa*a‘"'s‘ | @
8 VubiKey Smart Card Minidriver x84 Setup - X 1 G winbdamsi
Welcome to the YubiKey Smart Card B
. J Minidriver x64 Setup Wizard .
YubiKey Smart Card Mi
The Setup Wizard allows you to change the way Yubikey ckSetup.exe
Smart Card Minidriver x54 features are installed on your Jian't download - No parmi
computer or to remove it from your computer, Click Next to
continue or Cancel to exit the Setup Wizard.
ckSetup.exe
Download B
biKey-Minidriver-4.6.3.252-x64 (1).msi
YubiKey Minidriver - CAB |
noved
YubiKey Minidriver for 32-bit systems - Windows In:
-
noved
YubiKey Minidriver for 64-bit systems - Windows Ins Fack Cancel E.
S
. .
Guides and Documentation
-

SB2-HowTo-Yubico-Yubikey-5C-NFC-User-Guide-Windows-11-MPKI-v4.odt, December 4,, 2025, Page 17



Continue Installing the Yubikey
Minidriver

On the next pop-up window - Click Install.
English & Deralcads By Q - g ers Support a
yu b i CO WhyYubico Products Solutions Industries Resources Support - Z::’i'::'M‘"idm”"‘i‘3‘252'“64""“ | @
8 VubiKey Smart Card Minidriver x64 Setup = D : P
@ hoved
. - noved
YubiKey Smart Card Min - ,
Click Tnstall to begin the installation. Click Back to review or change any of your prkey-Minidriver—4:63252-x64-{2yms
installation settings, Click Cancel to exit the wizard, s
Download E
Yubikey Minidriver - CAB b
ck.msix
en file
YubiKey Minidriver for 32-bit systems - Windows Ins
ckSetup.exe
ldn't download - No
YubiKey Minidriver for 64-bit systems - Windows In: Back I [ Swsal ] I Ccsl R e
3 T 1 Open file
L, e -+ o
Removed
3 . W Vobikey-Minidriver-4632526kmsi
Guides and Documentation

Permission to make changes

The next pop-up message will ask permission to allow the application to make
changes on your computer. Click YES.
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Finish the install

To complete the installation of the Yubikey Minidriver, click Finish.

English &

yubiCO Why Yubico Products Solutions Industries Resources Support

" YubiKey Smart Card Minidriver x64 Setup -

Completed the YubiKey Smart Card
Minidriver x64 Setup Wizard

YubiKey Smart Card Mi

Click the Finish button to exit the Setup Wizard.

Download

YubiKey Minidriver - CAB

YubiKey Minidriver for 32-bit systems - Windows In

YubiKey Minidriver for 64-bit systems - Windows Ins

Guides and Documentation

Downloads Qe

W VubiKey-Minidriver-4.6.3.252-x64.msi
Open file
X eyt 62252ty

poved

poved

poved

chmsix

enfile

kkSetup.exe

Mlan't downlosd - No permissions

oo [ rmw )| e
[ )| < ckserup e

Open file

T veieybimirirer4 63252k

Removed

T ubikep-bimdriverd S 3252

Removed

Qrn manra

> efs support

The installation of the Yubikey Minidriver is now complete.
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Importing an SB2 Root CA Certificate
into Microsoft Truststore

When using Security Keys with digital certificates for authentication to an SB2
website, the SB2 Root CA certificate is the most critical component in
establishing trust with that SB2 site. It verifies that the digital certificate on
your Security Key was issued by a trusted Certificate Authority specific to the
SB2 website—reflecting the unique “root of trust” established for each SB2
deployment worldwide.

This not only ensures the integrity of the authentication process, but also
guarantees that the trust established between the Security Key you were given
and the SB2 site, is unique from every other SB2 site in the world. This ensures
attackers cannot scale an attack on any other SB2 website even if they
managed to compromise one through an insider attack.
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Prerequisites

Windows 11
Microsoft (MS) Edge Browser, version 128.0.3351.7
Internet connection

Alternatively, a ZIP file issued by the Administrator of an SB2 platform at
your site; or

Individual CA certificate files issued by the Administrator of an SB2
platform at your site.

NOTE: In the event the SB2 Administrator provided individual files for the
SB2 Root CA and SB2 Subordinate CA certificates, you may import them
directly from the stored location on your computer without the need for
the ZIP file — the process is similar, starting from step C7.
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Access the SB2 MPKI Landing Page

All required CA certificates are available for download from the SB2 Demo MPKI portal at
https://demo.strongkey.com/mpki. Comprehensive SB2 documentation is also accessible
through this site.

& C O hitps//demostrongkey.com/mpki/index.html a v ¢

{JSTRONGKEY

Welcome to the StrongKey Tellaro Small Business Security Bundle (S82)

This page provides information to help you get started working with $82
If you have any questions, please send an e-mail to getsecure@strongkey.com

$B2 DEMO How To Configure CA Certificates
CA Certificates GoTrust Security Keys /
DHML Windows 10 Windows 11 macos // \
B poF: Windows 10 Windows 11 macos —

SB2 Production
CA Certificates

& Download Root CA DHTML  Windows 10 Windows 11 macos
& Download Sub CA 1 ® poF: Windows 10 Windows 11 macos
Sl uiowsto Wi maccs

Swisshit Security Keys

Yubikey Security Keys
D ML Windows 10 Windows 11 macos
® poF: Windows 10 Windows 11 macos
Oivideo:  Windows 10 Windows 11 macos

K
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https://demo.strongkey.com/mpki

SB2 Demo CA Certificates

At the SB2 MPKI portal, locate the available CA Certificate download options.
Each of the following certificate files are required:

+ SB2DEMO Root CA
+ SB2DEMO Sub CAl
+ SB2DEMO Sub CA2

(JSTRONGKEY

Welcome to the StrongKey Tellaro Small Business Security Bundle (SB2)

This page provides information to help you get started working with SB2
If you have any questions, please send an e-mail to getsecure@strongkey.com

SB2 DEMO How To Configure CA Certificates
CA Certificates GoTrust Security Keys
& HTML: Windows 10 Windows 11 macOs
B ror: Windows 10 Windows 11 macOs
0B video: Windows 10 Windows 11 macOs
SB2 Production Swissbit Security Keys
CA Certificates

& Download Root CA &) HTML: Windows 10 Windows 11 macOs
& Download Sub CA 1 B rDF: Windows 10 Windows 11 macOs

&+ Download Sub CA 2 0¥ video: Windows 10 Windows 11 macOs
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Downloading the SB2DEMO Root CA

To download the Root CA, simply select the SB2DEMO Root CA button. The
download will begin automatically, and you'll see a dialog box confirming the
file name once the process is complete.

Repeat this process for the SB2DEMO Sub CAl and the SB2DEMO Sub CA2 files.

<& C O httpsy/demo.strongkey.com/mpki/indexhtml a %, =

% e

Downloads B Q-

# sb2demorootca (3).crt
Open file

{J)STRONGKEY

Welcome to the StrongKey Tellaro Small Business Security Bundle (5B2)

See more

This page provides information to help you get started working with 582
If you have any questions, please send an e-mail to getsecure@strongkey.com

SB2 DEMO How To Configure CA Certificates

1
CA Certificates GoTrust Security Keys /

‘ & Download SB2DEMO Root CA B HML: Windows 10 Windows 11 macos /// \

& Download SB2DEMO Sub CA 1 B ror: Windows 10 Windows 11 macos
CVideo:  Windows 10 Windows 11 macos //.

SB2 Production

Swisshit Security Keys

CA Certificates
& Download Root CA D WML Windows 10 Windows 11 macos
& Download Sub CA 1 ® poF: Windows 10 Windows 11 macos
& Download Sub CA 2 © vVideo: Windows 10 Windows 11 macos

Yubikey Security Keys

B HTML: Windows 10 windows 11 macos
®por: Windows 10 windows 11 macos
O Video Windows 10 Windows 11 macos
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Navigate to Windows Start Icon: g

After clicking the Windows Start icon, search for Manage user certificates to
find the settings application for overseeing and configuring security

certificates, including importing. From here, select the Manage user certificates
application.

-

e
Q (), manage user certificates
A
Wilidseeiii m
Bsa @ o Apps  Documents ~Web  Settings  Folders  Photos B - Oy
Best match
| & Manage user certificates
S Control panel
@ manage user certiicates 3 Manage user certificates
See more search results Control panel
7 Open
B
73°F FTY - sh
<2 Mostly cloudy mm  Q Search m o 3 e ; o}
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Open the Trusted Root Certification
Authorities Folder

To begin, expand the Certification Manager window by clicking and dragging
the borders (green arrows) to a larger size. This will provide a better view of the
digital certificates. Next, click the arrow (yellow box) next to the Trusted Root
Certification Authorities folder to expand it, revealing the Certificates (red box)
folder.

R certmgr - [Certificates - Current User\Trusted Root Certification Authorities] = a X
File Action View Help
e 7 Olez Hm

5V Certificates - Current User Object Type
> (21 personal I
Root Certification Authorities

[ Certificates

> [ Intermediate Certification Authorities

> [ Active Directory User Object

> [ Trusted Publishers

> 1 Untrusted Certificates

> [ Third-Party Root Certification Authorities
> [ Trusted People

» [ Client Authentication Issuers

able Certificates
> [Z Certificate Enroliment Requests
> (2] Smart Card Trusted Roots

- <=

Trusted Root Certification Authorities store contains 36 certificates.
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Initiate the SB2 Root CA Certificate
Import

To begin, right-click the Certificates folder to open the context menu. From
there, select All Tasks, and then click Import to start the Certificate Import
Wizard.

E certmgr - [Certificates - Current User\Trusted Root Certification Authorities\Certificates] = u] X
File Action View Help
olez
= Cartificates - Current ser Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status Certificate Template

? \-J Personal (51 AAA Certificate Services AAA Certificate Services 12/31/2028 Client Authenticatio.. ~ Sectigo (ABA)

~ ICsted Root Certification Authorities Network A Certum Trusted Network CA 12/31/2029 Client Authenticatio.. Certum Trusted Net..

N ‘Ejm%‘f*" I Primary Certificati.. Class 3 Public Primary Certification .. ~8/1/2028 Client Authenticatio..  VeriSign Class 3 Pub..

i = 1997 Microsoft Corp. Copyright (c) 1997 Microsoft Corp.  12/30/1999 Time Stamping Microsoft Timestam..

> M At View 5] DigiCert Assured ID Root CA DigiCert Assured ID Root CA 11/9/2031 Client Authenticatio.. ~ DigiCert

> Bl . [5IDigiCert CSRSA4096 Root G5 DigiCert CS RSA4096 Root G5 11472046 Code Signing, Time .~ DigiCert CS RSA096...

> Untrusted | 5IDigiCert Global Raot CA DigiCert Global Root CA 11/9/2031 Client Authenticatio..  DigiCert

> E Third-Party Export List.. 5] DigiCert Global Root G2 DigiCert Global Root G2 1/15/2038 Client Authenticatio..  DigiCert Global Roo...

s [ Trusted Ped e 53] DigiCert Global Root G3 DigiCert Global Root G3 1/15/2038 Client Authenticatio.. ~ DigiCert Global Roo...

» [ Client Autegmearaamn I DigiCert High Assurance EV Roo...  DigiCert High Assurance EV Root CA ~ 11/9/2031 Client Authenticatio..  DigiCert

> [ Other People SIDigiCert Trusted Root G4 DigiCert Trusted Root G4 1/15/2038 Client Authenticatio.. DigiCert Trusted Ro...

> [ Local NonRemovable Certificates LTJ Entrust Root Certification Autho.. Entrust Root Certification Authorit..  12/7/2030 Client Authenticatio. Entrust.net

> [ Certificate Enrollment Requests 5JEntrustnet Certification Authorit.. Entrustnet Certification Authority (. 7/24/2029 Client Authenticatio.. ~Entrust (2048)

> [ Smart Card Trusted Roots JGlobalSign GlobalSign 3/182029 Client Authenticatio.. ~ GlobalSign Root CA...
lGlobalsign GlobalSign 12/9/2034 Client Authenticatio.. GlobalSign Root CA ...
[5]GlobalSign Code Signing Root R... GlobalSign Code Signing Root R45  3/17/2045 Code Signing GlobalSign Code Si...
5JGlobalsign Root CA GlobalSign Root CA 1/28/2028 Client Authenticatio.. ~ GlobalSign Root CA..
[55)Go Daddy Class 2 Certification A.. Go Daddy Class 2 Certification Aut..  6/29/2034 Client Authenticatio.. Go Daddy Class 2C..
[5]Go Daddy Root Certificate Auth..  Go Daddy Root Certificate Authori.. ~ 12/31/2037 Client Authenticatio.. Go Daddy Root Cert..
lj ISRG Root X1 ISRG Root X1 6/4/2035 Client Authenticatio..  ISRG Root X1
=] A Roo.. Microsoft A Root.. — 12/31/1939 Secure Email, Code .. Microsoft Authentic..
53] Microsoft ECC Product Root Cert... Microsoft ECC Product Root Certif..  2/27/2043 <All> Microsoft ECC Prod...
5l Microsoft ECC TS Root Certificat.. - Microsoft ECC TS Root Certificate ..~ 2/27/2043 <All> Microsoft ECC TS Ro..
5 Microsoft Root Authority Microsoft Root Authority 12/31/2020 <All> Microsoft Root Aut..
QM\msoﬁ: Root Certificate Autho... Microsoft Root Certificate Authority  5/9/2021 <All> Microsoft Root Certi..
5l Microsoft Root Certificate Autho... Microsoft Root Certificate Authorit..  6/23/2035 <All> Microsoft Root Certi..
5]Microsoft Root Certificate Autho... Microsoft Root Certificate Authorit..  3/22/2036 <Alls> Microsoft Root Certi..
L:’J Microsoft RSA Root Certificate A..  Microsoft RSA Root Certificate Aut..  7/18/2042 Client Authenticatio..  Microsoft RSA Root ...
[ Microsoft Time Stamp Root Cert... Microsoft Time Stamp Root Certifi.. ~ 10/22/2039 <All> Microsoft Time Sta...
55INO UABILITY ACCEPTED, (<97 Ve..  NO LIABILITY ACCEPTED, ()97 VeriS..  1/7/2004 Time Stamping Verisign Time Stam..
5] Security Communication RootCA2 Security Communication RootCA2  5/29/2029 Client Authenticatio.. SECOM Trust Syste..
[5]Starfield Class 2 Certification Aut... Starfield Class 2 Certification Auth.. ~ 6/29/2034 Client Authenticatio... ~Starfield Class 2 Cert..

Add a certificate to a store
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Certificate Import Wizard

The Certificate Import Wizard will open. Click Next to proceed.

R certmgr - [Certificates - Current User\Trusted Root Certification Authorities\Certificates] - o o

File Action View Help

LR
= Certificates - Current User Friendly Name Status Certificate Template
> [ personal GlAmd X latio. Sectigo ()
~ [ Trusted Root Certification Authorities Clcetl ) Bio. CertumTrusted Net.
& &¥ Certificate Import Wizard
P o gl Class fatio..  VeriSign Class 3 Pub...
o iy . Glco Micrasoft Timestam..
> [ Intermediate Certification Authorities s ! o
> [ Active Directory User Object Sligi - DigiCet
> [ Trusted Publishers g Welcome to the Certificate Import Wizard fie- DigiGet CSRSMOD6.
> [ Untrusted Certificates Eloigi e
> [ Third-Party Root Certification Authorities Sloigi fatio..  DigiCert Global Roo..
> [ Trusted People Sloigi “This wizard helps you copy certficates, certficate trust lists, and certiicate revocation lists Qi>- DigiCertGlobal Roo-
> [ Client Authentication Issuers g from your disk to a certificate store. mtio.  DigiCert
> [ Other People lDigi atio..  DigiCert Trusted Ro..
> [ Local NonRemovable Certificates Slentru Acertificate, which is issued by a certiication authoriy, is a confirmation of your identity and fatio..  Entrustnet
> [ Certificate Enroliment Requests EglEntru: contains information used to protect data or to establish secure network connections. A @tio..  Entrust (2048)
> [ Smart Card Trusted Roots [lGloba I TSI N A W VRO R Y R fatio.. ~ GlobalSign Root CA...
lGloba : fatio..  GlobalSign Root CA...
)Globa Storé Lacation GlobalSign Code Si..
JGloba © current User fatio..  GlobalSign Root CA ..
lGoDa Local Machine fatio.. Go Daddy Class2C..
5lGo Da fatio.. Go Daddy Root Cert..
lISRGR . fatio..  ISRG Root X1
ElMicrol Toiconthise; ik Next de..  Microsoft Authentic..
E5Micro Microsoft ECC Prod...
Micro! Microsoft ECC TS Ro...
Sl Microf Microsoft Root Aut...
EMicro Microsoft Root Certi..
E5IMicro Micrasoft Root Certi...
lMicro! Microsoft Root Certi.. .
I Microf Cancel fatio.. Microsoft RSA Root ...

CalMicrosoremme samprooe: " Microsoft Time Sta...

5INO LIABILITY ACCEPTED, ()97 Ve..  NO LIABILITY / e Time Stamping VeriSign Time Stam..

(5] security Communication RootCA2  Security Communication RootCA2  5/29/2029 Client Authenticatio.. SECOM Trust Syste... \ |
[l starfield Class 2 Certification Aut.. Starfield Class 2 Certification Auth..  6/29/2034 Client Authenticatio..  Starfield Class 2 Cert...

Slengaicn: S TS ZES S e
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Locate the SB2 Root CA Certificate

Click the Browse button to locate the SB2 Root CA certificate file.

ﬁ certmgr - [Certificates - Current Usen\Trusted Root Certification Authorities\Certificates] = o X
File Acion View Help
2 Olez H
= Gartificates - Current Uiser es Friendly Name Status Certificate Template
> [ Personal _ ) Glmac X latio.  Sectigo (AAK)
~ [ Trusted Root Certification Authorities Blcertu ) B cotumTustediet.
Certificates. € L* Certificate Import Wizard
Gldlass iatio..  VeriSign Class 3 Pub..
> [ Enterprise Trust % -
= ) Slcoy Microsoft Timestamn...
> [ Intermediate Certification Authorities Gl 4 e
> [ Active Directory User Object 9 ) g e
5 GIDigi File to Import me.. DigiCert CS RSA4096..
> [ Trusted Publishers & Soocl e B P R ot 3 A
> ] Untrusted Certificates Gloigi = i = B Docet |
> (] Third-Party Root Certification Authorities Sloigi fgio-  DigiCert Global Roo..
> 1 Trusted People SIDigi atio..  DigiCert Global Roo...
> [ Client Authentication Issuers Sloigi Fie name: atio..  DigiCert
> [Z Other People Sl oigi @tio..  DigiCert Trusted Ro..
> [ Local NonRemovable Certificates Slentru tio.  Entrustnet
> [ Certificate Enroliment Requests Elentru Note: More than one certiicate can be stored in a single ik in the following formats: @mtio..  Entrust (2048)
> () Smart Card Trusted Roots [5)Globa ftio..  GlobalSign Root CA ..

Personal Information Exchange- PKCS #12 ((PFX,P12)

5Globa atio.. GlobalSign Root CA ..
5Globa Cryptographic Message Syntax Standard- PKCS #7 Certiicates (P78) GlobalSign Code Si..
5IGloba R CER S (457 atio.  GlobalSign Root CA ..
51Go Da mtio.  Go Daddy Class 2C..
5lGo D fatio..  Go Daddy Root Cert...
IISRG atio..  ISRG Root X1

ElMicrot yde.. Microsoft Authentic..
SIMicro Microsoft ECC Prod...
SIMicrol Microsoft ECC TS Ro...
ElMicror Microsoft Root Aut...
5IMicror Microsoft Root Certi..
EIMicrof Microsoft Root Certi...
SIMicror Microsoft Root Certi..
SIMicror Next Cancel  itio. Microsoft RSARoOt ..

Microsoft Time Sta...

Time Stamping

D, (c)97 Ve VeriSign Time Stam...
(5 Security Communication RootCA2 - Security Communication RootCA2 5/29/2029 Client Authenticatio..  SECOM Trust Syste..
[l starfield Class 2 Certification Aut.. Starfield Class 2 Certification Auth.. ~ 6/29/2034 Client Authenticatio.. ~ Starfield Class 2 Cert...

SB2-HowTo-Yubico-Yubikey-5C-NFC-User-Guide-Windows-11-MPKI-v4.odt, December 4,, 2025, Page 29



Open the SB2 Root CA Certificate

To find the SB2 Root CA Certificate, go to the file's location, which is typically

the Downloads folder. Once the SB2 Root CA file is located, select it and click
Open.

Open X
4+ i » Downloads v C Search Downloads L
Organize ¥ New folder =~ O 0
A1 Name D
¥ Home
R Gallery *Tagay
5] sb2demosubca2 1€
> @ Cyper - Personal
5] sb2demosubceat 1€
3 sh2demorootea : No preview available.
»
G Desitop ~ Last week
i Downloads  # . Document Drafts for Revision 10
& Documents # ~ Last month
P Pictures + _ Your interactive recording is ready! 9/
N
File name: sb2demorootca ~ | X.509 Certificate (*.cer*.crt) ~

I Open Cancel
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SB2 Root CA Certificate File selected

Before proceeding, verify the correct SB2 Root CA Certificate file has been
selected. The name of the file will automatically populate the "File Name" field
upon selection. Click Next to continue.

ﬁ certmgr - [Certificates - Current User\Trusted Root Certification Authorities\Certificates] = [m] X

File Action View Help

e 2@ o/ cE Hm

=) Certificates - Current User [ sccusad 10 & lesuiad Ry Fyniration Date  Intended Purposes Friendly Name Status  Certificate Tem...
> - Personal X int Authenticatio..  Sectigo (AAA)
v [ Trusted Root Certification Authorities L il
T Cortificates & & Certificate Import Wizard ant Authenticatio.. Certum Trusted Net..
B Eriternrica Trist snt Authenticatio..  VeriSign Class 3 Pub...
> nterprise Trus
il N \e Stamping Microsoft Timestam...
> [ Intermediate Certification Authorities o 3
> [0 Active Directory User Object :nt Authenticatio..  DigiCert
> B Trusted Publishers File to Import de Signing, Time .. DigiCert CS RSA4096...
i ; Untrusted Certificates Specify the file you want to import. snt Authenticatio..  DigiCert
> [ Third-Party Root Certification Authorities jnt Authenticatio..  DigiCert Global Roo..
> [ Trusted People #nt Authenticatio..  DigiCert Global Roo...
> [ dlient Authentication Issuers e name: :nt Authenticatio..  DigiCert
> [ Other People C:\Users\Cypher\Downloads\sb2demorootca.crt Browse... ant Authenticatio..  DigiCert Trusted Ro..
> ] Local NonRemovable Certificates snt Authenticatio.. Entrustnet
> Certificate Enrollment Requests Note: More than one certificate can be stored in a single file in the following formats: #nt Authenticatio.. ~ Entrust (2048)
> || Smart Card Trusted Roots snt Authenticatio.. ~ GlobalSign Root CA ..

Personal Information Exchange- PKCS #12 (.PFX,.P12) int Authenticatio..  GlobalSign Root CA

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B) de Signing GlobalSign Code Si..
st Authenticatio.. ~ GlobalSign Root CA ..
snt Authenticatio.. Go Daddy Class 2 C..
snt Authenticatio.. Go Daddy Root Cert..

Microsoft Serialized Certificate Store (.SST)

ant Authenticatio.. IdenTrust Commerci...
snt Authenticatio.. 1SRG Root X1
jure Email, Code .. Microsoft Authentic..
L5 Microsoft ECC Prod...
> Microsoft ECCTS Ro..
> Microsoft Root Aut...
1> Micresoft Root Certi...
= Microsoft Root Certi...
Next Cancel II> Microsoft Root Certi..
= TOM KOO Cer TROM OO e T 1O EUsE sient Authenticatio.. Microsoft RSA Root ...
5 Microsoft Time Stamp Root Cert.. Microsoft Time Stamp Root Certifi..  10/22/2039 <All> Micresoft Time Sta..
[53/NO UIABILITY ACCEPTED, (J97 Ve..  NO LIABILITY ACCEPTED, ()97 VeriS..  1/7/2004 Time Stamping VeriSign Time Stam...
18R Bantca SR DrntCa arAmPne -l ~Nlanas

Trusted Root Certification Authorities store contains 42 certificates.
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Select Certificate Store

Choose “Place all certificates in the following store” (yellow box) and ensure the
certificate is added to the Trusted Root Certification Authorities certificate
store. Click Next (red box) to continue.

ﬁ certmgr - [Certificates - Current User\Trusted Root Certification Authorities\Certificates] = o x
File Action View Help
e nE o=@
(=) Certificates - Current User T I Exniration Dats Intanded Pi Friendly Name Status Certificate Template
> 3 Personal X atio.  Sectigo (AAA)
~ [ Trusted Root Certification Authorities Eic. Certum Trusted Net.
] Certificates & & certificate Import Wizard & =
> @ s fatio..  VeriSign Class 3 Pub...
nterprise Trust : .
- Mi ft Ti tam...
5 [ Intermediate Certification Authorities ; D_"'g:: Hmestan
> [ Active Directory User Object ; geo- Do
- Certificate Store me.. DigiCert CS RSAA0%..
> [ Trusted Publishers i s =y -
- areas ates i
> ] Untrusted Certificates g [Dwicet
> (2] Third-Party Root Certification Authorities ftio.  DigiCert Global Roo..
> (2 Trusted People atio..  DigiCert Global Roo...
> Bl Client Authentication tssuers Windows can automatically select a certicate store, or you can specify a location for fatio..  DigiCert
> [ Other People PR atio.. DigiCert Trusted Ro..
> 21 Local NonRemovable Certificates (0 Automaticaly select the certicate store based on the type of certicate atio.  Entrustnet
> [ Certificate Enrollment Requests T e fatio.  Entrust (2048)
> (21 Smart Card Trusted Roots 0l i e W e biaihg e fatio.  GlobalSign Root CA ..

Certficate store: @atio..  GlobalSign Root CA..
Trusted Root Certification Authorities Browse... GlobalSign Code Si...
@tio..  GlobalSign Root CA ...
iatio.. Go Daddy Class 2 C..
atio.  Go Daddy Root Cert...

fatio..  ISRG Root X1

ide.. Microsoft Authentic..
Microsoft ECC Prod...
Microsoft ECC TS Ro...
Microsoft Root Aut..
Microsoft Root Certi..
Microsoft Root Certi..
Microsoft Root Certi..

Cancel jtio.. Microsoft RSA Root ..

Microsoft Time Sta..

[, NO UABILITY ACCEPTED, (997 V.. NO UABILITY ACCEPTED, (997 11772004 Time Stamping VeriSign Time Stam..

53] Security Communication RootCA2 Security Communication RootCA2  5/29/2029 Client Authenticatio.. SECOM Trust Syste.. N

@ Starfield Class 2 Certification Aut.. Starfield Class 2 Certification Auth..  6/29/2034 Client Authenticatio.. ~ Starfield Class 2 Cert...

= ;. DU S Wy Eaocbiold Cordone Nocd Codifionke B PLY.FY.V.C% ) Lliocs L fandi i TR0 T -
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Finish Importing the SB2 Root CA
Certificate

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

-
ﬁ certmgr - [Certificates - Current User\Trusted Root Certification Authorities\Certificates] = B X
File Action View Help

s ajm 0|k

= ;x_aruﬂcates - Current User “ Issued Tn N lesuiad Bur Funiration Date _Intended Purposes Friendly Name Status  Certificate Tem..
> [ Personal : N > int Authenticatio..  Sectigo (AAA)
v & Trusted ':m' GertiflcationéAuthorities € B cortificata Import Wizard int Authenticatio.. Certum Trusted Net...
o el ";‘“‘ - P int Authenticatio..  VeriSign Class 3 Pub..
# SETaReeEE » te Stamping Microsoft Timestam..
> [ Intermediate Certification Authorities s i
> [ Active Directory User Object ant Authenticatio.. DigiCert
> [ Trusted Publishers Completing the Certificate Import Wizard fe Signing, Time .. DigiCert CS RSA4096.-
> [ Untrusted Certificates snt Authenticatio..  DigiCert
> [ Third-Party Root Certification Authorities Jii ertiostio | DigicertGlobal Reo-
> [ Trusted People The certificate wil be imported after you click Fnish. [ Authentloatio.. - DigiCert Global Roo..
> Client Authentication Issuers Int Authenticatio..  DigiCert

> [ Other People #nt Authenticatio..  DigiCert Trusted Ro..

You have specified the following settings:

> Local NonRemovable Certificates Certiicate Store Selected by User  Trusted Root Certication Authorities ant Authent!cmio.. Entrustnet
> - Certificate Enrollment Requests Content Certificate int Authenticatio..  Entrust (2048)
> || Smart Card Trusted Roots Fle Name C:\Users\Cypher\Downloads\sb2demorootea.cit snt Authenticatio.. ~ GlobalSign Root CA ..
snt Authenticatio..  GlobalSign Root CA ..
de Signing GlobalSign Code Si..
snt Authenticatio.. ~ GlobalSign Root CA ..
ant Authenticatio.. Go Daddy Class 2 C..
ant Authenticatio.. Go Daddy Root Cert...
ant Authenticatio.. IdenTrust Commerci...
ant Authenticatio..  ISRG Root X1
wure Email, Code . Microsoft Authentic...
11> Microsoft ECC Prod...
II> Microsoft ECC TS Ro..
> Microsoft Root Aut..
> Microsoft Root Certi...
> Microsoft Root Certi...
Cancel  I> Microsoft Root Certi..
= TR OO e RO ROUT e TTorEE nent Authenticatio.. Microsoft RSA Root ..
53] Microsoft Time Stamp Root Cert..  Microsoft Time Stamp Root Certifi..  10/22/2039 <All> Microsoft Time Sta..
[Z5JNO LIABILITY ACCEPTED, ()97 Ve.. NO LIABILITY ACCEPTED, (c)97 VeriS..  1/7/2004 Time Stamping VeriSign Time Stam...
F16RY RAntra SR Bantd oA nn3s -8~ ~Nana~

 Trusted Root Certification Autherities store contains 42 certificates.
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Security Warning

A security warning will be displayed regarding the Root CA Certificate. Make sure the
name of the certificate and the Thumbprint (shal) shown in the warning window

match the content shown here:

SB2 RootCA

B227CE87 E18D66CD E67EB3F3 ESF59904 6F4ACS55C

If it matches identically, click Yes.

NOTE: If the Thumbprint of the CA certificate does not match, get in touch with the
Administrator of the SB2 site. This step represents the most important step in

establishing trust in the SB2 platform.

File Action
e 2@ O = Hm

View  Help

@ certmar - [Certificates - Current UsenTrusted Root Certification Authorities\Certificates]

(5 Certificates - Current User

> 21 Personal
frusted Root Certification Authorities
_ Certificates
> [ Enterprise Trust
> [ Intermediate Certification Authorities
>

> [ Active Directory User Object
“I Trusted Publishers

> [ Untrusted Certificates

> [Z] Third-Party Root Certification Authorities

> [ Trusted People

> [ Client Authentication Issuers

> [ Other People

> [ Local NonRemovable Certificates

> [ Certificate Enroliment Requests

> (2] Smart Card Trusted Roots

Issued To
[S1AAA Certificate Services
(5] Certum Trusted Network CA
[55]Class 3 Public Primary Certificati..
[ Copyright (c) 1997 Microsoft Corp.
[SDigiCert Assured ID Root CA
5 DigiCert CS RSA4096 Root G5
5] DigiCert Global Root CA
SIDigiCert Global Root G2
[SlDigiCert Global Root G3
[IDigiCert High Assurance EV Roo...
]DigiCert Trusted Root G4
[SJEntrust Root Certification Autho...
5lEntrustnet Certification Authorit..
5GlobalSign
SlGlobalsign
5l Globalsign Code Signing Root R..
[5GlobalSign Root CA
[5]Go Daddy Class 2 Certification A..
[5]Go Daddy Root Certificate Auth...
[5ISRG Root X1
SIMicrosoft Authenticode(tm) Roo...
S Microsoft ECC Product Root Cert...
S5l Microsoft ECC TS Root Certificat...
S Microsoft Root Authority
S Microsoft Root Certificate Autho...
S5 Microsoft Root Certificate Autho..
Sl Microsoft Root Certificate Autho..
I Microsoft RSA Root Certificate A...
[SIMicrosoft Time Stamp Root Cert...
[5INO IABILITY ACCEPTED, ()97 Ve..
(5] Security Communication RootCA2
55 Starfield Class 2 Certification Aut..

== PSPPI .

Issued By
AAA Certificate Services
Certum Trusted Network CA
Class 3 Public Primary Certification .
Copyright (¢) 1997 Microsoft Corp.
DigiCert Assured ID Root CA
DigiCert CS RSA4096 Root G5
DigiCert Glahal Dant A
DigiCert ( Security Warning
DigiCert ¢
DigiCert §
Digicert1 /2
Entrust R(
Entrustng
Globalsig
Globalsig
Globalsig
Globalsig
Go Daddy
Go Dadd)y
ISRG Roo

SB2 RootCA

6FAACSSC

Warning:

Expiration Date
12/31/2028
12/31/2029
8/1/2028
12/30/19%9
11/9/2031
/142046

a1mnma

Intended Purposes
Client Authenticatio..
Client Authenticatio..
Client Authenticatio..
Time Stamping
Client Authenticatio..
Code Signing, Time ..

Flint Acsthan

J,  You are aboutto instal a certficate from a certicaton authority (CA)
claiming to represent

Windows cannot validate that the certificate is actually from "SB2
RootCA". You should confirm its origin by contacting "SB2 RootCA".
The following number will assst you in this process.

Thumbprint (sha1): B227CES7 E18D66CD E67EB3F3 E9F59904

If you install thi
Microsoff 9

Microsof
Microsoff
Microsof
Microsof
Microsof t
Microsoft
Microsoft RSA Root Certificate Aut..
Microsoft Time Stamp Root Certifi...
NO LIABILITY ACCEPTED, (97 Veris...
Security Communication RootCA2
Starfield Class 2 Certification Auth...

certificate ssued by this CA. Instaling a certiicate with an
unconfirmed thumbprint s a security risk.If you click “Yes" you
acknowledge this risk.

7/18/2042
10/22/2039
1/7/2004
5/29/2029
6/29/2034

Client Authenticatio..
<All>

Time Stamping
Client Authenticatio..
Client Authenticatio..

Friendly Name
Sectigo (AAA)
Certum Trusted Net..
VeriSign Class 3 Pub..
Microsoft Timestam...
DigiCert
DigiCert CS RSA4096...
Niaifirt
it Global Roo...
it Global Roo...

it
it Trusted Ro..
tnet

1t (2048)

ISign Root CA...
ISign Root CA...

ISign Code Si...

ISign Root CA...

ddy Class 2.
ddy Root Cert...
loot X1

;:oﬁ Authentic..

‘roﬁ ECCProd..

joft ECCTS Ro..

‘ioﬂ Root Aut...

‘Loﬂ Root Certi..
| joft Root Certi.
soft Root Certi..

Microsoft RSA Root ..
Microsoft Time Sta...
Verisign Time Stam...
SECOM Trust Syste..

Starfield Class 2 Cert...

Status Certificate Template

L
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A Successful Import

Once the SB2 Root CA Certificate is imported successfully, a confirmation
message will appear. Click OK to continue.

File Action View Help

& certmar - [Certificates - Current Usen\Trusted Root Certification Authorities\Certificates]

| 2 ola=H
G Certificates - Current User
> [ Personal

~ [ Trusted Root Certification Authorities
| Certificates

> [Z Enterprise Trust

> [ Intermediate Certification Authorities

5> [Z] Active Directory User Object

> [ Trusted Publishers

> [Z Untrusted Certificates

> [ Third-Party Root Certification Authorities

> [Z Trusted People

> [Z Client Authentication Issuers

> [Z] Other People

> [ Local NonRemovable Certificates

> [7] Certificate Enroliment Requests

> (] Smart Card Trusted Roots

Issued To Issued By Expiration Date  Intended Purposes
[5)AAA Certificate Services AAA Certificate Services 12/31/2028 Client Authenticatio...
5] Certum Trusted Network CA Certum Trusted Network CA 12/31/2029 Client Authenticatio..
5] Class 3 Public Primary Certificati.. Class 3 Public Primary Certification .. 8/1/2028 Client Authenticatio..
55 Copyright (c) 1997 Microsoft Corp. Copyright () 1997 Microsoft Corp.  12/30/1999 Time Stamping
[55DigiCert Assured ID Root CA DigiCert Assured ID Root CA 11792031 Client Authenticatio...
[5DigiCert CS RSA4096 Root G5 DigiCert CS RSA4096 Root G5 1/14/2046 Code Signing, Time ..
IDigiCert Global Root CA DigiCert Global Root CA 11/9/2031 Client Authenticatio..
[5;DigiCert Global Root G2 DigiCert Global Root G2 1/15/2038 Client Authenticatio...
55IDigiCert Global Root G3 DigiCert Global Root G3 1/15/2038 Client Authenticatio...
5DigiCert High Assurance EV Roo... DigiCert High Assurance EV Root CA  11/9/2031 Client Authenticatio..
DigiCert Trusted Root G4 DigiCert Trusted Root G4 1/15/2038 Client Authenticatio..
[5lEntrust Root Certification Autho.. Entrust Root Certification Authorit..  12/7/2030 Client Authenticatio...
SJEntrustnet Certification Authorit.. Entrustnet Certification Authority (. 7/24/2029 Client Authenticatio...
5] GlobalSign GlobalSign 3/18/2029 Client Authenticatio..
SlGlobalsign GlobalSign 12/9/2034 Client Authenticatio...
[5IGlobalSign Code Signing Root R... GlobalSign Code Signing R
[JGlobalSign Root CA GlobalSign Root CA Certificate Import Wizard X ticatio..
5] Go Daddy Class 2 Certification A.. Go Daddy Class 2 Certificat icatio...
[5)Go Daddy Root Certificate Auth.. Go Daddy Root Certificate icatio..
[ISRG Root X1 ISRG Root X1 o “The import was successful. icatio..
SMicrosoft Authenticodeftm) Roo.. Microsoft Authenticod Code .

[EgIMicrosoft ECC Product Root Cert...
[l Microsoft ECC TS Root Certificat..
[ Microsoft Root Authority

SMicrosoft Root Certificate Autho...

Microsoft ECC Product Rog
Microsoft ECC TS Root Cert
Microsoft Root Authority

—

Microsoft Root Certificat

<All>

Friendly Name
Sectigo (AAA)
Certum Trusted Net...
VeriSign Class 3 Pub...
Microsoft Timestam...
DigiCert
DigiCert CS RSA4096..
DigiCert
DigiCert Global Roo...
DigiCert Global Roo..
DigiCert
DigiCert Trusted Ro...
Entrustnet
Entrust (2048)
GlobalSign Root CA ..
GlobalSign Root CA ..
GlobalSign Code Si...
GlobalSign Root CA...
Go Daddy Class 2C...
Go Daddy Root Cert...
ISRG Root X1
Microsoft Authentic..
Microsoft ECC Prod...
Microsoft ECCTS Ro..
Microsoft Root Aut...
Microsoft Root Certi..

S5 Microsoft Root Certificate Autho.. Microsoft Root Certificate Authorit..  6/23/2035 Micresoft Root Certi..
[ZIMicrosoft Root Certificate Autho.. Microsoft Root Certificate Authorit..  3/22/2036 <All> Microsoft Root Certi...
SIMicrosoft RSA Root Certificate A Microsoft RSA Root Certificate Aut..  7/18/2042 Client Authenticatio..  Microsoft RSA Root ..
55]Microsoft Time Stamp Root Cert.. Microsoft Time Stamp Root Certifi..  10/22/2039 <All> Microsoft Time Sta...
[3INO IABILITY ACCEPTED, ()97 V.. NO LIABILITY ACCEPTED, ()97 VeriS..  1/7/2004 Time Stamping VeriSign Time Stam..
[5] Security Communication RootCA2 Security Communication RootCA2  5/29/2029 Client Authenticatio.. ~ SECOM Trust Syste...
[5lStarfield Class 2 Certification Aut... Starfield Class 2 Certification Auth..  6/29/2034 Client Authenticatio.. ~ Starfield Class 2 Cert..

Status Certificate Template
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Verify SB2 Root CA in List of Certificates

If you scroll down the list of CA certificates on the right-hand side of this
window'’s panel, you will see the SB2 Root CA certificate in the list.

File Action View Help

o & Bl ez HmE

% certmgr - [Certificates - Current User\Trusted Root Certification Authorities\Certificates]

5 Certificates - Current User
> [l Personal
v [ Trusted Root Certification Authorities

Enterprise Trust
~ [ Intermediate Certification Authorities
[ Certificate Revocation List
1 Certificates
> [ Active Directory User Object
» [l Trusted Publishers
> [ Untrusted Certificates
> [ Third-Party Root Certification Authorities
> [ Trusted People
> [ Client Authentication Issuers
> ] Other People
> Local NonRemovable Certificates
> [ Certificate Enroliment Requests

> [ Smart Card Trusted Roots

Issued To
[]DigiCert Global Root CA
[S]DigiCert Global Root G2
[Z]DigiCert Global Root G3
[5]DigiCert High Assurance EV Roo..
[]DigiCert Trusted Root G4
[SlEntrust Root Certification Autho...
[Z2lEntrustnet Certification Authorit...
SlGlobalsign
[ZlGlobalsign
[SGlobalsign Code Signing Root R...
[5lGlabalSign Root CA
[531Go Daddy Class 2 Certification A..
[51Go Daddy Root Certificate Auth...
[5ISRG Root X1
[IMicrosoft Authenticode(tm) Roo...
[3IMicrosoft ECC Product Root Cert...
[ZglMicrosoft ECC TS Root Certificat...
[SIMicrosoft Root Authority
[SIMicrosoft Root Certificate Autho...
[Zg]Microsoft Root Certificate Autho...
[EalMicrosoft Root Certificate Autho...
[IMicrosoft RSA Root Certificate A..
[SIMicrosoft Time Stamp Root Cert..
\CCEPTED, ()97 Ve...

igo Public Server Authentica...
[5]Security Communication RootCA2
[551SSLcom EV Root Certification Au...
[Z5155Lcom Root Certification Auth...

(S5l Starfield Class 2 Certification Aut...
(Sl Starfield Services Root Certificat..

[5]Symantec Enterprise Mobile Ro...

(55l Thawte Timestamping CA

(5] USERTrust RSA Certification Auth...

Issued By
DigiCert Global Root CA

DigiCert Global Root G2

DigiCert Global Root G3

DigiCert High Assurance EV Root CA
DigiCert Trusted Root G4

Entrust Root Certification Authorit...
Entrustnet Certification Authority (..
GlobalSign

GlobalSign

GlobalSign Code Signing Root R45
GlabalSign Root CA

Go Daddy Class 2 Certification Aut..
Go Daddy Root Certificate Authori...
ISRG Root X1

Microsoft Authenticode(tm) Root ...
Microsoft ECC Product Root Certifi..
Microsoft ECC TS Root Certificate ..
Microsaft Root Autharity

Microsoft Root Certificate Authority
Microsoft Root Certificate Authorit...
Microsoft Root Certificate Authorit...
Microsoft RSA Root Certificate Aut...
Microsoft Time Stamp Root Certifi...
NO LIABILITY ACCEPTED, ()97 VeriS..
SB2 RootCA

Sectigo Public Server Authenticatio...
Security Communication RootCA2
SSLcom EV Root Certification Auth...
SSLcom Root Certification Authori...
Starfield Class 2 Certification Auth..
Starfield Services Root Certificate A..
Symantec Enterprise Mobile Root f...
Thawte Timestamping CA

USERTrust RSA Certification Author...

Expiration Date
11/9/2031
1/15/2038
1/15/2038
117972031
1/15/2038
12/772030
/2412029
3/18/2029
12/9/2034
3/1772045
1/28/2028
6/29/2034
12/31/2037
6/4/2035
12/31/1999
22772043
2/27/2043
12/31/2020
5/9/2021
6/23/2035
3/22/2036
7/18/2042
10722/2039
1/7/2004
9/4/2035
3/21/2046
5/29/2029
5/30/2042
2/12/2041
6/29/2034
12/31/2037
3/14/2032
12/31/2020
1/18/2038

Intended Purposes
Client Authenti
Client Authenticat

Client Authenticati
Client Authenti
Client Authenticatio...
Client Authenticaf
Client Authenticati
Code Signing
Client Authenticatio..
Client Authenti
Client Authenticati
Client Authenticati
Secure Email, Code .
<All>

<All>

<All>

<All>

<All>

<All>

Client Authentical
<All>

Time Stamping
<All>

Client Authenti
Client Authenticaf
Client Authenti
Client Authenticati
Client Authentical
Client Authenticati
Code Signing
Time Stamping
(Client Authenticatio...

Friendly Name
DigiCert

DigiCert Global Roo...
DigiCert Global Roo...
DigiCert

DigiCert Trusted Ro..
Entrustnet

Entrust (2048)
GlobalSign Root CA ..
GlobalSign Root CA ..
GlobalSign Code Si...
GlobalSign Root CA ..
Go Daddy Class 2 C..
Go Daddy Root Cert...
ISRG Root X1
Microsoft Authentic..
Microsoft ECC Prod...
Microsoft ECC TS Ro...
Microsoft Root Aut...
Microsoft Root Certi..
Microsoft Root Certi...
Microsoft Root Certi...
Microsoft RSA Root ..
Microsoft Time Sta...
VeriSign Time Stam..
<None>

Sectigo Public Serve..
SECOM Trust Syste...
SSLcom EV Root Cer...
SSLcom Root Certifi...
Starfield Class 2 Cert..
Amazon Services Ro..
<None>

Thawte Timestampi..
Sectigo

Status  Certificate Tem...
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Verify SB2 Root CA - Part 1

By double-clicking the SB2 Root CA certificate - or right-clicking the mouse
button and selecting Open, you should see the following window. Select the
Certification Path tab in this window:

n  Certificate X

General Detail. Certification Path

| ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* All issuance policies
» All application policies

Issued to: SB2 RootCA

Issued by: SB2 RootCA

Valid from 9/4/2025 to 9/4/2035

Issuer Statement

0K
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Verify SB2 Root CA -Part 2

In the Certification Path tab of the SB2 Root CA certificate, you should be able
to confirm these two important attributes of the certificate:

* That the certificate symbol in the Certification Path sub-panel at the top
does not have any yellow warning symbol associated with it, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

a  Certificate X

General Details Certification Path

Certification path

[E52 oo

| No warning symbols associated with
the certificate image.

View Certificate

Certificate status:

| This certificate is OK.

OK
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Importing SB2 Subordinate CA
Certificate into Microsoft Truststore

Subordinate CA certificates play a vital role within the SB2 platform. They are
part of the “certificate chain” establishing trust between the digital certificate
on your Security Key and the SB2 Root CA embedded within the SB2 platform.

- Prerequisites

*  Windows 11

* ZIP File issued by the Administrator of an SB2 platform* at your site; or

* Individual CA certificate files issued by the Administrator of an SB2
platform at your site

* NOTE: In the event the SB2 Administrator provided individual files for the
SB2 Root CA and SB2 Subordinate CA certificates, you may import them
directly from the stored location on your computer without the need for
the ZIP file — the process is similar, starting from step D5

* If you have not extracted the SB2 ZIP file provided by the Administrator of the
SB2 platform, see Importing an SB2 Root CA Certificate into Microsoft Truststore,_
steps C3 - C7.
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Navigate to Windows Start Icon: g

After clicking the Windows Start icon, search for Manage user certificates to
find the settings application for overseeing and configuring security

certificates, including importing. From here, select the Manage user certificates
application.

=
te
Q (), manage user certificates
A
elge & @ Apps Documents Web Settings Folders Photos » i 9
Best match
| % Manage user certificates
S Control panel
 manage user cerifcates 3 Manage user certificates
See more search results Control panel
@ Open
B
73°F FT] =" sh
’QMos\Eydoudy mm  Q Search L O e N '
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Open the Intermediate Certification
Authorities Folder

To begin, expand the Certification Manager window by clicking and dragging
the borders (green arrows) to a larger size. This will provide a better view of the
security certificates. Next, click the arrow (yellow box) next to the Intermediate
Certification Authorities folder to expand it, revealing the Certificates (red box)
folder.

ﬁ certmgr - [Certificates - Current U Certification i — o X
File Action \View Help
e @ 0 ez Bm

G Certificates - Current User Object Type
> @ al
Root Certification Authorities

| Certificate Revocation List
[ Certificates

> [ Active Directory User Object
> [ Trusted Publishers

> [ Untrusted Certificates

> [ Third-Party Root Certification Authorities
> [ Trusted People

> [ Client Authentieation Issuers

> [ Other People

> [ Local NonRemovable Certificates

> [ Certificate Enroliment Requests

> (] Smart Card Trusted Roots

Intermediate Certification Authorities store contains 6 certificates.
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Initiating the SB2 Subordinate CA
Certificate Import

To begin, right-click the Certificates folder to open the context menu. From
there, select All Tasks, and then click Import to start the Certificate Import
Wizard.

[& certmgr - [Certificates - Current U Certification Authorities\Certificates] - o X

File Action View Help

IS

& Certificates - Current User Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status Certificate Template
% j Personal 5 DigiCert Trusted G4 Code Signin.. DigiCert Trusted Root G4 4/28/2036. Code Signing <None> |
. ufictonBhoriies 5 Microsoft TPM Root Certificate .. Microsoft TPM Root Certificate Aut.. 12/10/2039 <Al> <None>
N - f&:’:g;:;”;m Sl sonens 5 Microsoft Windows Hardware C..  Microsoft Root Authority 123172002 Code Signing, Wind.  <None>
=Pt [55Root Agency Root Agency 12/31/2039 <All> <None>
Ep TM-KEYID-FB17D70D734870E9..  Microsoft TPM Root Certificate Aut.. 5/7/2030 1361413112136, <None>
5 ] Active | Al Tasks | B I [ wverisign.com/CPS Incorpby .. Class 3 Public Primary Certification .. 10/24/2016 Server Authenticatio.. <None>
> £ Truste - 3 I\
> [ Untr \
> [ Third Refresh ities
> [ Truste -
> [ Client broties
> [ Othet Help

> [ Local vonkemovanie erumicates
> [ Certificate Enrollment Requests
> [Z] Smart Card Trusted Roots

Add a certificate to a store
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Certificate Import Wizard

The Certificate Import Wizard will open. Click Next to proceed.

@ certmgr - [Certificates - Current i rtification i rtificates] - a %

File Acion View Help

e 2 =IN=NE]Y
=) chedihates - Current User Iectiad Te Ieciiad Ru irati Intendad Purposes Friendly Name Status  Certificate Template
> [ Personal
0 n <None>
> [ Trusted Root Certification Authorities g . 3 B e
> B Enterprise Trust & & &¥ Certificate Import Wizard B <ones
~ 1 Intermediate Certification Authorities = -
[ Certificate Revocation List kg
[ Certifcates = -
> [ Active Directory User Object By Welcome to the Certificate Import Wizard Rgticatio-  <None>
> [ Trusted Publishers
> [ Untrusted Certificates
> [Z Third-Party Root Certification Autherities “This wizard helps you copy certificates, certificate trust lists, and certificate revocation lists
> [ Trusted People from your disk to a certificate store.
> [Z Client Authentication Issuers
> [ Other People Acertificate, which s issued by a certiication authority, is a confirmation of your identity and
> ] Local NonRemovable Certificates contains information used to protect data or to establish secure network connections, A
> [ Certficate Enroliment Requests certificate store is the system area where certificates are kept.
> [ Smart Card Trusted Roots
Store Location
© current User
) Local Machine:

To continue, click Next.
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Locate the Subordinate SB2 CA
Certificate for Importing

Click the "Browse" button to navigate to and select the Subordinate CA
certificate file.

@ certmgr - [Certificates - Current User\ Certification rificates] _ a %

File Action View Help

| 2 Olezd
= Cartificates - Current ser . Iestiad Te Iectiad Ry Exniration Date__Intandad Purposes Friendly Name Status  Certificate Template
> [ Personal Glo X ng <Nones
> [ Trusted Root Certification Authorities [ <None>
1| € L* Certificate Import Wizard
> [ Enterprise Trust 5 pol ng,Wind.. <None>

~ [ Intermediate Certification Authorities

n <None>
[ Certificate Revocation List g’; 3 Nnne
| Certificates ) 36, <None>

=] File to Import enticatio.. <None>

> [ Active Directory User Object

> [ Trusted Publishers

> [ Untrusted Certificates

> [Z Third-Party Root Certification Autherities

> [Z Trusted People File name:
> [ Client Authentication Issuers |

> [ Other People

Specify the file you want to import.

> [ Local NonRemovable Cerificates Note: More than one certicate ean be stored in a single fl i the following formats:
> (] Certificate Enroliment Requests ]
5 (5] Smart Card Trusted Roots Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certiicates (.P78)
Microsoft Serialized Certficate Store (.S5T)

e
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Open the SB2 Subordinate CA
Certificate

To find the SB2 Subordinate CA Certificate, go to the file's location, which is

typically the Downloads folder. Once the SB2 Subordinate CA file (yellow box) is
located, select it and click Open.

Please note: Should the SB2 ZIP file contain more than one Subordinate CA
Certificate, or if the SB2 Administrator provided more than one SB2
Subordinate CA certificate, you must import all of them.

% certmgr - [Certificates - Current User\Intermediate Certification Authorities\Certificates]
File Action View Help
e nEm B8 o]

15V Certificates - Current User Issued To Issued By

Expiration Date  Intended Purposes  Frienclly Name Status  Certificate Tem...
> [ Personal 5] DigiCert Trusted G4 Code Signin... DigiCert Trusted Root G4 4/28/2036 Code Signing <None>
> [ Trusted Root Certification Authorities _'.] Mid @ <Nones
> [ Enterprise Trust Evid B e
© [ Intermediate Certfication Authorities Sireq | T open
| Certificate Revocation List
| Certificates *J SBZ
> ] Active Directory User Object Blss |« 1 L > pownloads v ©  Search Downloads
5 1 Trusted Publishers Glstv

> [ Untrusted Certificates Slwi (et e folder =- O

> [ Third-Party Root Certification Authorities
> [ Trusted People A toie Name D4
> [ Client Authentication Issuers

> [ Other People A Gallery Today

> [ Local NonRemovable Certificates ) sb2demosubca 10
> [ Certificate Enroliment Requests > @b Cyper - Personal

> (] Smart Card Trusted Roots L4l sbademosubeal 1

5 sb2demorootca 1 No preview available.
Wooesitop st week

L Downloads # Document Drafts for Revision 1

& Documents # ~ Last month
W Pictures  # Your interactive recording is ready! 9
File name: sb2demosubcal | X509 Certificate (*.cer;*.crt) ~

Ceneel

Next Cancel
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SB2 Subordinate CA Certificate File
selected

Before proceeding, verify the correct SB2 Subordinate CA Certificate file has
been selected. The name of the file will automatically populate the File Name
field upon selection. Click Next to continue.

& L* Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

C:\Users\Cypher\Downloads\sb2demosubcal.crt Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.55T)

MNext Cancel
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Selecting Certificate Store

Choose “Place all certificates in the following store” and ensure the certificate is
added to the Intermediate Certification Authorities certificate store. Click Next
to continue.

& certmor - [Certificates - Current User
File Action View Help

CEIIESEEEN

Certification

rtificates]

G Certificates - Current User

e - tewedTa lcusdRu  FuniratinnData Intendad Purposes Friendly Name ~ Status Certificate Template
> [ Personal Glg X ng <None>
> [ Trusted Root Certification Authorities & Tnes
> [ Enterprise Trust & & L Certificate Import Wizard i, i
» ng, Wind.. <None>
v [ Intermediate Certfication Authorities o g G
: <None>
[ Certificate Revocation List
| Certificates Gls 12136, <None>
=] Certificate Store lenticatio.. <None>

> [ Active Directory User Object

> [ Trusted Publishers

> [Z) Untrusted Certificates

> [Z Third-Party Root Certification Authorities
> [ Trusted People

> [ Client Authentication Issuers

> [ Other People

> [Z Local NonRemovable Certificates

> [ Certificate Enrollment Requests

> [ Smart Card Trusted Roots

Certificate stores are system areas where certificates are kept.

select or you can specify a location for

the certificate.
() Automatically select the certificate store based on the type of certificate
© Place all certicates in the folowing store
Certifcate store:
Intermediate Certiication Authorities

[ | oo
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Finish Importing the SB2 Subordinate
CA Certificate

Review the certificate store name, certificate details, and file name in the next
dialog box, then click Finish to complete the import process.

& ¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:

Certificate Store Selected by User  Intermediate Certification Authorities
Content Certificate
File Name C:\Users\Cypher\Downloads\sb2demosubcal.crt
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A Successful Import

Once the SB2 Subordinate CA Certificate is imported successfully, a
confirmation message will appear. Click OK to continue.

Verify SB2 Subordinate CA in List of
Certificates

After the SB2 Subordinate CA Certificate has been successfully imported, it will
appear in the Intermediate Certification Authorities list as illustrated below:

[ certmgr - [Certificates - Current User\Intermediate Certification Authorities\Certificates]

File Action View Help

@ znFE 0l = Bm

¥ Certificates - Current User
> [ Personal
> [ Trusted Root Certification Authorities
> ] Enterprise Trust
v [ Intermediate Certification Authorities
| Certificate Revocation List
[ Certificates|
> [ Active Directory User Object
> [ Trusted Publishers
"I Untrusted Certificates
[ Third-Party Root Certification Authorities
| Trusted People
| Client Authentication Issuers
[ Other People
7 Local NonRemovable Certificates
" Certificate Enrollment Requests
| Smart Card Trusted Roots

Issued To

[=1Rnnt Ananny
|| E51sB2 SubordinateCA

(5] DigiCert Trusted G4 Code Signin...
[ Microsoft TPM Root Certificate ...
53] Microsoft Windows Hardware C...

=gl SSLecom EV Code Signing Interm..
(551 STM-KEYID-FB17D70D734870E9...
5l wwwverisign.com/CPS Incorp by ..

Issued By
DigiCert Trusted Root G4

Microsoft TPM Root Certificate Aut...

Microsoft Root Autherity
Root Agency
SB2 RootCA

SSLcom EV Root Certification Auth..
Microsoft TPM Root Certificate Aut...
Class 3 Public Primary Certification ...

Expiration Date
4/28/2036
12/10/2039
12/31/2002
12/31/2039
9/4/2035
3/22/2034
5/7/2030
10/24/2016

Intended Purposes
Code Signing
<All>

Code Signing, Wind..

<All>

<All>

Code Signing
1361413112136, ..

Server Authenticatio..

Friendly Name Status  Certificate Tem...
<None>
<None>
<None>
<None>
<None>
<None>
<None>

<None>

Intermediate Certification Authorities store contains 8 certificates.
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Verify SB2 Subordinate CA - Part1

By double-clicking the SB2 Subordinate CA certificate — or right-clicking the
mouse button and selecting Open, you should see the following window. Select
the Certification Path tab in this window:

P O S s a0 orificates] _ o x
i Certificate X
4 General Details Certfication Path
& 3 Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Tem..
| L a Certificate Information ed G4 Code Signin.. DigiCert Trusted Root G4 4/28/2036 Code Signing <None>
1 A Root Certificate .. ~ Microsoft TPM Root Certificate Aut..  12/10/2039 <All> <None>
| This certificate is intended for the following purpose(s): rdows Hardware C..  Microsoft Root Authority 12/31/2002 Code Signing, Wind.. <None>
1 * All application policies Root Agency 12/31/2039 <All> <None>
ateCA SB2 RootCA 9/4/2035 <All> <None>
>de Signing Interm... SSLcom EV Root Certification Auth..  3/22/2034 Code Signing <None>
B17D70D734870E9..  Microsoft TPM Root Certificate Aut..  5/7/2030 1361413112136,..  <None>
com/CPS Incorpby .. Class 3 Public Primary Certification .. 10/24/2016 Server Authenticatio.. <None>

Issued to: SB2 SubordinateCA

Issued by: SB2 RootCA

IVEEVERVERVERVERVERVIRVERVIRYY

Valid from 9/4/2025 to 9/4/2035

Issuer Statement
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Verify SB2 Subordinate CA - Part 2

In the Certification Path tab of the SB2 Subordinate CA certificate, you should
be able to confirm these two important attributes of the certificate:

* That the certificate symbols of the two certificates chained together n
the Certification Path sub-panel at the top, do not have any yellow
warning symbols associated with them, and

* The Certificate status sub-panel at the bottom should state that “This
certificate is OK.”

rortonnr [Cadificatar _ Cureant Leadlntacmadista Cartification Authartios\Certificates]

- a | X
q n  Certificate X
@ General Detais Certification Path
G Certhcation path i Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Tem...
| 55 582 RootCA ed G4 Code Signin..  DigiCert Trusted Root G4 4/28/2036 Code Signing <None>
| = /i Root Certificate . Microsoft TPM Root Certificate Aut..  12/10/2039 <All> <None>
: ©dows Hardware C..  Microsoft Root Authority 12/31/2002 Code Signing, Wind..  <None>
Root Agency 12/31/2039 <All> <None>
ateCA SB2 RootCA 9/4/2035 <All> <None>
| No warning icons are associated with »de Signing Interm... SSLcom EV Root Certification Auth..  3/22/2034 Code Signing <None>
s either certificate. B17D70D734870E9.. Microsoft TPM Root Certificate Aut..  5/7/2030 1361413112136...  <None>
| £om/CPS Incorpby .. Class 3 Public Primary Certification .. 10/24/2016 Server Authenticatio.. <None>
3
3
3
3
|
3 View Certificate
3
Certificate status:

 |This centificate is OK.

OK
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Import the SB2DEMO Sub CA2
Certificate

Import the SB2DEMO Sub CA2 certificate by repeating steps D3 - D15.
Remember to verify the Sub CA2 certificate is selected during the process.

Restart the Computer

Save any open files you may have and restart the computer.
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Accessing an SB2 Platform URL

This section will review the steps of accessing an SB2 URL with a Yubikey 5C
NFC Security Key.

Prerequisites

*  Windows 11

* Microsoft (MS) Edge Browser, version 128.0.3351.7

* Internet connection

*  Yubikey 5C NFC Security Key — with the PIN to the Security Key
* SB2 Platform URL

* USB-C port or USB-C adapter
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Open the Edge Browser

To begin, access the Edge browser by selecting its icon from the Windows
taskbar.
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Find the Edge Drop Down Menu

Locate the three-dots icon on the right side of the screen and select it.

al x
earch or enter web address & = o

@ | B mportfavorites | @) McAfee Security P Dell £} sB2

@&

B5 Microsoft

Q_ Search the web or message Copilot 0

B o o +

Zimbra YouTube  sb2demostr.. Add shortcut
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Open a New InPrivate Window

Access the SB2 URL in Edge’s InPrivate window.

67 = e

@ | B3 Importfavorites | @) McAfee Security ] Dell  {: SB2

<R e

& (&  Q searchorenter web address w8 (o o
| 5 New tab Ctrl+T
B New window Ctrl+N
I 2 New InPrivate window Ctrl+Shift+N r
Zoom — 100% +
¥ Favorites Ctrl+Shift+O
& History Ctrl+H
2 Tab groups 3
=. Microsoft L Downloads Ctrls)
{3 Extensions >
£ Passwords
W Delete browsing data Ctrl+Shift+Delete
Q_ Search the web or message Copilot " © pint Cuisp
- 07 Split screen
% o w - {x} Screenshot Ctrl+Shift+S
Zimbra YouTube  sb2demo.str.. Add shortcut
&) Find on page Cul+F
More tools >
€3 Settings
® Help and feedback »

Close Microsoft Edge

Plug in the Yubikey

Plug the Security Key into the USB-C port (or the USB-C to USB-A adapter)
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Identifying the USB-C port

Locate the USB-C port—typically found along the edge of the computer, it
features a compact design with smooth, rounded corners that set it apart from

traditional USB-A ports.
The image below shows both a USB-C port and its matching male connector.
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No USB-C port? No problem.

With the USB-A to USB-C adapter provided by the Administrator of your SB2
site, simply plug the USB-A end into the computer and insert the Security Key
into the USB-C port.

The provided USB adapter pictured below.
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SB2 Platform URL

In the InPrivate browser address bar, enter the provided SB2 Demo invitation
link. You will receive the link in an email from a member of the StrongKey
Team. Please note, the URL is long so it will be advantageous to use the “cut
and paste” options. Here is an example of what the URL will look like:

*https://sb2demo.strongkey.com:443/sb2/register?
hash=3d500dec79f6ec257ebddcc56h)78ff1f2d31d557d4c7bf5654
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E10  Select the Certificate

A pop-up window will display the available certificates (yellow box). The name
in the prompt should match your name, as created by the Administrator of the
SB2 site. Select the presented certificate and click OK to proceed.

NOTE: You will only see such a certificate prompt if the SB2 Root CA and SB2
Subordinate CA certificates were imported correctly on your computer. If you
do NOT see a certificate prompt, please contact the Administrator of your SB2
site for help.

M 7 Newtab B

X @ https://sb2demo.strongkey.com/sb2/register?hash=a05cf49ecfeb3c74032b77c579c496041c20ae0e4369deat985fa228fe3d5cef

Import favorits McAfee St Dell SB2 o a
G rpEes | @Ry B O Select a certificate for authentication
Site sb2demo strongkey.com:443 needs your credentials:
g lonDoe

SB2 SubordinateCA
9/11/2025
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Enter Security Key PIN

The next dialog box will prompt for the Yubikey 5C NFC (aka Smartcard) PIN.

Enter and click OK to continue. This PIN should have been provided to you by
the Administrator of the SB2 site.

For instructions on changing the Yubikey PIN, refer to the appendix of this
guide.

=N 1
https://sb2demowest strongkey.com:9131/5b2//

€3 import favorites @) McAfee Security ) Dell Zy Zimbra:Inbox (9) & Welcome 4 Dashboard

& Windows Security

Smart Card

Please enter your PIN.

PIN
piN

Click here for more information

What InPrivate browsing does

tracking |

Always use "Strict" tracking prevention when browsing InPrivate

U’ 'More details

oi?;zdy BB Q search F e @@ B3 @ & Ao @
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SB2 Landing Page

Upon successful authentication with the digital certificate, the following one-
time SB2 Landing Page will be displayed. This page has three (3) sections:
* On the left-hand side, some details of your digital certificate information
will be displayed
* In the middle section will be some legal disclosures by the SB2 platform.
You must scroll all the way to the bottom and agree to the terms
disclosed before you may continue with this process
* On theright-hand side, you are given the option to give your Security Key
a nickname so you may remember it from other Security Keys you might
own.

M & Welcome X +

© https;//sb2demowest.strongkey.com:9191/sb2/register?hash=1c51bf07b57ef62800d6dc2d2b550ddcb4eebd?27 5e 8a14443dcb5c6c5876fb93

Your Digital Certificate Disclosures Your Security Key
Learn More If you agree with the terms presented here, You were provided with a Security Key
Username check the box below and register your (resembling the following image),
Security Key. You agree to: containing a digital certificate enabling
you to see this site. The Security Key will
1. Accept the assigned digital also be used to register a new FIDO
certificate shown here to be used in credential to authenticate you.
SKDoc User01 accordance with the certificate
policy available at:

QOrganization https/pkistrongkey.com/sb2/cp.html o@

skdocuserO1

Full Name

StrongKey Register a new FIDO credential on

. the assigned Security Key, to be used

E-Mail ONLY by you and not to share it with

skdocuserO1@strongkey.com or assign to others; You may give the Security Key a nickname

. Use the applications available to you below —such as “JD’s vault credential” or

in accordance with US laws “John Doe’s access key” - to distinguish it

C0:50:36:53:23:09:74:7F:5D:96:A7:.98:9A:B4:9 governing export control of from additional Security Keys you may

7:74:94:61:4D:DC encryption; already own and/or acquire in the future.

Lorem ipsum dolor sit amet,

Valiity consectetur adipiscing elit. Sed in When you select Register below, you will

Mon Aug 04 10:29:42 PDT 2025 - Sun Aug metus a sapien gravida interdum. be prompted for a PIN to the Security Key,

0415:35:42 PDT 2030 Suspendisse in nisl neque. In hac and to touch the metal surface with a

habitasse platea dictumst blinking LED on the Security Key.

Other + Cras quis volutpat nisi. In quis
volutpat dolor. Duis posuere erat ut
tempor tempus. Phasellus cursus
congue rutrum. In porta nibh vel
ligula molestie semper.

6.Cras in lorem nec tortor vehicula
tincidunt. Quisque vestibulum

Serial No.

Name

Give your Security Key a name here

&[\:‘gﬁ% == Q Search 7*7 L : A -}n G Q A 20 @
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Terms and Conditions

Review and accept the terms and conditions in the Disclosures panel. The “I
agree” box must be checked before proceeding with Security Key registration.

x +

Full Name
SKDoc User01

Organization

StrongKey

E-Mail

skdocuserOl@strongkey.com

Serial No.
C0:50:36:53:23:09:74:7F.5D:96:A7:98:.9A:B4:9
774:94:61:4D:DC

Valiity

Mon Aug 0410:29:42 PDT 2025 - Sun Aug
0415:35:42 PDT 2030

Other +

07b57ef62800d¢

= Q Search

b550ddcb4eebd?275¢8a1444;

. Accept the assigned digital
certificate shown here to be used in
accordance with the certificate
policy available at:
https//pkistrongkey.com/sb2/cp.html

. Register a new FIDO credential on
the assigned Security Key, to be used
ONLY by you and not to share it with
or assign to others;

. Use the applications available to you
in accordance with US laws
governing export control of
encryption;

. Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Sed in
metus a sapien gravida interdum.
Suspendisse in nisl neque. In hac
habitasse platea dictumst.

. Cras quis volutpat nisi. In quis
volutpat dolor. Duis posuere erat ut
tempor tempus. Phasellus cursus
congue rutrum. In porta nibh vel
ligula molestie semper.

. Cras in lorem nec tortor vehicula
tincidunt. Quisque vestibulum
semper odio, eget porttitor diam
interdum sed. In vitae volutpat enim.

. Cras dapibus turpis ac felis

Copyright © 2001-2025 StrongAuth, Inc. (dba StrongKey)

> w e

accumsan, at blandit dui commodo. w

InPrivate

also b new FIDO
credential to authenticate you.

Q

You may give the Security Key a nickname
below - such as “JD's vault credential” or
“John Doe’s access key” — to distinguish it
from additional Security Keys you may
already own and/or acquire in the future.

When you select Register below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
blinking LED on the Security Key.

Name

)Give your Security Key a name here

_},GQ A R @
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Give the Security Key a Nickname

In the Security Key panel on the right, enter a descriptive nickname for the key
in the "Name" field. Then select Register to complete the process. Names are
typically short (up to 16-20 alpha-numeric characters), such as:

= John's SB2 key at mysite.com
= Yubikey for mysite.com SB2

b2demo.strongkey.com/sb2/register?has

Full Name
John Doe

Organization

StrongAuth Inc

E-Mail

john.doe@strongkey.com

Serial No.
E0:60:D7:67:B6:6C:C4:68:65:6A:7B:7E:2D:E3:
88:55:99:9F:60:D8

Valiity

Thu Sep 1114:32:10 EDT 2025 - Wed Sep 11
19:38:10 EDT 2030

Other +

b77c579c496041c20ae0e4369deab985

1. Accept the assigned digital
certificate shown here to be used in
accordance with the certificate
policy available at
https://pki.strongkey.com/sb2/cp.html

. Register a new FIDO credential on
the assigned Security Key, to be used
ONLY by you and not to share it with
or assign to others.

. Use the applications available to you
in accordance with US laws
governing export control of
encryption.

| agree

Copyright © 2001-2025 StrongAuth, Inc. (dba StrongKey)

InPrivate

also be used to register a new FIDO
credential to authenticate you.

You may give the Security Key a nickname
below - such as “JD’s vault credential” or
“John Doe’s access key” - to distinguish it

from additional Security Keys you may
already own and/or acquire in the future.

When you select Register below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
blinking LED on the Security Key.

Name

John Doe

Cancel
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Continue Setup

A dialog box will appear to confirm continuation of the setup process,

authorizing the current device to also access the SB2 website. Click OK to
proceed.

Full Name
John Doe

Organization
StrongAuth Inc

E-Mail
john.doe@strongkey.com

Serial No.

E0:60:D7:67:B6:6C:C4:68:65:6A:7B:7E:2D:E3:

88:55:99:9F:60:D8

Valiity

Thu Sep 1114:32:10 EDT 2025 - Wed Sep 11
19:38:10 EDT 2030

Other +

32b77c579c496041c20ac0e436

1. Accept the assigned digital
certificate shown here to be used in
accordance with the certificate
policy available at
https:/pkistrongkey.com/sb2/cp.html

. Register a new FIDO credential on
the assigned Security Key, to be used
ONLV v uaiiand nat ta chara it with

©  Windows Security

Continue setup

Use your device to sign in to strongkey.com?

Sign-in data will be stored on this device after you exit Incognito

mode. You'll be able to sign to this website with your device
again later.

Conee!

. The Secur
also be used to register a new FIDO
credential to authenticate you.

fou may give the Security Key a nickname
below —such as “JD’s vault credential” or
John Doe's access key" — to distinguish it

rom additional Security Keys you may
Iready own and/or acquire in the future.

hen you select Register below, you will
e prompted for a PIN to the Security Key,
nd to touch the metal surface with a
linking LED on the Security Key.

ame

John Doe

| agree

Copyright © 2001-2025 StrongAuth, Inc. (dba StrongKey)

InPrivate
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Select Security Key

Next, select the Security Key for location of where the credential is stored. It is
important to verify this location as the Security Key. Click Next to continue.

b2demo.strongkey.com/sb2/ 05cfagecfeb3c?

Full Name
John Doe

Organization
StrongAuth Inc

E-Mail
john.doe@strongkey.com

Serial No.

E0:60:D7:67:B6:6C:C4:68:65:6A:7B.7E2D:E3:
88:55:99:9F:60:D8

Valiity
Thu Sep 1114:32:10 EDT 2025 - Wed Sep 11
19:38:10 EDT 2030

Other +

2b77c579c496041c20ae0e4369deal

1. Accept the assigned digital
certificate shown here to be used in
accordance with the certificate
policy available at
HE AR . N

¥ Windows Security

Choose where to save this passkey

Security key

More choices

iPhone, iPad, or Android device
| E Security key

InPrivate

utoseetr e. The r
also be used to register a new FIDO
credential to authenticate you.

fou may give the Security Key a nickname
below - such as “JD's vault credential” or
John Doe's access key" - to distinguish it

rom additional Security Keys you may
Iready own and/or acquire in the future.

hen you select Register below, you will
e prompted for a PIN to the Security Key,
nd to touch the metal surface with a
linking LED on the Security Key.

ame

John Doe

| agree

Copyright © 2001-2025 StrongAuth, Inc. (dba StrongKey)
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Security Key Setup

Platform. Click OK.

A dialog box will verify the Security Key is being setup to login to the SB2

Full Name
John Doe

Organization
StrongAuth Inc

E-Mail
john.doe@strongkey.com

Serial No.

E0:60:D7:67:B6:6C.C4.:68:65.6A7B.7E:2D:E3:
88:55:99:9F.:60:D8

Valiity
Thu Sep 11 14:32:10 EDT 2025 - Wed Sep 11
19:38:10 EDT 2030

Other +

9¢496041c20ae0e4369d

1. Accept the assigned digital
certificate shown here to be used in
accordance with the certificate
policy available at
https://pki.strongkey.com/sb2/cp.html

2. Register a new FIDO credential on
the assigned Security Key, to be used
ONLY v uniand nat ta chara it with

Windows Security

Security key setup

Set up your security key to sign in to strongkey.com as
john.doe@strongkey.com.

This request comes from the app “msedge.exe” by "Microsoft
Corporation”.

| agree

Copyright © 2001-2025 StrongAuth, Inc. (dba StrongKey)

InPrivate

YO (0] 3
also be used to register a new FIDO
credential to authenticate you.

Q

fou may give the Security Key a nickname
below - such as *JD’s vault credential” or
John Doe's access key” —to distinguish it
rom additional Security Keys you may
Iready own and/or acquire in the future.

hen you select Register below, you will
e prompted for a PIN to the Security Key,
nd to touch the metal surface with a
linking LED on the Security Key.
ame

John Doe
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Continue Setup

the Security Key. Click OK.

This message is to inform the user the SB2 Platform will create a credential on

Full Name
John Doe

Organization
StrongAuth Inc

E-Mail
john.doe@strongkey.com

Serial No.

E0:60:D7.67.B6:6C.C4:68:65:6A:7B:7E:2D:E3:
88:55:99:9F:60:D8

Valiity
Thu Sep 1114:3210 EDT 2025 - Wed Sep 11
19:38:10 EDT 2030

Other +

'7c579c496041c20ael

1. Accept the assigned digital
certificate shown here to be used in
accordance with the certificate
policy available at
htt ps://pki.strongkey.com/sb2/cp.html

2. Register a new FIDO credential on

Windows Security

Continue setup

This will let strongkey.com see the make and model of your
security key.

strongkey.com wants to create a credential on your security key.
This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

InPrivate

credential to authenticate you.

&

fou may give the Security Key a nickname
below - such as “JID's vault credential” or
John Doe's access key” — to distinguish it
rom additional Security Keys you may
Iready own and/or acquire in the future.

hen you select Register below, you will
e prompted for a PIN to the Security Key,
nd to touch the metal surface with a
linking LED on the Security Key.
ame

John Doe

| agree

Copyright © 2001-2025 StrongAuth, Inc. (dba StrongKey)
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Enter Security Key PIN

To continue adding a credential to the Security Key, enter the PIN and click OK.

NOTE: This step in the process is known as the “User Verification” (aka UV) in
the FIDO ecosystem. It is a security feature of the FIDO authentication protocol
to ensure that the SB2 platform can verify the legitimate owner’s PIN of the
Security Key. SB2 sites will mandate a security policy where the PIN to the
Security Key is not shared with others. Every time the FIDO credential is used to
authenticate you to the SB2 platform, you will be required to perform the UV
function as a security precaution.

Y= InPrivate

Full Name
John Doe

Organization
StrongAuth Inc

E-Mail
john.doe@strongkey.com

Serial No.

E0:60:D7:67:B6:6C:C4:68:65:6A:7B:7E:2D:E3:

88:55:99:9F.60.D8

Valiity

Thu Sep 1114:32:10 EDT 2025 - Wed Sep 11
19:38710 EDT 2030

Other

1. Accept the assigned digital
certificate shown here to be used in
accordance with the certificate
policy available at
https:/pki.strongkey.com/sb2/cp.html

2. Register a new FIDO credential on
the assigned Security Key, to be used
ONLY by you and not to share it with
or assign to others.

3. Use the applications available to vou

& Windows Security

Continue setup

Please enter your security key PIN.

Security Key PIN

X

YOu 10 see €. INe Security Rey w
also be used to register a new FIDO
credential to authenticate you.

You may give the Security Key a nickname
below —such as “JD's vault credential” or
John Doe’s access key” - to distinguish it
rom additional Security Keys you may
ilready own and/or acquire in the future.

WVhen you select Register below, you will

be prompted for a PIN to the Security Key,
nd to touch the metal surface with a
linking LED on the Security Key.

lagree

Copyright © 2001-2025 StrongAuth, Inc. (dba StrongKey)
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Touch the Security Key

To continue the setup, touch the metal contact visible on the Security Key with
your finger - it will have an light-emitting diode (aka LED) blinking to indicate
where it must be touched.

NOTE: This step in the process is known as the “Test of User Presence” (aka
TUP) in the FIDO ecosystem. It is a security feature of the FIDO authentication
protocol to ensure that a remote attacker can never steal your identity from a
remote computer since they will neither have a Security Key with your FIDO
credential nor will they be able to perform the “test of user presence” at your
computer (where the FIDO transaction is occurring). Every time the FIDO
credential is used to authenticate you to the SB2 platform, you will be required
to perform the TUP as a security precaution.

%) https://sb2demo.strongkey.com/sb2/register?hash=a05cf49ecfeb3c74032b77c579c496041 c20ae0ed369deab985fa228fe3dS5cef

youto see €. [ne Security Key
also be used to register a new FIDO
credential to authenticate you.

1. Accept the assigned digital a
certificate shown here to be used in
accordance with the certificate
policy available at

Full Name
John Doe

Organization

StrongAuth Inc

E-Mail

john.doe@strongkey.com

Serial No.
E0:60:D7:67:B6:6C:C4:68:65:6A:7B:7E:2D:E3:
88:55:99:9F:60:D8

Valiity

Thu Sep 1114:32:10 EDT 2025 - Wed Sep 11
19:38:10 EDT 2030

Other +

https://pki.strongkey.com/sb2/cp.html
2. Register a new FIDO credential on
the assigned Security Key, to be used
ONLY by you and not to share it with
or assign to others.
3. Use the applications available to vou

¥ Windows Security

Continue setup

8

Touch your security key.

Cancel

You may give the Security Key a nickname
below - such as “JD’s vault credential” or
x John Doe's access key” - to distinguish it
rom additional Security Keys you may
ilready own and/or acquire in the future.

WVhen you select Register below, you will
»e prompted for a PIN to the Security Key,
ind to touch the metal surface with a
blinking LED on the Security Key.

ame

John Doe

Copyright © 2001-2025 StrongAuth, Inc. (dba StrongKey)
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Success

Upon successfully adding the credential, a dialog box will confirm the
registration action. Click OK to continue.

Full Name
John Doe

Organization
StrongAuth Inc

E-Mail
john.doe@strongkey.com

Serial No.
E0:60:D7:67:B6:6C:C4:68:65:6A:7B:7E:2D:E3:
88:55:99:9F:60:D8

Valiity

Thu Sep 1114:3210 EDT 2025 - Wed Sep 11
19:38:10 EDT 2030

Other +

c496041 c20aele:

. Accept the assigned digital
certificate shown here to be used in
accordance with the certificate
policy available at
htt ps://pki.strongkey.com/sb2/cp.html

. Register a new FIDO credential on
the assigned Security Key, to be used
ONLY by you and not to share it with
or assign to others.

Z llea tha annlicatinne auailahla tauai

Windows Security

Passkey saved

‘You can now use your security key to sign in to “strongkey.com”.

InPrivate

also be used to register a new FIDO
credential to authenticate you.

&

You may give the Security Key a nickname
below - such as “JD’s vault credential” or
X John Doe's access key” - to distinguish it
om additional Security Keys you may
Iready own and/or acquire in the future.

hen you select Register below, you will
e prompted for a PIN to the Security Key,
nd to touch the metal surface with a
linking LED on the Security Key.

ame

| agree

Copyright © 2001-2025 StrongAuth, Inc. (dba StrongKey)

[ John Doe
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SB2 Confirmation

After clicking OK, SB2 will flash a blue message confirming successful
registration.

2demo.strongkey.com/sb2/register?has| 74032b77c579c496041c20ae0e4369deab985fa228fe3d5cef InPrivate

Full Name
John Doe

Organization
StrongAuth Inc

E-Mail
john.doe@strongkey.com

Serial No.

E0:60:D7.67.B6:6C.C4:68:65:6A:7B.7E:2D:E3:
88:55:99:9F:60:D8

Valiity
Thu Sep 1114:3210 EDT 2025 - Wed Sep 11
19:38:10 EDT 2030

Other +

1. Accept the assigned digital
certificate shown here to be used in
accordance with the certificate
policy available at
htt ps://pki.strongkey.com/sb2/cp.html

. Register a new FIDO credential on
the assigned Security Key, to be used
ONLY by you and not to share it with
or assign to others.

. Use the applications available to you
in accordance with US laws
governing export control of
encryption.

| agree

Copyright © 2001-2025 StrongAuth, Inc. (dba StrongKey)

credential to authenticate you.

Q You’ve successfully
registered

Click ‘Continue’ to proceed
to the login page.

You may give the Security Key a nickname
below - such as “JD’s vault credential” or
“John Doe's access key” — to distinguish it
from additional Security Keys you may
already own and/or acquire in the future.

When you select Register below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
blinking LED on the Security Key.

Name

John Doe
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Signing In

After clicking Continue, a prompt will appear prompting you to sign in with the
new credential. Make sure you choose the Security Key when authenticating to

the SB2, and click Next.

@ Contact Us

¥ Windows Security X
Sign in with your passkey o
Tossi ” — - —
[0 sign in to “strongkey.com”, choose a device with a saved —
passkey. _— —
/
(] - e —
| — - -—
More choices /.

iPhone, iPad, or Android device

\\\ —
\ \\‘\i\,\‘i_i_,,/)/”// | Security key

Next ] Cancel

ccccccccc

Copyright © 2001-2025 StrongAuth, Inc. (dba StrongKey)
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User Authentication

The next dialog box will verify the user. Enter the PIN to the Security Key and
click OK.

ome

) httpsy//sb2demo.strongkey.com/sb2/login

¢ | InPrivate

@ Contact Us.

O Windows Security

L —
Making sure it's you /0,7 ~

Please sign in to "strongkey.com’.

This request comes from the app “msedge.exe” by “Microsoft

Corporation”. /.

Please enter your security key PIN.

— ] Security Key PIN

— |
— _ coneel

G Disclosures @ Privacy Policy

CERTIFIED

//
//’ /r
| l‘
[
(-
\
\
|
L
x\ \
\
|
([}
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Test of User Presence

To continue the login procedure, touch the metal contact on top of the Security
Key where an LED is blinking - this confirms a user is present and attempting
to sign in from that computer with a legitimate credential on the Security Key.

O & Welcome x +

< O | ® hiips//sb2demo.strongkey.com/sb2/login

@ Contact Us

P}
=

& \yindows Secur X _— =
& Windows security /
Making sure it's you //, —

. . . L —
Please sign in to “strongkey.com”. —
This request comes from the app “msedge.exe” by "Microsoft
Corporation”. //.

- ;
\; - = ] Touch your security key.

Cancel

uuuuuuuuu
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SB2 Platform Dashboard

CONGRATULATIONS!

Your access to the SB2 Platform has been successfully established, and your
Security Key with your new FIDO credential is registered. Your account name is
displayed on the right side of the screen. You may click the gear icon to edit
your profile.

All users of the SB2 platform have access to a web application — StrongKey
CryptoCabinet (SKCC) - that enables the secure storage and sharing of files
with sensitive data. Clicking on the SKCC image on the SB2 Dashboard opens a
new tab in the browser and presents the SKCC Dashboard. Details on how to
use SKCC are provided in a separate document.

[ & Dashboard X +

& O (O hitps//sb2demo.strongkey.com/sb2/secure/dashboard

{()STRONGKEY @R [e] o e

[jdoe]
Dashboard

Secure File Vault, Simplified.

SKCC

Encrypted Vault to safely share files with
trusted recipients.
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Appendix
STRONGKEY

Changing a Yubikey Personal
Identification Number (PIN)

Copyrights and Notices

Copyright 2001-2025 StrongAuth, Inc. (d/b/a StrongKey), 21060 Homestead Rd Suite 222 Cupertino CA 95014, U.S.A. All
rights reserved.

StrongAuth, Inc. has intellectual property rights relating to technology embodied in the product that is described in this
document. In particular, and without limitation, these intellectual property rights may include one or more U.S. patents or
pending patent applications in the U.S. and in other countries. U.S. Government Rights—Commercial software.
Government users are subject to the StrongAuth, Inc. standard license agreement and applicable provisions of the Federal
Acquisition Regulations and its supplements. This distribution may include materials developed by third parties.
StrongAuth, StrongKey, StrongKey Lite, StrongKey CryptoCabinet, StrongKey CryptoEngine, StrongKey FIDO Server,
StrongKey Tellaro, StrongKey Tellaro Small Business Security Bundle (SB2), the StrongAuth logo, the StrongKey logo, the
StrongKey Lite logo, the StrongKey CryptoCabinet logo and the StrongKey CryptoEngine logo are trademarks or registered
trademarks of StrongAuth, Inc. or its subsidiaries in the U.S. and other countries.

Products covered by and information contained in this publication are controlled by U.S. Export Control laws and may be
subject to the export or import laws in other countries. Nuclear, missile, chemical or biological weapons or nuclear
maritime end uses or end users, whether direct or indirect, are strictly prohibited. Export or reexport to countries subject
to U.S. embargo or to entities identified on U.S. export exclusion lists, including, but not limited to, the denied persons and
specially designated nationals lists is strictly prohibited.

DOCUMENTATION IS PROVIDED “AS IS” AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR
NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY
INVALID.
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Changing a Yubikey 5C NFC Personal
Identification Number (PIN)

The Security Key is a very powerful cybersecurity device and represents the
state-of-the-art in multi-factor authentication (MFA) technology that does not
use any passwords. The MFA is supported by the:

* Possession factor — where the physical possession of the Security Key is
essential to the authentication process;

*  Knowledge factor —- where know the PIN to the Security Key is also
essential to the authentication process.

Since the Security Keys provided with the SB2 use two different NIST-approved,
passwordless authentication protocols, there are two containers for the
cryptographic keys used with the protocols. Each container is managed by a
separate PIN.

However, StrongKey recommends using the SAME PIN to both containers of
the Security Key to reduce the burden on users. As long as the Security Key is
safely in the possession of the legitimate user, and the legitimate user is NOT
sharing the PIN to the Security Key with anyone, the user will be complying
with one of the strictest security policies recommended for access control.

This document outlines the process for changing the two required PINs — one
for the digital certificate and the other for the FIDO credential.

Prerequisites

*  Windows 11
* USB-C port or USB-C adapter
*  Yubico Authenticator application
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Open the Yubico Authenticator

AP3 . .
Application

To begin, access the Yubico Authenticator application by selecting the
Windows icon from the Windows taskbar.
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Select Yubico Authenticator

From the menu, select the Yubico Authenticator application. If it does not
appear under Recommended, click the More option on the right to locate the

application.

Digphasilite  Becking cam Fhatas

litaie & ainy Linksdin Cakditi whik Mt
Carua] Garnes

Rocommandod
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Clicking the “More” option

Since the Yubico Authenticator application was recently installed, it will
typically appear near the top of the menu list.

Recommended
ﬂ Yubico Authenticator Recently added
Recently added

E Control Panel Frequently used app

Windows-menu-icon-1

£ : i el &m ago
ChUsersistron\Pictures\Screenshots

Screenshot (1) s et
ChUsers\stron'Pictures\Screenshots g

}:L.JbIC'D-E uthe r'!tufatc:r—ﬁnls h-install Yesterday at 3:20 PM
ChUsers\stron'Pictures
Screenshot 2025-07-14 152745

12 7 e Yesterday at 3:27 PM
CAUsersistron'Pictures\Screenshots L

yubico-authen-install-next
ChUsers\stron\Pictures

Yesterday at 3:25 PM

Screenshot 2025-07-14 152317

) . Sl Yesterday at 3:23 PM
CAlUsersistronyPictures\Screenshots Lt
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The Yubico Authenticator application

Upon opening, the Authenticator application displays the screen shown below
and indicates there is “No Yubikey Present.”

. ¥ Vubico Authenticator = O *
r & tioh b | Home Application
No YubiKey present
b 4 Settings
Change application preferences
A Home ® Help and about

Troubleshoot and suppaort

L

Insert your YubiKey

Insert the Yubikey

Plug the Security Key into the USB-C port.
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Identifying the USB-C port

Locate the USB-C port—typically found along the edge of the computer, it
features a compact design with smooth, rounded corners that set it apart from
traditional USB-A ports. The image below shows both a USB-C port and its

matching male connector.
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- No USB-C port? No problem.

With the provided USB-A to USB-C adapter, simply plug the USB-A end into the
computer and insert the Security Key into the USB-C port.

The provided USB adapter pictured below.
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Changing the Digital Certificate PIN

From the home screen, navigate to the left and select the Certificates option
from the menu.

¥ Yubico Authenticator = O *

— a

YubiKey 5C NFC Home Device

S/N: 29471400 F/W: 5.4.3

&5 Toggle applications

YubiKey 5C NFC Ve @ Y Enablesdisable applications
A Home Serial number: 29471400 Factory reset

Firmware version: 5.4.3 Restore YubiKey defaults
8= Accounts Yubico OTP PIV OATH OpenPGP  YubiHSM Auth  FIDO U2F Application

FIDO2
:? Tl 563 Settings

Change application preferences

[£9 Certificates @ Help and about
Troubleshoot and support

@3 Slots
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Change PIN option

Select the Change PIN option from the Manage menu on the right.

¥ Vubico Authenticator = O x

Il
=

Yubikey 5C NFC Ce rt|ﬂcates PIV Manage

S/N: 20471400 F/W: 5.4.3

Authentication
CE-:-yer authentication

Change PIN
3 attempts remaining

(W Home Change PUK
Digital Signature 3 attempts remaining
choyer, Clifton Boyer, For SB2 Test Use Only, StrongKey

= Accounts
(=9
& Manageme tkey

@ Key Management PIM can be used instead

a9 Passkeys CBoyer km

Card Authentication

B Certificates No certificate loaded

Slots

CJ—D
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Enter PIN information

¢ Inthe top field, enter the default PIN: 123456.

* Enter the new PIN in the middle field. The PIN must contain 6 to 8
characters.

* Re-enter the new PIN in the final field to confirm.

¥ Vubico Authenticator — = X

Change PIN

r Current PIN

— New PIN

A PIN must be at least 6 characters long.

~ Confirm PIN

Cancel Save
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Save new PIN

Click Save. The application returns to the previous screen. If the process is
successful, a “PIN changed” notification briefly appears at the bottom of the
screen.

¥ VYubico Authenticator — ] b4

Change PIN

r Current PIN

=

Default PIN used

— New PIN

A PIN must be at least 6 characters long.

~ Confirm PIN

SB2-HowTo-Yubico-Yubikey-5C-NFC-User-Guide-Windows-11-MPKI-v4.odt, December 4,, 2025, Page 88



Changing the FIDO Credentials PIN

To update the second PIN, click on the Passkeys menu option to the left. NOTE:
StrongKey recommends using the same PIN for the Security Key.

# Yubico Authenticator = (m] X

= [} |

o Yubikey 5C NFC Cert|ﬂcates PIV Manage
e S/N:29471450 F/W: 5.4.3

Change PIN

@ Authentication 3 attempts remaining
No certificate loaded

Home
] o Change PUK
Digital Signature 2 attempts remaining
o cboyer, Clifton Boyer, For SB2 Test Use Only, StrongKey
=+ Accounts

Management key

=
@ Key Management PIN can be used instead
&9 Passkeys No certificate loaded

Card Authentication

B3 Certificates No certificate loaded

Q‘J Slots
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Passkeys Menu

In the Passkeys menu, select Request Access.

¥ VYubico Authenticator

[ Home

Ss Accounts
a9 Passkeys
[£F certificates

\TD Slots

o YubiKey 5C NFC PaSS keys FIDO2
B S/N: 29471450 F/W: 5.4.3

Administrator privileges required

WebAuthn management requires elevated privileges
Alternatively, you can use Windows Settings to manage
FIDO configuration

4 | . .
|§| Request access [4 oOpen Windows settings )
| |

Yubico Authenticator Application
Permission

The Yubico Authenticator application will ask Windows for permission to
implement changes on the computer. Click yes.
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Change PIN option

Select the Change PIN option located on the right of the screen.

¥ Vubico Authenticator = (] x

= a

o YubiKey 5C NFC Passkeys FiDo2 Manage
+ S/N: 20471450 F/W: 5.4.3

Change PIN
Enter the FIDO2 PIN for your YubiKey 8 attempts remaining

PIN

(1 Home [' @

S« Accounts -
1 Unlock
a9 Passkeys

[E3 Certificates

{7 Slots
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Enter PIN information

* In the text field marked Current PIN type in your current PIN. If you have
not changed it, it is 123456 by default.

* In the text field marked New PIN enter a new PIN of your choice. It must
be a minimum of 6, and up to 63 characters.

* In the text field marked Confirm PIN enter the same PIN you selected.

¥ Vubico Authenticator — [m] *

(O

 Confirm PIN

Cancel Save
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Success!

The display will return to the Passkeys menu, and a notification stating "PIN
Reset" will briefly appear at the bottom of the screen.
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