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Prerequisites

*  MacOS 13 and above

e Safari 26.0.1

*  Yubikey 5C NFC

* Internet connection

+ ZIPfile issued by an SB2 platform

*+ USB-C port or USB-C-to-USB-A adapter

Table of Contents Page

A. Installing the Yubico Authenticator Application 3

Installing an SB2 Root Certificate into macOS
Keychain Access

Installing an SB2 Subordinate Root Certificate into
macOS Keychain Access

D. Accessing an SB2 Platform URL 33

Appendix: Changing a Yubikey 5C NFC Personal
Identification Number (PIN)

SB2-HowTo-Yubico-Yubikey-5C-NFC-User-Guide-macOS-MPKI-v7.odt, December 30, 2025, 2



Installing the Yubico Authenticator
Application

The Yubico Authenticator application is necessary to access and configure the
Yubikey 5C NFC Security Key settings and features.

Prerequisites

* macOS 13 or above
» Safari 26.0.1
* Internet connection
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Yubico Authenticator Application
Download Page

Navigate to the Yubico Authenticator download page at
https://www.yubico.com/products/yubico-authenticator. Click Download now.

English & Contact Sales Resellers Support -

yubico Why Yubico Products Solutions Industries Resources Support Qw

Yubico Authenticator

The safest authenticator app experience across mobile and desktop

Download now

Home » Products » Yubico Authenticator

SB2-HowTo-Yubico-Yubikey-5C-NFC-User-Guide-macOS-MPKI-v7.odt, December 30, 2025, 4


https://www.yubico.com/support/download/yubikey-manager/

macOS Yubico Authenticator
Application

Select “Download for Mac directly here.” Click it to start download.

(¥) Yubico Authenticator App for Desktop and Mobile | Yubico

English & Contact Sales Resellers Support
y u b i CO WhyYubico Products Solutions Industries Resources Support Q
Download Yubico Authenticator
Yubico Authenticator for Desktop Yubico Authenticator for Mobile
Use the Yubico Authenticator for Desktop on your Windows, Mac, or Linux computers to Use the Yubico Authenticator for Android and iOS, including secure tap-and-go
generate OATH credentials on your YubiKeys. authentication for NFC-enabled mobile devices.
Linux Android
Download for Linux directly here Android Download (on Google Play)
Mac ioS
Download from macOS AppStore iOS Download (on Apple Store)

I Download for Mac directly here I

Windows

Download from Microsoft app store

Download for Windows directly here (64-bit)
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Opening the Yubico Authenticator
Application File

After clicking the download link, Safari will display a pop-up confirming the
Authenticator application file has been successfully downloaded and ready for
installation. Double-Click the file to open the installer.

yubico.com ©mh + O

English & Downloads

y u b ICO WhyYubico Products Solutions Industries Resources Support ::T’:AO;Ufheﬂtiea‘°'-7~3-0-macAdmg

Download Yubico Authenticator

Yubico Authenticator for Desktop Yubico Authenticator for Mobile
Use the Yubico Authenticator for Desktop on your Windows, Mac, or Linux computers to Use the Yubico Authenticator for Android and iOS, including secure tap-and-go
generate OATH credentials on your YubiKeys. authentication for NFC-enabled mobile devices.
Linux Android
Download for Linux directly here Android Download (on Google Play)
Mac ios
Download from macOS AppStore i0S Download (on Apple Store)

Download for Mac directly here

Windows
Download from Microsoft app store

Download for Windows directly here (64-bit)
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Move the Yubico Authenticator App to
the Applications Folder

When the installer window appears, Drag the Yubico Authenticator icon to the
Applications folder.

yubico.com

English & Downloads

yublCO Why Yubico Products Solutions Industries Resources Support a yubico-authenticator-7.3.0-mac.dmg

54.6 MB

Download Yubico Authenticator

. . [ A Yubico Authenticat
Yubico Authenticator for Desk{iEII e

Use the Yubico Authenticator for Desktop on yol
generate OATH credentials on your YubiKeys.

Experience stronger security Becure tap-and-go

for online accounts.

Linux p—
Download for Linux directly here 6 -.z\

A—

Yubico Authenticator Applications

Mac

Drag the Yubico Authenticator icon to Applications folder.

Download from macOS AppStore

Download for Mac directly here

Windows

Download from Microsoft app store

Download for Windows directly here (64-bit)
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- Authenticate to Continue Installation

After dragging the Yubico Authenticator application to the Applications folder,

macOS will prompt for TouchID or Mac Account Password to continue the
installation.

yubico.com

English @&

Contact Sales Resellers Support
yubICO Why Yubico Products Solutions Industries Resources Support @ h Q @ m

Finder

Download Yubico AutherreaRiass

Authenticator”.

Touch ID or enter your password to
allow this.

Yubico Authenticator for Desk Use Password...

Use the Yubico Authenticator for Desktop on yol

secure tap-and-go
generate OATH credentials on your YubiKeys.

Experience stronger s€
for online accounts.

Linux 6 —_—

Download for Linux directly here

A~

Yubico Authenticator Applications
Mac
Download from macOS AppStore Drag the Yubico Authenticator icon to Applications folder.
Downioad for Mac direcly here (R
Copying “Yubico Authenticator” to “Applications”
Windows a

Download from Microsoft app store

Download for Windows directly here (64-bit)

The installation of the Yubico Authenticator application is now complete.
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Installing an SB2 Root CA Certificate on
macOS Keychain Access

When using Security Keys with digital certificates for authentication to an SB2
website, the SB2 Root CA certificate is the most critical component in
establishing trust with that SB2 site. It verifies that the digital certificate on
your Security Key was issued by a trusted Certificate Authority specific to the
SB2 website—reflecting the unique “root of trust” established for each SB2
deployment worldwide.

This not only ensures the integrity of the authentication process, but also
guarantees that the trust established between the Security Key you were given
and the SB2 site, is unique from every other SB2 site in the world. This ensures
attackers cannot scale an attack on any other SB2 website even if they
managed to compromise one through an insider attack.

Prerequisites

*  macOS Sequoia 15.7.1

* ZIP File issued by the Administrator of an SB2 platform at your site; or

* Individual CA certificate files issued by the Administrator of an SB2
platform at your site.

* NOTE: In the event the SB2 Administrator provided individual files for the
SB2 Root CA and SB2 Subordinate CA certificates, you may import them
directly from the stored location on your computer without the need for
the ZIP file — the process is similar, starting from step B10.
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- Access the SB2 Demo MPKI Portal

All required CA certificates are available for download for the StrongKey Tellaro
Small Business Security Bundle© (SB2) at
https://demo.strongkey.com/mpki/index.ntml. Comprehensive SB2
documentation is also accessible through this site. While this section focuses
on installing the Root CA, please note the subordinate CAs are also available for
download and installation.

{JSTRONGKEY

Welcome to the StrongKey Tellaro Small Business Security Bundle (SB2)

This page provides information to help you get started working with SB2
If you have any questions, please send an e-mail to getsecure@strongkey.com

SB2 DEMO How To Configure CA Certificates
CA Certificates GoTrust Security Keys

& Download SB2DEMO Root CA &) HTML: Windows 10 Windows 11 macOS 1

& Download SB2DEMO Sub CA 1 B PDF: Windows 10 Windows 11 macOS

& Download SB2DEMO Sub CA 2 & Video: Windows 10 Windows 11 macOS

SB2 Production

CA Certificates Swissbit Security Keys

& Download Root CA & HTML: Windows 10 Windows 11 macOS

&, Download Sub CA 1 B® PDF: Windows 10 Windows 11 macOS

& Download Sub CA 2 O Video: Windows 10 Windows 11 mac0S

Yubikey Security Keys

& HTML: Windows 10 Windows 11 macO0S
B® PDF: Windows 10 [ Windows 11 ] [ macOS ]
O Video: Windows 10 Windows 11 macOS
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https://demo.strongkey.com/mpki/index.html

- SB2 DEMO CA Certificates

At the MPKI portal, locate the available CA Certificate download options (yellow
boxes) and download the three files (Section C documents installing the
remaining Subordinate CAs). Each of the following certificate files are required:

- SB2DEMO Root CA

- SB2DEMO Sub CAl
- SB2DEMO Sub CA2
Welcome to the StrongKey Tellaro Small Business Security Bundle (SB2)
This page provides information to help you get started working with SB2
If you have any questions, please send an e-mail to getsecure@strongkey.com
SB2 DEMO How To Configure CA Certificates
CA Certificates GoTrust Security Keys

& Download SB2DEMO Root CA &) HTML: Windows 10 Windows 11 macOS 1

& Download SB2DEMO Sub CA 1 B PDF: Windows 10 Windows 11 mac0S

&, Download SB2DEMO Sub CA 2 ¥ Video: Windows 10 Windows 11 macOS

SB2 Production

CA Certificates Swissbit Security Keys

& Download Root CA & HTML: Windows 10 Windows 11 macO0S

&, Download Sub CA 1 B® PDF: Windows 10 Windows 11 macOS

& Download Sub CA 2 O Video: Windows 10 Windows 11 mac0S

Yubikey Security Keys

& HTML: Windows 10 Windows 11 mac0S
B PDF: Windows 10 [ Windows 11 ] [ macOS ]
O Video: Windows 10 Windows 11 macOS
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Download SB2 DEMO Root CA

To download the Root CA, simply select the SB2DEMO Root CA button. After

clicking the download link, Safari will display a pop-up confirming the file has
been successfully downloaded.

Repeat this process for the SB2DEMO Sub CAl and the SB2DEMO Sub CA2 files.

(JSTRONGKEY

Welcome to the StrongKey Tellaro Small Business Security Bundle (5B2)

This page provides information to help you get started working with 5B2
If you have any questions, please send an e-mail to getsecure@strongkey.com

SB2 DEMO How To Configure CA Certificates
CA Certificates GoTrust Security Keys
1 HTML: Windows 10 Windows 11 macOs
B roR: Windows 10 Windows 11 macOs
O video: Windows 10 Windows 11 macOs
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- Access macOS Finder

To get started installing the certificates, open the Finder application by clicking
its icon in the Dock or by selecting it from the menu in the upper left corner of

your screen.

& Finder File Edit View Go Window Help

Partly Cloudy

H:60° L:45°

2PM kLU 4PM 5PM 6PM

0° 57°
2

60° 60° 6 59
2

F

SRR B < e

B

Finder

9500=000 @O+® AT
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Locate Downloaded SB2 Root CA File

Navigate to the Downloads folder in Finder. Locate the SB2 Root CA file and
right-click it. Please note that your specific SB2 certificates file may have a
different name. Ensure you know the correct file name before proceeding.

@ Recents
(=9 Shared

Favorites

2\ Applications

&} absk
= Desktop

[B Documents

B3 GitLab

Locations

& iCloud Drive

{a} absk

Macintosh HD

®) AirDrop

@ Network

Tl Trash

Downloads

B sb2demorootca.crt
B sb2demosubcal.crt
B sb2demosubca2.crt

Date Modified

Today at 10:04 AM
Today at 10:04 AM
Today at 10:05 AM

Today at 10:04 AM
Today at 10:04 AM
Today at 10:05 AM
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Open Keychain Access

Launch Keychain Access by searching with Spotlight [ + Space] (refer to
Image 1), or by navigating to Applications in Finder (see Image 2).

Q Keychain Acc
# Keychain Access
Suggestions

@ Keychain Access

® keychain access app
keychain accessories
keychain access on mac
Websites

% GitHub - kishikawakatsumi/KeychainAccess: Simple Swift wrapper for Keychain that wo...

M github.com

What is Keychain Access on Mac?

support.apple.com > guide > key ccess

@ Keychain Access User Guide for Mac
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AirDrop
strongkeyengg
Documents
Downloads
SourceTree
Abhishek
Applications

tellaro

< iCloud Drive
£ Shared

skoll

Network

Imge 2

Applications

Name

@ About This Mac

) Archive Utility

B Desk View

@8 Directory Utility

DVD Player

88 Expansion Slot Utility

W Feedback Assistant
Folder Actions Setup
iOS App Installer

+ Keychain Access

Ticket Viewer

® Wireless Diagnostics

M Macinto

May 3

May 3, 2025

May 3 25 at 1C PM
May 3, 2025 at 10:39PM
May 3, 202 ( M
May 3, 2025 at 10:39 PM
May 3 2 39 PM
May 3, 2025 at 10:39 PM
May 3, 202 1 PM

May 3, 2025 at 10:39 PM

® v

Kind

Applicatio

Ap|

Application

o

SB2-HowTo-Yubico-Yubikey-5C-NFC-User-Guide-macOS-MPKI-v7.odt, December 30, 2025, 16




Navigating in the KeyChain Access
Application

After launching the KeyChain Access application, the following screen appears.
Select System in the sidebar, followed by Certificates in the top menu.

Keychain Access

lotes My Certificates Keys ] Certificates.

All ltems  Passwords Secure

iCloud

Expires Keychain

System Roots
Jun 9, 2041 at 10:26:38 AM System
Jun 9, 2041 at 10:26:38 AM System

gg@Strongkeys-MacBook-Pro.local (Strongkey Engg) May 19, 2032 at 9:08:53AM System
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Importing Certificates

Next, drag the SB2-RootCA.crt file into the Keychain Access window to begin
the certificate import process. The macOS will prompt you to authenticate
using Touch ID or an account password to complete the import.

Name Kind Expires Keychain

Jun 9, 2041 at 10:26:38 AM System
Jun 9, 2041 at 10:26:38 AM System
May 19, 2032 at 9:08:53 AM System

@ com.apple.kerberos.kdc certificate
B com.apple.systemdefault certificate
. mkcert strongkeyengg@Strongkeys-MacBook-Pro.local (Strongkey Engg) certificate

@

Keychain Access

Keychain Access is trying to modify the
system keychain.

Touch ID or enter your password to
allow this.

Use Password...

Cancel
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Access the SB2 RootCA Certificate
Details

Right-click on the imported SB2 RootCA certificate, then select Get Info to view
its details.

Keychain Access

All items  Passwords Secure Notes My Certificates Keys | Certificates

SB2 RootCA
Root certificate authority
Expires: Monday, July 30, 2035 at 5:21:35 PM Pacific Daylight Time
®
System
System Roots Kind Expires Keychain
B com.apple.kerberos.kdc certificate Jun 9, 2041 at 10:26:38 AM System
B com.apple.systemdefault certificate Jun 9, 2041 at 10:26:38 AM System

mkcert strongkeyengg@Strongkeys-MacBook-Pro.local (Strongkey Engg) certificate May 19, 2032 at 9:08:53AM System
% SB2 RootCA ficate Jul 30, 2035 at 5:21:35PM System
New Certificate Preference...

Copy "SB2 RootCA"
Delete “SB2 RootCA"

Export “SB2 RootCA"...

Get Info
Evaluate “SB2 RootCA"...
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Trust the SB2 RootCA Certificate

To view the Trust details, click the down arrow next to the Trust option. Then,
select Always Trust for both Secure Sockets Layer (SSL) and X.509 Basic Policy.

SB2 RootCA

= | SB2 RootCA
r//r BB Root certificate authority
BRI  Expires: Monday, July 30, 2035 at 5:21:35 PM Pacific Daylight Time

R I@

When using this certificate: | Use Custom Settings ¢

Secure Sockets Layer (SSL) @ Always Trust
Secure Mail (S/MIME) | no value specified

Extensible Authentication (EAP) | no value specified

IP Security (IPsec)  no value specified

Code Signing | no value specified

Time Stamping | no value specified
X.509 Basic Policy Always Trust

Details
Subject Name

SB2-HowTo-Yubico-Yubikey-5C-NFC-User-Guide-macOS-MPKI-v7.odt, December 30, 2025, 20



Authenticating the Changes to the SB2
RootCA Certificate

After the SB2 RootCA Get Info window is closed, macOS prompts for
authentication, using either Touch ID or the macOS account password, to
confirm changes to the Trust settings.

SB2 RootCA

SB2 RootCA

Root certificate authority

Expires: Monday, July 30, 2035 at 5:21:35 PM Pacific Daylight T

@ This certificate has custom trust settings m

Trust

When using this certificate: | Use Custom Settings ¢ Keychain Access

You are making changes to your

Secure Sockets Layer (SSL) | Always Trust Certificate Trust Settings.

Secure Mail (S/MIME) | no value specified

Touch ID or enter your password to
allow this.

Extensible Authentication (EAP) | no value specified
IP Security (IPsec) | no value specified
Code Signing | no value specified

Use Password...
Time Stamping | no value specified

A~
~
A~
~
A
~
-~
~
-~
~
-~
~
-~
v

X.509 Basic Policy | Always Trust Cancel

Details
Subject Name
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Confirming the Trust Changes

Click Next to continue. To confirm the trust settings, right-click the SB2 RootCA
certificate and select Get Info. A successful import and trust is indicated by the
message: “This certificate is marked as trusted for this account.”

s SecureN y Certificates K

SB2 RootCA

Root certificate authority

Expires: Monday, July 30, 2035 at 35 PM Pacific Daylight Time
@ This certifi a s ccount

Gerteate

Name Kind Expires Keychain
@ com.apple.kerberos.kdc certificate Jun 9, 2041 at 10:26:38 AM System
B com.apple.systemdefault certificate Jun 9, 2041 at 10:26:38 AM System
- mkcert strongkeyengg@Strongkeys-MacBook-Pro.local (Strongkey Engg) certificate May 19, 2032 at 9:08:53AM System
‘ SB2 RootCA certificate Jul 30, 2035 at 5:21:35PM System

N N J SB2 RootCA

Bt SB2 RootCA
ML  Root certificate authority

Trust

Details
Subject Name
Common Name SB2 RootCA
Other Name 1
Organization StrongKey
Country or Region US

Issuer Name
Common Name SB2 RootCA
Other Name
Organization StrongKey
Country or Region US

Carial Mimhar 0N £A RN AR 1R 1E NQ AQ RN AR £2 AL 7N 21 RE AA £ 17.01 00
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Importing an SB2 Subordinate Root CA
Certificate into macOS Keychain Access

Subordinate CA certificates play a vital role within the SB2 platform. They are
part of the “certificate chain” establishing trust between the digital certificate
on your Security Key and the SB2 Root CA embedded within the SB2 platform.

- Prerequisites

*  macOS Sequoia 15.7.1

* ZIP File issued by the Administrator of an SB2 platform* at your site; or

* Individual CA certificate files issued by the Administrator of an SB2
platform at your site

* NOTE: In the event the SB2 Administrator provided individual files for the
SB2 Root CA and SB2 Subordinate CA certificates, you may import them
directly from the stored location on your computer without the need for
the ZIP file — the process is similar, starting from step D5
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Accessing Downloaded Subordinate
Root Certificate Files

To get started, launch Keychain Access by searching with Spotlight [ + Space]
(refer to Image 1), or by navigating to Applications in Finder (see Image 2).

#  Keychain Access
Suggestions

@ Keychain Access

@ keychain access app
@ keychain accessories
@ keychain access on mac

Websites

% GitHub - kishikawakatsumi/KeychainAccess: Simple Swift wrapper for Keychain that wo...
M github.com

@ Keychain Access User Guide for Mac
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AirDrop

strongkeyengg

Documents
Downloads
SourceTree
Abhishek

Applications

tellaro

& iCloud Drive
£ Shared

Applications

Name

@ About This Mac

8 Archive Utility

B Desk View

@8 Directory Utility

DVD Player

88 Expansion Slot Utility
® Feedback Assistant
Folder Actions Setup
@ i0S App Installer

# Keychain Access

§ Ticket Viewer

#® Wireless Diagnostics

@ Macintosh HD >

May
May 3, 2025 at 10:39 PM
M
2025 at 10:39PM
1(C PM
2025 at 10:39PM
2025 at 1« PM
2025 at 10:39PM
202 1(C PM
2025 at 10:39PM

803 KB
2.7 MB
2.7 MB
3.3 MB
VB

1.1 MB
VB
1MB
1.5 MB

© v

Kind

ApJ on
Application
Neoloate

Application

Q
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Navigating in the KeyChain Access
Application

After launching the KeyChain Access application, the following screen appears.
Select System in the sidebar, followed by Certificates in the top menu.

Keychain Access

All ltems Passwords Secure Notes My Certificates Keys ] Certificates
login

iCloud

System Roots Name Kind Expires Keychain
certificate Jun 9, 2041 at 10:26:38 AM System
certificate Jun 9, 2041 at 10:26:38 AM System

May 19, 2032 at 9:08:53AM  System

B com.apple.kerberos.kdc
B com.apple.systemdefault
- mkcert strongkeyengg@Strongkeys-MacBook-Pro.local (Strongkey Engg) certificate
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Importing Certificates

Next, drag the SB2-SubordinateCA.crt file into the Keychain Access window to
begin the certificate import process. The macOS will prompt you to
authenticate using Touch ID or an account password to complete the import.

Name Kind Expires Keychain

certificate Jun 9, 2041 at 10:26:38 AM System
certificate Jun 9, 2041 at 10:26:38 AM System
May 19, 2032 at 9:08:53AM  System

B com.apple.kerberos.kdc
B com.apple.systemdefault
@ mkcert strongkeyengg@Strongkeys-MacBook-Pro.local (Strongkey Engg) certificate

@

Keychain Access

Keychain Access is trying to modify the
system keychain.

Touch ID or enter your password to
allow this.

Use Password...

Cancel
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Access the SB2 SubordinateCA
Certificate Details

Right-click on the imported SB2 SubordinateCA certificate, then select Get Info
to view its details.

SB2 SubordinateCA
Intermediate certificate authority
Expires: Tuesday, September 4, 2035 at 8:11:15 PM Pacific Daylight Time
® a

Name Kind Expires Keychain

Jun 9, 2041 at 10:26: System
Jun 9, 2041 at 10: System
System

@ com.apple.kerberos.kdc certificate
B com.apple.systemdefault certificate
‘ demowest.strongkey.com certificate
- mkcert strongkeyengg@Strongkeys-MacBook-Pro.local (Strongkey Engg) certificate ), H System

SB2 RootCA certificate Sep 4, 2035 at 8:1 System

& SB2 Subordi certificate Sep 4, 2035 at 8:11:15PM System

New Certificate Preference...

Copy “SB2 SubordinateCA"
Delete “SB2 SubordinateCA"

Export “SB2 SubordinateCA"...

Get Info
Evaluate “SB2 SubordinateCA"..
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Trust the SB2 SubordinateCA
Certificate

To view the Trust details, click the down arrow next to the Trust option. Then,
select Always Trust for both Secure Sockets Layer (SSL) and X.509 Basic Policy.

All ltems otes My Certificates Keys

SB2 SubordinateCA

Intermediate certificate authority

Expires: Tuesday, September 4, 2035 at 8:11:15 PM Pacific Daylight Time
@ This d

Name Expires Keychain

B com.apple.kerberos.kdc SB2 SubordinateCA

B com.apple.systemdefault
@ demowest.strongkey.com . SB2 SubordinateCA

@ mkeert strongkeyengg@Strongkeys-MacBoc e g Intermediate certificate authority
' SB2 RootCA Expires: Tuesday, September 4, 2035 at 8:11:15 PM Pacific Daylight Time

This ce valid
B SB2 SubordinateCA @ Thiscer i
When using this certificate: ' Use Custom Settings

Secure Sockets Layer (SSL) | Always Trust
Secure Mail (S/MIME) | no value specified
Extensible Authentication (EAP) | no value specified
IP Security (IPsec) | no value specified
Code Signing no value specified
Time Stamping | no value specified

X.509 Basic Policy | Always Trust

Details

Subject Name
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Authenticating the Changes to the SB2
SubordinateCA Certificate

After the SB2 SubordinateCA Get Info window is closed, macOS prompts for

authentication, using either Touch ID or the macOS account password, to
confirm changes to the trust settings..

SB2 SubordinateCA
Intermediate certificate authority
Expires: Tuesday, September 4, 2035 at 8:11:15 PM Par
@ This certificate is valid
Trust

»

When using this certificate: | Use Custom Settings

Secure Sockets Layer (SSL) | Always Trust Keychain Access

Secure Mail (S/MIME) | no value specified You are making changes to your

. .. — Certificate Trust Settings.
Extensible Authentication (EAP) | no value specified

IP Security (IPsec) no value specified Touch ID or enter your password to
Code Signing | no value specified allow this.
Time Stamping no value specified

. . Use Password...
X.509 Basic Policy | Always Trust

) Cancel
Y ET S
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Confirming the Trust Changes

To confirm the trust settings, right-click the SB2 SubordinateCA certificate and
select Get Info. A successful import and trust is indicated by the message: “This
certificate is marked as trusted for this account.”

All Items Secure Notes My Certificates Keys

SB2 SubordinateCA

Intermediate certificate authority

Expires: Tuesday, September 4, 2035 af 5 PM Pacific Daylight Time
@ Thisc ount

Name Expires Keychain

B com.apple.kerberos.kdc

@ com.apple.systemdefault

' demowest.strongkey.com

' mkcert strongkeyengg@Strongkeys-MacBook-Pro.local ([l
SB2 RootCA

SB2 SubordinateCA
SB2 SubordinateCA

Intermediate certificate authority
Expires: Tuesday, September 4, 2035 at 8:11:15 PM Pacific Daylight Time

S$B2 SubordinateCA % | @ This certificate is marked as trusted for this account

Trust

Details
Subject Name
Common Name SB2 SubordinateCA
Other Name 1
Other Name 1
Organization StrongAuth Inc
Country or Region US

Issuer Name
Common Name SB2 RootCA
Other Name 1
Organization StrongAuth Inc
Country or Region US

SB2-HowTo-Yubico-Yubikey-5C-NFC-User-Guide-macOS-MPKI-v7.odt, December 30, 2025, 31



Accessing an SB2 Platform URL

This section will review the steps of accessing an SB2 platform URL with a
Yubikey 5C NFC Security Key.

- Prerequisites

* macOS 13 or above

» Safari

* Internet connection

*  Yubikey 5C NFC Security Key — with the PIN to the Security Key
* SB2 Platform URL

* USB-C port or USB-C adapter
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Open the Safari Browser

To begin, access the Safari browser by searching with Spotlight [ + Space].

& Finder File Edit View Go Window Help NG 2 5 ” # MonOct 20 9:58AM
; : ~ “"E

Default web browser

- com.apple.safari
B e voariea 9127723, 951 Am
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Locate the File Menu

In the top-left corner of the menu bar, click the File menu to proceed.

@& safari  File Edit View History Bookmarks Develop Window Help

i W -

Extensions

Supercharge your Safari browsing with
extensions that can find discounts, block ads,
and more.

A Browse Extensions

S

SK RC3 Bank
szweb.itp.com

Last 30 days

Qafari nravante trackare fram nrofilina uai
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Open a New Private Window

To access the SB2 platform, open Safari and select New Private Window from
the File menu.

& safari  File Edit View History Bookmarks Develop Window Help

New Window W -

New Private Window
New Tab

New Empty Tab Group
Open File...
Open Location...

Close Window

Close All Windows Extensions

Supercharge your Safari browsing with
extensions that can find discounts, block ads,
and more.

A Browse Extensions

Import Browsing Data from File or Folder...
Export Browsing Data to File...

Import From Browser

S

SK RC3 Bank
szweb.itp.com

Last 30 days

Plug in the Yubikey

Plug the Security Key into the USB-C port (or the USB-C to USB-A adapter)
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Identifying the USB-C port

Locate the USB-C port—typically found along the edge of the computer, it
features a compact design with smooth, rounded corners that set it apart from

traditional USB-A ports.
The image below shows both a USB-C port and its matching male connector.
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- No USB-C port? No problem.

With the USB-A to USB-C adapter provided by the Administrator of your SB2
site, simply plug the USB-A end into the computer and insert the Security Key
into the USB-C port.

The provided USB adapter pictured below.
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SB2 Platform URL

In the InPrivate browser address bar, enter the provided SB2 Demo invitation
link. You will receive the link in an email from a member of the StrongKey
Team. Please note, the URL is long so it will be advantageous to use the “cut
and paste” options. Here is an example of what the URL will look like:

+  https://sb2demo.strongkey.com:443/sb2/register?
hash=3d500dec79f6ec257ebddcc56h)78ff1f2d31d557d4c7bf5654
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Select the Certificate

A pop-up window will display the available certificates. The name in the
prompt should match your name, as created by the Administrator of the SB2
platform site. Select the presented certificate and click OK to proceed.

NOTE: A certificate prompt appears when the SB2 Root CA and SB2
Subordinate CA certificates are imported successfully on the system. If a
prompt is not displayed, contact the SB2 platform administrator for assistance.

Show Certificate Cancel Continue
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Enter Security Key PIN

The next dialog box will prompt for the Yubikey 5C NFC (aka Smartcard) PIN.

Enter and click OK to continue. This PIN should have been provided by the
Administrator of the SB2 platform site.

For instructions on changing the Yubikey PIN, refer to the appendix of this
guide.

Safari '

Safari is trying to sign data.

Enter PIN to allow this.

Cancel

S

SK RC3 Bank
szweb.itp.com

11 months ago

O Safari has not blocked any connections yet in Private Browsing.

Reading List

Build a Web App with JavaServer Faces Why You Should Strongly-Type Your App Extensions Overview - Apple
d Java EE Localizations with Swiftgen Developer
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SB2 Landing Page

sections:

Upon successful authentication with the digital certificate, the following one-
time SB2 Platform Landing Page will be displayed. This page has three (3)

* On the left, key details about the digital certificate are displayed.

* The middle panel presents important legal disclosures from the SB2
platform. Review is required—after scrolling to the bottom and agreeing
to the terms, you can proceed.

* Inthe right panel, a nickname can be assigned to the Security Key, for
easier identification among multiple keys.

Your Digital Certificate
Learn More

Username

jdoe

Full Name

John Doe

Organization

StrongAuth Inc

E-Mail

Jjohn.doe@strongkey.com

Serial No.
E0:60:D7.67:B6:6C.C4:68:65:6A:7B:7E:2D:E3:8
8:55:99:9F.:60:D8

Valiity

Thu Sep 1111:32:10 PDT 2025 - Wed Sep 11
16:38:10 PDT 2030

Other

sb2demowest.strongkey.com

Disclosures

If you agree with the terms presented here,
check the box below and register your
Security Key. You agree to:

| agree

Copyright © 2001-2025 StrongAuth, Inc. (dba StrongKey)

() STRON G KEY SB2

Your Security Key

You were provided with a Security Key
(resembling the following image),
containing a digital certificate enabling
you to see this site. The Security Key will
also be used to register a new FIDO
credential to authenticate you.

You may give the Security Key a nickname
below - such as “JD's vault credential” or
“John Doe’s access key” - to distinguish it
from additional Security Keys you may
already own and/or acquire in the future.

When you select Register below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
blinking LED on the Security Key.

Name

Give your Security Key a name here

Cancel ‘ I

Register I
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Terms and Conditions

Review and accept the terms and conditions in the Disclosures panel. The “I
agree” box must be checked before proceeding with Security Key registration.

x +

Full Name
SKDoc User01

Organization

StrongKey

E-Mail

skdocuserOl@strongkey.com

Serial No.
C0:50:36:53:23:09:74:7F.5D:96:A7:98:.9A:B4:9
774:94:61:4D:DC

Valiity

Mon Aug 0410:29:42 PDT 2025 - Sun Aug
0415:35:42 PDT 2030

Other +

07b57ef62800d¢

= Q Search

b550ddcb4eebd?275¢8a1444;

. Accept the assigned digital
certificate shown here to be used in
accordance with the certificate
policy available at:
https//pkistrongkey.com/sb2/cp.html

. Register a new FIDO credential on
the assigned Security Key, to be used
ONLY by you and not to share it with
or assign to others;

. Use the applications available to you
in accordance with US laws
governing export control of
encryption;

. Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Sed in
metus a sapien gravida interdum.
Suspendisse in nisl neque. In hac
habitasse platea dictumst.

. Cras quis volutpat nisi. In quis
volutpat dolor. Duis posuere erat ut
tempor tempus. Phasellus cursus
congue rutrum. In porta nibh vel
ligula molestie semper.

. Cras in lorem nec tortor vehicula
tincidunt. Quisque vestibulum
semper odio, eget porttitor diam
interdum sed. In vitae volutpat enim.

. Cras dapibus turpis ac felis

Copyright © 2001-2025 StrongAuth, Inc. (dba StrongKey)

> w e

accumsan, at blandit dui commodo. w

InPrivate

also b new FIDO
credential to authenticate you.

Q

You may give the Security Key a nickname
below - such as “JD's vault credential” or
“John Doe’s access key” — to distinguish it
from additional Security Keys you may
already own and/or acquire in the future.

When you select Register below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
blinking LED on the Security Key.

Name

)Give your Security Key a name here

_},GQ A R @
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Give the Security Key a Name

In the Security Key panel on the right, enter a descriptive nickname for the key
in the Name field. Then select Register to complete the process. Names are
typically short (up to 16-20 alpha-numeric characters), such as:

= John's SB2 key at mysite.com
= Yubikey for mysite.com SB2

sb2demowest.strongkey.com

() STRON G KEY SB2

Your Digital Certificate
Learn More

Username

jdoe

Full Name

John Doe

Organization

StrongAuth Inc

E-Mail

Jjohn.doe@strongkey.com

Serial No.
E0:60:D7:67:B6:6C.C4:68:65:6A:7B:7E:2D:E3:8
8:55:99:9F:60:D8

Valiity

Thu Sep 1111:32:10 PDT 2025 - Wed Sep 11
16:38:10 PDT 2030

Other

Disclosures

If you agree with the terms presented here,

check the box below and register your
Security Key. You agree to:

| agree

Copyright © 2001-2025 StrongAuth, Inc. (dba StrongKey)

Your Security Key

You were provided with a Security Key
(resembling the following image),
containing a digital certificate enabling
you to see this site. The Security Key will
also be used to register a new FIDO
credential to authenticate you.

You may give the Security Key a nickname
below - such as “JD's vault credential” or
“John Doe’s access key” - to distinguish it
from additional Security Keys you may
already own and/or acquire in the future.

When you select Register below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
blinking LED on the Security Key.

Name

John Doe
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Continue Setup

A dialog box will appear to confirm continuation of the setup process,

authorizing the current device to also access the SB2 platform website. Select
More Options to proceed.

2;Signin

W
Use Touch ID to sign in?

A passkey for “john.doe@strongkey.com* will be saved in Passwords and
available on all your devices.

Touch ID to Save Passkey

=P

Cancel
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Select Security Key

Next, select the Security Key for location of where the credential is stored. It is
important to verify this location as the Security Key. Click Continue to proceed.

< 2 Signin

Choose how you'd like to sign in to your “strongkey.com” account.

iPhone, iPad, or Android device

® Security key

Continue

Cancel
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- Security Key Setup

A confirmation dialog box will appear to verify the Security Key is being
configured for SB2 platform login. To proceed, please activate the security key
by touching the metal contact visible on the Security Key with your finger - it
will have a light-emitting diode (aka LED) blinking to indicate where it must be
touched.

< 2¢Signin

To set up a security key for “strongkey.com”, insert and activate your
security key.

Cancel

SB2-HowTo-Yubico-Yubikey-5C-NFC-User-Guide-macOS-MPKI-v7.odt, December 30, 2025, 46



Enter Security Key PIN

To continue adding a credential to the Security Key, enter the PIN and click
Continue.

NOTE: This step in the process is known as the “User Verification” (aka UV) in
the FIDO ecosystem. It is a security feature of the FIDO authentication protocol
to ensure that the SB2 platform can verify the legitimate owner’s PIN of the
Security Key. SB2 sites will mandate a security policy where the PIN to the
Security Key is not shared with others. Every time the FIDO credential is used to
authenticate you to the SB2 platform, you will be required to perform the UV
function as a security precaution.

< 2¢Signin

Set Up Security Key

Enter the PIN to unlock your security key.

Continue

Cancel
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Touch the Security Key

To continue the setup, touch the Security Key.

NOTE: This step in the process is known as the “Test of User Presence” (aka
TUP) in the FIDO ecosystem. It is a security feature of the FIDO authentication
protocol to ensure that a remote attacker can never steal your identity from a
remote computer since they will neither have a Security Key with your FIDO
credential nor will they be able to perform the “test of user presence” at your
computer (where the FIDO transaction is occurring). Every time the FIDO
credential is used to authenticate you to the SB2 platform, you will be required
to perform the TUP as a security precaution.

< 2¢Signin

Set Up Security Ke
To finish, insert and activate your security key again.

Cancel
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SB2 Confirmation

After touching the security key, SB2 will flash a blue message confirming
successful registration.

sb2demowest.strongkey.com

() STRONGKEY SB2

Your Digital Certificate
Learn More

Username

jdoe

Full Name
John Doe

Organization

StrongAuth Inc

E-Mail

john.doe@strongkey.com

Serial No.
E0:60:D7:67:B6:6C:C4:68:65:6A:7B:7E:2D:E3:8
8:55:99:9F:60:D8

Valiity

Thu Sep 1111:32:10 PDT 2025 - Wed Sep 11
16:38:10 PDT 2030

Other

Disclosures

If you agree with the terms presented here,
check the box below and register your
Security Key. You agree to:

| agree

Copyright © 2001-2025 StrongAuth, Inc. (dba StrongKey)

You've successfully
registered

Click ‘Continue’ to proceed
to the login page.

Your Security Ke

You were provided with a Security Key
(resembling the following image),
containing a digital certificate enabling
you to see this site. The Security Key will
also be used to register a new FIDO
credential to authenticate you.

You may give the Security Key a nickname
below - such as “JD's vault credential” or
“John Doe’s access key” - to distinguish it

from additional Security Keys you may
already own and/or acquire in the future.

When you select Register below, you will
be prompted for a PIN to the Security Key,
and to touch the metal surface with a
blinking LED on the Security Key.

Name

John Doe
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Signing In

After clicking Continue, a prompt will appear prompting you to sign in with the
new credential. Make sure you choose the Security Key when authenticating to
the SB2, and click Continue.

Choose how you'd like to sign in to your “strongkey.com” account.

ez iPhone, iPad, or Android device

G- . 5 N
U'J Use v from a device with a camera

m, Security key

Use an external

Continue

Cancel
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- Select Security Key

The next dialog box will ask you to activate the security key by touching the
metal contact on top of the Security Key where an LED is blinking.

Use Security Key

To continue with “strongkey.com”, insert and activate your security key.
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User Authentication

The next dialog box will verify the user. Enter the PIN to the Security Key and
click Continue.

< Signin

Use Security Key

Enter the PIN to unlock your security Key.

Continue
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- Test of User Presence

To continue the login procedure, touch the metal contact on top of the Security
Key where an LED is blinking - this confirms a user is present and attempting
to sign in from that computer with a legitimate credential on the Security Key.

Use Security Key

To finish, insert and activate your security key again.

Cancel
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SB2 Platform Dashboard

CONGRATULATIONS!

The SB2 Platform is now accessible, and the Security Key with the registered
FIDO credential has been successfully configured. You'll see your account
name displayed on the right side of your screen. To update your profile, simply
click the gear icon.

All SB2 users may use the StrongKey CryptoCabinet (SKCC) web application for
secure storage and sharing files. To access SKCC, click the application image on
the SB2 Dashboard—this will open the SKCC Dashboard in a new browser tab.
StrongKey will provide comprehensive, step-by-step instructions on using SKCC
shortly.

sb2demowest.strongkey.com

()STRONGKEY @R @ 0 e

[jdoe]
Dashboard

SKCC

Encrypted Vault to safely share files with
trusted recipients.
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Appendix
STRONGKEY

Changing a Yubikey Personal
Identification Number (PIN)

Copyrights and Notices

Copyright 2001-2025 StrongAuth, Inc. (d/b/a StrongKey), 21060 Homestead Rd Suite 222 Cupertino CA 95014, U.S.A. All
rights reserved.

StrongAuth, Inc. has intellectual property rights relating to technology embodied in the product that is described in this
document. In particular, and without limitation, these intellectual property rights may include one or more U.S. patents or
pending patent applications in the U.S. and in other countries. U.S. Government Rights—Commercial software.
Government users are subject to the StrongAuth, Inc. standard license agreement and applicable provisions of the Federal
Acquisition Regulations and its supplements. This distribution may include materials developed by third parties.
StrongAuth, StrongKey, StrongKey Lite, StrongKey CryptoCabinet, StrongKey CryptoEngine, StrongKey FIDO Server,
StrongKey Tellaro, StrongKey Tellaro Small Business Security Bundle (SB2), the StrongAuth logo, the StrongKey logo, the
StrongKey Lite logo, the StrongKey CryptoCabinet logo and the StrongKey CryptoEngine logo are trademarks or registered
trademarks of StrongAuth, Inc. or its subsidiaries in the U.S. and other countries.

Products covered by and information contained in this publication are controlled by U.S. Export Control laws and may be
subject to the export or import laws in other countries. Nuclear, missile, chemical or biological weapons or nuclear
maritime end uses or end users, whether direct or indirect, are strictly prohibited. Export or reexport to countries subject
to U.S. embargo or to entities identified on U.S. export exclusion lists, including, but not limited to, the denied persons and
specially designated nationals lists is strictly prohibited.

DOCUMENTATION IS PROVIDED “AS IS” AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR
NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY
INVALID.

SB2-HowTo-Yubico-Yubikey-5C-NFC-User-Guide-macOS-MPKI-v7.odt, December 30, 2025, 55



Changing a Yubikey 5C NFC Personal
Identification Number (PIN)

The Security Key is a very powerful cybersecurity device and represents the
state-of-the-art in multi-factor authentication (MFA) technology that does not
use any passwords. The MFA is supported by the:

* Possession factor — where the physical possession of the Security Key is
essential to the authentication process;

*  Knowledge factor —- where know the PIN to the Security Key is also
essential to the authentication process.

Since the Security Keys provided with the SB2 use two different NIST-approved,
passwordless authentication protocols, there are two containers for the
cryptographic keys used with the protocols. Each container is managed by a
separate PIN.

However, StrongKey recommends using the SAME PIN to both containers of
the Security Key to reduce the burden on users. As long as the Security Key is
safely in the possession of the legitimate user, and the legitimate user is NOT
sharing the PIN to the Security Key with anyone, the user will be complying
with one of the strictest security policies recommended for access control.

This document outlines the process for changing the two required PINs — one
for the digital certificate and the other for the FIDO credential.

Prerequisites

*  macOS 13 or above
* USB-C port or USB-C adapter
*  Yubico Authenticator application
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Open the Yubico Authenticator
Application

To begin, open the Yubico Authenticator application by searching for it with
Spotlight (& + Space) or locating it in Finder's Applications folder.

i
< Yubico Authenticator

(3 Yubico Authenticator

Yubico Authenticator App for Desktop and Mobile | Yubico
Yubico Authenticator App for Desktop and Mobile | Yubico
Suggestions

Yubico Authenticator

yubico authenticator price

yubico authenticator macos

yubico authenticator setup

Documents Show More B8

SB2-Howto-Yubico-Yubike uide-macOS-v.1.odt
49.5 MB - OpenDocument Te 12:46 PM

. SB2-Howto-Yubico-Yubikey-5C-NFC-User-Guide-Windows-11-v.7.odt

L
W

200 02@~ @Y

»
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The Yubico Authenticator application

Upon opening, the Authenticator application displays the screen shown below
and indicates there is No Yubikey Present.

Yubico Authenticator

"I' USB
No YubiKey present

A Home

L

Insert your YubiKey

8% Settings

Insert the Yubikey

Plug the Security Key into the USB-C port.
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Identifying the USB-C port

Locate the USB-C port—typically found along the edge of the computer, it
features a compact design with smooth, rounded corners that set it apart from
traditional USB-A ports. The image below shows both a USB-C port and its

matching male connector.
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- No USB-C port? No problem.

With the provided USB-A to USB-C adapter, simply plug the USB-A end into the
computer and insert the Security Key into the USB-C port.

The provided USB adapter pictured below.
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Changing the Digital Certificate PIN

From the home screen, navigate to the left and select the Certificates option
from the menu.

Yubico Authenticator

YubiKey 5 NFC FIPS DEVICE
S/N: 22352987 F/W: 5.4.3 H O I I I

Toggle applications
YublKey 5NFCFIPS / @ X Enable/disable applications

Home
Serial number: 22352987 Factory reset
Firmware version: 5.4.3 Restore YubiKey defaults

O,
2s Accounts
Yubico OTP PIV  OATH OpenPGP FIDO U2F  FIDO2

a9 Passkeys

[Z3 Certificates

& Slots

8% Settings
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Change PIN option

Select the Change PIN option from the Manage menu on the right.

Yubico Authenticator

YubiKey 5 NFC FIPS °f MANAGE
S/N: 22352987 F/W: 5.4.3 Ce rtl I Cates
. Change PIN
Authentication 3 attempts remaining
Home StrongAuth Inc, SB2TLSCLIENT,1.3.6.1.4.1.10514.509.4.2=1
Change PUK

Digital Signature 3 attempts remaining

Accounts Key without certificate loaded
Management key

Passkeys Key Management PIN can be used instead
No certificate loaded

Certificates Card Authentication
No certificate loaded

Slots

§e3 Settings
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Enter PIN information

* Inthe top field, enter the default PIN: 123456.
« Enter the new PIN in the middle field. The PIN must contain 6 to 8
characters.

« Re-enter the new PIN in the final field to confirm.

Yubico Authenticator

Change PIN

Current PIN

©

6/8

6/8
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Save new PIN

Click Save. The application returns to the previous screen. If the process is
successful, a “PIN changed” notification briefly appears at the bottom of the
screen.

Yubico Authenticator

Change PIN

Current PIN

©

6/8

6/8

Cancel Save
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Changing the FIDO Credentials PIN

To update the second PIN, click on the Passkeys menu option to the left. NOTE:
StrongKey recommends using the same PIN for the Security Key.

Yubico Authenticator

YubiKey 5 NFC FIPS f MANAGE
§ P e Certificates
. Change PIN
e Authentication 3 attempts remaining
Home StrongAuth Inc, SB2TLSCLIENT,1.3.6.1.4.1.10514.509.4.2=1
. A Change PUK
Digital Signature 3 attempts remaining

Accounts Key without certificate loaded

Management key

Passkeys @ Key Management PIN can be used instead

No certificate loaded

Certificates Card Authentication
No certificate loaded

Slots

8% Settings
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Change PIN option

Select the Change PIN option located on the right of the screen.

b

&

Yubico Authenticator

YubiKey 5 NFC FIPS MANAGE
S/N: 22352987 F/W: 5.4.3 Pa SS keyS
Change PIN

Enter the FIDO2 PIN for your YubiKey el

Home
‘ PIN

Accounts

Passkeys

[23 Certificates

Slots

83 Settings
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Enter PIN information

* In the text field marked Current PIN, type in your current PIN. If you have
not changed it, it is 123456 by default.

* Inthe text field marked New PIN enter a new PIN of your choice. It must
be a minimum of 6, and up to 63 characters.

* In the text field marked Confirm PIN enter the same PIN you selected.

Yubico Authenticator

Change PIN

Current PIN

©

A PIN must be 6-63 characters long and may contain letters, numbers and special6/63
characters.

6/63

Cancel Save
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Success!

The display will return to the Passkeys menu, and a notification stating "PIN
Reset" will briefly appear at the bottom of the screen.
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